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Poster of the Month

✘

Downloadable
Poster: Don’t
Make it Easy
for Criminals
Lawbreakers
make it
their business to
spot
people
and situations that
are easy
prey for their criminal intentions. Make it hard for them
to target you and your
belongings by following a
few basic guidelines.
This month’s poster highlights a series of helpful
crime prevention tips.
Download, print and post it
in your department.
Download Poster
Links & Resources
Worldwide Alerts for UC
Travelers

Eight Tips for Holding Onto
or Recovering Your Laptop
Connecting to the Internet:
Stay Safe Online
Home and Family Safety
Portal, National Crime
Prevention Council

What Does Your
Crime Prevention Path
Look Like Today?
✘

7:15 am: While you
commute, you give your
laptop, cell phone and
MP3
player ✘
your full
attention

✔

6:50 am:
You lock
your
doors and
windows
and set
the alarm
before
leaving home

7:45 am: You’re busy
and distracted so
you park and forget
to lock the car

✔

✘

12:20 pm: You enjoy lunch
with friends but forget to keep
an eye on your belongings

✘
2:45 pm: You leave your
laptop in the meeting
room while you take a
quick phone call

8:15 am:
At work, you lock
up your backpack,
purse and other
valuables

✔

✔
✔

ID Theft FaceOff Game
from the US Consumer
Financial Protection Bur.
Data Protection Tips from
the Department of
Homeland Security

5:30
am:
You
take a
predawn,
solo
run

6:15 pm: you stay
aware of security
risks when you pay
for your purchases

✔

4:20 pm: You
call security
because you
notice a
suspicious
situation

Every day

5:45 pm: You keep
an eye on your
surroundings while
you use the ATM

8:00 pm:
You take an
evening jog
with friends

presents opportunities to navigate a safe path through your home and
work life. How can you avoid appearing on a criminal’s radar screen? Start by building
a personal security mindset: stay aware of your surroundings, secure your belongings
and personal data, and avoid situations that make it easier for criminals to target you.
Above all, don’t let yourself become complacent. It CAN happen to you!

Programs

Follow a Safe Route...

Around
Town

How Secure is
Your Data?

On
Campus
As data transfer and storage become faster and
easier, so does data’s
vulnerability to theft.
◆

◆

◆

◆

Follow UC guidelines
about transporting
laptops, media, etc.
Ensure that only
authorized employees
have access to confidential data.
Be aware that unauthorized data transfer
can happen when you
use USB drives.
At work, be sure your
files are backed up
according to department policy.
Use updated antivirus/
antispyware software.
Use password protection on all confidential
documents.
Don’t save medical
information, drivers
license, social security or bank account
numbers to USB
drives or hard drives,
and don’t send these
numbers via unsecured email.
Protect your laptop
and data storage
devices from
theft.
Click here for
laptop security
tips.

Visit the U.S.
Computer Emergency
Readiness Team’s website
for additional cybersecurity information.

At Home

Protect Yourself
◆

◆

◆

◆
◆

◆
◆
◆

◆

◆

Avoid dark parking lots and parking structures.
Check your car before getting in to be sure no
one is concealed inside.
Do your shopping during daylight hours, or if
you must go at night, don’t go alone. Check
your surroundings carefully before focusing on
putting things in the car or the trunk.
If you must walk somewhere at night, have your
cell phone out and ready. Steer clear of all
possible hiding places a criminal could use.
Think ahead. Know ahead of time how you will
react if confronted.
Don’t give rides to strangers or stop to help
people with disabled cars. Instead, use your
cell to let authorities know help is needed.
Keep your car doors and windows locked while
you drive, and keep valuables out of sight.
At home, keep doors and windows locked, and
check who it is before opening the door.
Postpone that call. Texting or talking on the
phone while you walk, drive or cycle diverts
your attention, making you a more likely victim.
Take responsibility for your safety. Remind
yourself often that you are in the best position
to perceive and avoid possible danger.
Check your campus security website often for
advisories, and take advantage of safety
programs, information and training.

Protect Your Possessions
◆

◆
◆

◆
◆
◆

◆

◆
◆

Get in the habit of locking your car every time
you park. Conceal your possessions or better
yet, don’t leave valuables in a parked vehicle.
Lock your bicycle securely in a high-visibility
area with good lighting.
Don’t leave your laptop in a library, conference
room, coffee shop, etc. even for a few seconds.
Your real and virtual property are both at stake.
Lock your doors and windows, including the
garage door, when you leave home.
Pay close attention to your backpack, wallet,
purse or other possessions in any public place.
Don’t let anyone look over your shoulder at the
ATM machine or when entering a PIN number
during a sales transaction.
Don’t give personal information to callers or
internet contacts unless you initiated the communication, or you are certain you are dealing
with your bank or other reputable organization.
Click here for more information on how to
prevent identity theft.
Click here for additional tips on protecting your
possessions.

Video Link
Video Link
UC Riverside’s campus safety video provides a bright,
fast-moving summary of
tips for preventing personal
and property crime.

This interesting preview
video from LearnCom highlights the employee’s role
in preventing workplace
violence. It encourages you
to listen to and trust your
inner “threat detector.”

Advance
Preparation
for a Smoother,
Safer Trip
UC travelers can soon
access a new Field Trip
Planning website containing updated information,
links and advice for safe
and efficient travel.
The site is just one of the
resources developed by the
UC Field Trip Safety Work
Group. “We’re streamlining
the process for people to
log in their trip plans,
whether they are planning
domestic or international
travel,” says Russell
Vernon, Ph.D., EH&S
Director at UC Riverside.

Are
there any
security issues
in the area I
plan to visit?

Planning a trip?
Check Out UC’s
Travel Safety Resources
University of California employees and students travel the world in their
efforts to advance research, learn from others and share their expertise.
In following their scholarly and public service pursuits, they may inadvertently step into dangerous situations while they are overseas.
In the spring of 2011, a group of UC students and staff
stationed in Cairo found themselves in potentially
hazardous territory. In accordance with the U.S. State
Department’s recommendation, UC arranged for them
to be evacuated from Egypt. All arrived safely back in
the United States.
“We do our utmost to secure the safety of UC staff and
Cheryl Lloyd, UCOP students who may run into difficulty while traveling,”
Director of Liability
says Cheryl Lloyd, Director of Liability and Property at
and Property

the UC Office of the President. “Even when one of our
employees is taking a personal trip, we like to know where they are so we
can render assistance if necessary.”
UC campuses provide travel safety advisories for students, faculty and
staff. “The important thing for anyone considering overseas travel is that
we can’t help you if we don’t know where you are,” continues Lloyd.
“Your well being and even your life may depend on the few minutes it
takes to document your upcoming trip.”

Where will
the nearest
essential services
 Check with your department head and your UC Risk Management
be located?
What’s
Services office for the appropriate documentation.
the going
exchange
 Inform your supervisor and colleagues of your itinerary and provide
rate?
reliable contact numbers and email addresses.
What about
customs and visa
requirements?
Filing your field trip plans
will ensure that you are
covered for accidents and
incidents, and that the
University can assist you if
you have difficulty.
“With the new Field Trip
Planner program,” continues Vernon, “we can help
you establish a systematic
plan for staying in touch
with your department as
well as your family so we
know you are ok. It’s an
interactive process; you
just input your travel information and the program
generates a plan for you.
We also help you prepare
for the unexpected. For
example, when you travel

 Stay in touch. If you change your plans, encounter any difficulty or
hear about alarming events in the news, check in with your supervisor
and follow any instructions you receive.
 Click here to learn more about Security Protection Benefits—and have
a safe trip!

to urban areas with good cell phone coverage, connecting with help is not so
much of an issue. But some of our researchers head for remote locations where
communication can be spotty. Those travelers need to know how to protect
themselves and how to reach safe ground if there’s a problem.”
Whether UC travelers book their travel through Connexus or the new website,
they will have access to the iJET program for real time intelligence and travel
alerts, direct email notification of political unrest, natural disasters, health warnings and other critical information. iJET can also arrange for emergency travel
arrangements, rescue and evacuation if the situation becomes critical.
“These are measures we hope you’ll never have to use,” says Vernon. “But in
that rare instance when trouble crops up, you’ll be glad the system was there to
get you out of it and back home safely.” Work with the field trip planner at your
campus or other UC facility to complete your documentation.
Click here to visit the new UC field trip safety website and make a note of the
range of travel safety services for your next trip.

Be Your Own

Security Force
As the days get
shorter and activity
picks up on UC
campuses, the
need for crime
prevention is more
important than
ever. Tough
economic times
UC Davis Chief of
trigger property
Police Annette
theft, and crimes Spicuzza encourages
against people are partnering with your
UC police agency for
another unfortueffective crime
nate fact of life.
prevention.
And though law
enforcement professionals are on the
job, prevention is much more effective
when individuals take an active role in
protecting themselves.
Keeping yourself and your possessions secure in the fast-moving
campus environment is a joint effort
shared by you and your local UC
police department. “Police officers are
dedicated to their mission to protect
you,” says UC Davis Police Chief
Annette Spicuzza; “But they can’t be
everywhere all the time. It’s up to
each of us to take steps to ensure our
own safety, both on and off campus.”
Reset Your Perspective from
Passive to Active
It’s natural for people to put routine
activities on auto-pilot and overlook
basic precautions. This passive attitude is just what law-breakers are
looking for as they scan for criminal
opportunities. They are more likely to
avoid someone who is aware and on
guard, protecting their space and
ready to react to the unexpected.
Start with a reality check. Recognize
that it can happen to you and use
your imagination to identify the potential for danger at all points of your
daily activities.
Click to continue

connect

Careless Chris

Careless Chris
Learns that Even
Invisible Property
Nees Protecting
...an Imaginary
Scenario
Chris’s latest plan was to
surprise her supervisor with
a new data retrieval system
and be praised for her
initiative and creativity.
Chris collected staff credentials, office locations and
contact information, from
Principal Investigator to
staff researchers to grad
students. She gathered
test results to sort by value
and date. Then she dug an
old USB drive out of her
purse and plugged it into
her office laptop. Disaster
would soon follow.

Know where to turn on your UC campus for the information you need to keep yourself, your
workplace and your environment safe and secure. Click on the campus links below to
connect to local program, educational and informational resources.

ergonomics

injury occupational
prevention health
chemical & lab
emergency safety
UC Berkeley

UC Riverside

UCOP

UC Davis

UC San Diego

UC ANR

UC Irvine

UCSF

UCLA

UC Santa Barbara

UC Merced

UC Santa Cruz

pre-

safety

Click to Read the Story

Feedback, Please
Send an email to
safetyspotlight@ucdavis.edu
to submit your comments on
the October 2011 issue or
to suggest content ideas for
future issues. We look
forward to hearing from you!

COMING SOON!

November 2011:
Fire Prevention

Any firefighter will
tell you that the best
fire is one that does
not start. Our
November 2011
issue will outline
ways in which you
can partner with
local fire prevention
professionals to protect people, property
and the environment
from fire.

UCSD Program Prepares People to
React When There are Only
Seconds to Spare



strategies

UC Riverside’s Innovative “RAIN”
Training Model for Effective
Response to Campus Violence

You’re confronted by an aggressor. Or you hear shots fired, witness a crime in progress or see
a crisis unfolding in front of you.
How do you react? Is there anything you can do in those critical
first moments to protect yourself
or help others?

Since 2009, UC Riverside
Police Department’s
“RAIN” training module has
helped faculty, staff and
students learn how to react
more effectively in an
emergency situation.

“A common reaction is to simply
freeze up,” says Sergeant Doug
O’Dell of the UC San Diego
Police Department. “People are
The first UC San Diego
stunned into inaction because
A.L.I.C.E. graduating class
what they’re seeing is so far out poses after an eye-opening
of their experience. They can’t
training session.
react because their minds are
racing to make sense of it. The resulting delay can mean the
difference between life and death, literally. In most emergencies, there’s a brief window of time in which to take decisive
action such as fighting back, running for cover, rendering
help or evacuating a building.”

Training topics include
medical aid response, early
violence intervention,
RAIN course participants prepare
UCR’s Everbridge Emergen- for a fast-moving, interactive
cy Notification System and course on effective crisis response.
guidance on implementing
the “RAIN” model—a process for reacting in the first three
minutes of a crisis. The RAIN acronym refers to the following
thought sequence to be followed by anyone on campus in the
event of a shooting or other crisis situation:

Teaching students, faculty and staff to bypass the ‘deer in
the headlights’ phase and take advantage of that window of
opportunity is the goal of a new UC San Diego training module introduced this fall. A.L.I.C.E. training, which stands for
Alert, Lockdown, Inform, Counter and Evacuate, was developed by Texas-based Response Options.
“The A.L.I.C.E. approach is similar to our rape aggression
defense training, continues Sgt. O’Dell. “We ask people to
reprogram the stunned-victim mindset into an active, creative, empowered attitude so they can better defend themselves when confronted by an assailant.”
Click here to continue reading.

RESPOND:
ASSES:
ISOLATE:
NOTIFY:

Do something, don’t freeze up.
Assess victims, suspects and location.
Isolate yourself and others from the violence.
Notify proper authorities.

The course is designed to help people sidestep the typical
reaction of shock and sense of victimization and instead,
react quickly and appropriately when confronted with the
unexpected. Role-playing, multi-media presentations and
group discussions to engage and energize the attendees.
UCR Police took this easy-to-follow and remember response
model and developed a Crisis Response Presentation that is
available at no cost for student, faculty, and staff.
Click here to continue reading.
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