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Introduction

What is Multi-Factor Authentication?

When you use software on your computer you are prompted to login with a user I.D. and password. This is
known as “single-factor authentication.” Your password gets you into your computer, or a web site, and
verifies your identity.

As security improves, single-factor authentication is being replaced by “multi-factor authentication (MFA),”
also known as “two-factor” or “dual-factor authentication.” This involves signing in with your user I.D. and
password and then entering an additional code or supplying some type of additional validation indicating that
your login attempt is valid.

MFA is already widely used in many areas, including banking, mobile devices, online shopping, etc.

Why Has UCOP Decided to Use MFA?

Hackers are becoming more sophisticated and UCOP is responding to these increased threats. MFA provides
an extra layer of security to keep you and the University safer from cyber threats.

For example, if a hacker figures out your email address, and somehow guesses your password, they can go
into your account. With MFA, you would receive a notification on another device, usually your smartphone or
perhaps a hardware token, that someone is trying to log in to your account. Since it isn’t you, you can deny
the login and prevent the hacker from gaining access to an application even though they have your I.D. and
password.

UCOP realizes that this is an extra step and plans to make MFA as painless as possible. You will only need to
authenticate with MFA once per workday (10 hours) unless you use more than one device or browser. For
example, if you have a desktop and a laptop computer, you will need to authenticate once for each. If you
open one app in Firefox and one in Internet Explorer, you will need to authenticate once in each browser.

Authentication covers multiple apps opened in the same browser window. If you close and reopen your
browser, you may have to re-authenticate, depending on browser and cookie settings.
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Note that some applications, such as UCPath, Confluence, etc. have different login timeouts that are shorter.
These are not changing. For example, you will still be required to sign in to UCPath each time you use the
application.

When is MFA Required?
MFA is being put in place for all apps that use single sign-on and the standard U.C. Applications Login screen

(shown below). It is also being put in place for Microsoft Office 365 online (including Outlook email online).
Applications that use a different authentication method will not be subject to MFA at this time, including
Replicon.

You will be asked to authenticate once during your initial logon to any browser-based application that
uses Single Sign-On. You will not be required to re-authenticate for 10 hours in that browser provided you
keep your browser open (use tabs to open additional applications, or to close the current application
without closing the browser). Note: some applications, such as UCPath, Microsoft Office online
applications, and (when off-site) myCloud, require authentication every time they are opened.

MFA is currently only for apps that run on the web (in a browser). It is not required for applications such as
Word, Excel, and the Outlook Desktop client that you open on your desktop.

University of California

It Starts Here

UCOP Applications Login

UCOP User name: jruzicka
Password: ssassnasnsans ngin_

This login page is for current UCOP employees only.

+ Use your Windows/AD user name and password.
= If you are associated with another institution, please use your institution's single sign-on function.
« For problems logging in, contact ServiceDesk or (510) 887-0457.

See Appendix B of this document for important general information on cybersecurity.
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What is Duo?

Duo is the software that UCOP has selected for MFA. It has been used successfully on other U.C. campuses
and medical centers. It is a modern, state-of-the-art MFA tool.

Duo allows MFA in multiple ways. These are discussed in detail later in this manual. Briefly, they are:

e Push: Duo sends an “Accept/Reject” message to a smartphone or tablet, enabling MFA via a single
tap (this option requires the installation of an i0OS, Android or Windows Phone app). This is the
easiest method for MFA and the required method if you are using a UCOP-issued smartphone.

e Passcode: Duo generates a passcode to use, even if a mobile device with the Duo app is not
connected to the internet. A passcode can be pre-generated for use if you travel overseas and, in a
pinch, if you forget your smartphone or token at home.

e Token: a physical token is used to display a code for authenticating via Duo. This token is carried on
your keychain and is sometimes called a “key FOB.” Pressing the green button on the token displays
a code that you use to authenticate.

Getting Set Up in Duo
Installing the Duo App

Employees with UCOP-issued smartphones are required to use the Duo app. If you have a personal
smartphone, you can choose to use the Duo App or request, from your manager, a token (key FOB). The Duo
app runs on your smartphone, while the token is a physical device you must carry on your keychain.

Installing the Duo App on your personal smartphone does not track your movements in any way. It does
not send any messages, advertising, or spam to your personal smartphone. It only sends notifications when
you have attempted to login to an app that requires MFA.

Installing the app lets Duo use the easiest method of authenticating—simply tapping an “Approve” button, as
shown in the screen below. Approval can also be done from the lock screen and, in phones that support it,
using fingerprint 1.D. or facial recognition.

The Duo App is available for iOS, Android, and Windows phones and tablets.
To install the App:

1. Navigate to the App Store for your mobile device, and search for "Duo Mobile.” Install the app using
the procedure for your specific phone. Usually, this is simply clicking the “Install” button. For

UNIVERSITY
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example, in the iPhone App Store, the Duo app looks like this:
€1 duo mobile (%]

Related: touchdown for ios >

s ey [upoare )
UPDATE
m Duo Security -

l } Offers Apple Watch App

Q rome.ne =
h" Py | Email .l
2 pecsonaima

8 oovAccount -

v X

Deny.

2. You will not initially be able to activate or use the app until you receive an email from Duo Security to

start the process. If you are a new employee, you will receive this email on your first or second day
of work.

Activating Duo If You Have a Token (Key FOB)
If you are receiving a token (key FOB) instead of using the Duo app on your smartphone, the token will be
pre-configured and pre-activated for you by the Service Desk.

Activating the Duo App on Your Smartphone

When it is time for you to start using MFA, you will receive an email from Duo Security similar to the
following:

From: Duo Security [mailto:no-reply@duosecurity.com
Sent: Wednesday, December 6, 2017 11:08 AM

To:

Subject: Duo Security Enrollment

UNIVERSITY
OF |
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Your administrator has requested that you enroll with Duo Security's two-factor authentication service. Just click this link to begin the enroliment process:
Read the Guide to learn more about two-factor authentication:

Please contact your administrator if you have any questions.

Note: as an additional precaution, you will be notified, by UCOP, the day before the Duo activation link is

sent. Although you can install the Duo app at any time, it cannot be activated until the activation email is
sent.
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Click the first link in the email to begin the registration process. The link is valid for 30 days. If, for some

reason, you do not click the activation link within 30 days, you can get another one by contacting the Service
Desk.

The screens below show screens from iOS (iPhone) but the process for Android is similar. After clicking the
link to start registration, you will see a screen similar to the following:

Protect Your UCOP Account

Two-factor authentication enhances the security of your account by using
Wha is? O

a secondary device to verify your identity. This prevents anyone but you
from accessing your account, even if they know your password.

Nee
Powered by Duo Security

) 4 > This process will help you set up your account with this added layer of
security.

Follow these steps:

1. Tap the “Start setup” button.

2. Select the type of device you are going to use for MFA: Mobile Phone or Tablet, then click “Continue”
to proceed.

[UNIVERSITY| - [
'VE RSHTY What type of device are you adding?
a

Whatls this? OF

Moblie phone

Tablet (iPad, Nexus 7, etc.)

Powered by Duo Security Continue

3. If you are registering a tablet, you will be asked to choose whether it is an iOS or Android tablet.
After making a selection, skip to step 6. If you are registering a mobile phone, go to step 5.

UNIVERSITY
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4. Enter the phone number of the mobile device to use for Duo

UNIVERSITY
Enter your phone number

CALIFORNIA

ihat is this? [ United States v

Powered by Duo Security +1 ’

ex: (201) 234-5678

Back

5. Confirm that the phone number you entered is correct by checking the “This is the correct number”

checkbox, and then click “Continue”:

UNIVERSITY

OF Enter your phone number
CALIFORNIA

What is this? [% United States ¥

Powerad by Duo Security -|-1 f

ex: (201) 234-5678

IZI - - W This is the correct number.

6. A QR code will appear on your computer screen (not your mobile device). Scan this code using the

camera on your mobile device (smartphone or tablet). You may have to give Duo permission to use
the camera on your device.

UNIVERSITY
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Activate Duo Mobile for iOS

1. Open Duo Mobile. v

UNIVERSITY
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7. You will see a confirmation screen. Click “Finish Enrollment”.

My Settings & Devices
What s this? ¥
Need help?

‘ C? i0s JUST ADDED

Powered by Duc Security Default Device:  jOS

Whenllogin: | Ask me to choose an authentication method v

Finish Enrollment

8. You are now registered in Duo!

L

Enrollment Successful!

Way to go! You can now authenticate to any
Duo-protected service.

L]

Reactivating Duo if you Replace Your Mobile Device

Duo is “mapped” to a specific mobile device. If you get a new mobile phone, for example, but keep your
phone number, Duo will no longer work on the new phone. There are three possible scenarios, listed below.
Follow the one that fits your situation:

e If your new mobile phone has a different number than your current phone, follow the “Adding
Another Device in Duo” instructions below before turning in or selling your current phone.

e If your new mobile phone has the same number as your current phone, and you are keeping your
current phone (vs. turning it in to, for example, the Verizon store), follow the “Adding Another
Device in Duo” instructions before turning in or selling your old phone.

e If you turn in your old mobile phone before or at the same time you receive your new phone, you
will need to contact the Service Desk to have Duo reactivated. The Service Desk will reactivate Duo
for you, and you will receive a text on your phone. Tap the link in the text and then follow the steps
in the “Activating the Duo App on Your Smartphone” section of this document.

Adding Another Device in Duo
You can self-register a second device in Duo. To add an additional device, such as a second smartphone,
follow these steps.

1. Goto any application that requires MFA, such as Microsoft Outlook Online (owa.ucop.edu).

10
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Log in as normal using your Active Directory User ID and Password

n

e8e < (= g MoN H) & E f:

t-reguost

3. Select the “Settings” option:

Welcome

For security reasons, we require additional information
to verify your account

UNIVERSITY

= Settings
CALIFORNIA
Device: | iospoxaox- ) -

Enter a Passcode

UNIVERSITY
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UCOP - Qutlook Web App Login

Sign in with your organizational account

Use your Windows user narme and password.
Fer problems logging in, email servicedeskBucop.edu or
call (510) 987-0457.

12013 Mierosalt
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4. Select “Add a new device”

RP—
X Settings What is this? [{
Add a new device

My Settings & Devices
Need help?

5. You will be asked to authenticate using your current device. Select “Enter a Passcode” or “Send me a
Push.”

UNIVERSITY
CALIFORNIA

Add a new device

= Settings

First, we need to confirm it's really you. Choose an
authentication method below to begin adding a
new device to your Duo account.

Choose an authentication device

105 (OCE-XXX-5110) v

Enter a Passcode

Send Me a Push

6. Respond to the Push on your original mobile device or enter the passcode.
7. Select “Tablet,” regardless of whether the second device you are adding is a phone or a tablet, then
click “Continue” to proceed.

UNIVERSITY
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What type of device are you adding?

Moblle phone

= Tavplet IPad, Nexus 7, et

12
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8. A QR code will appear on your computer screen (not on your mobile device). Scan this code using

the camera on your mobile device (smartphone or tablet). You may have to give Duo permission to
use the camera on your device.

= Settings
CALIFORNIA

-~

Activate Duo Mobile for iOS

1. Open Duo Mobile. v

9. You will see a confirmation screen. Click “Finish Enroliment”.

My Settings & Devices
OF

CALIFORNIA .
i UST ADDED
R G ios ,
help?
Powered by Duo Security Default Device:  jOS
Whenllogin: | Ask me to choose an authentication method v

m Finish Enrollment

10. Your additional device is now registered in Duo!

Enrollment Successful!

Way to go! You can now authenticate to any
Duo-protected service.

13
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Authenticating with Duo

Duo offers multiple ways to authenticate. Options available depend on the device used for authentication.

They are:

o  Push: Duo sends a “push” to the Duo app. You approve the MFA request by tapping “Approve” from
the Duo app or from the home screen. iOS users can also approve using a fingerprint scan or facial
recognition, if your iPhone supports it.

e Passcode: the Duo app, or a hardware token, shows a passcode. This code is entered on the login
screen to approve the MFA login.

e Bypass Code: if you forget your mobile device, you can call the Service Desk and request a temporary
passcode. You will need to verify your identify with the Service Desk by answering some security
questions before they will issue you the code.

e Travel Code: if you are going to be travelling overseas and do not wish to incur international roaming
charges, you can receive a travel code to use while abroad. This code should be requested, via
ServiceNow, at least three business days before your planned travel. If you are going to be traveling
abroad for a week or more, the Service Desk can temporarily issue you a hardware token to use
while you travel.

Push

Push authentication is the easiest method to use and is the required method if you have a UCOP-issued
mobile device. After entering your user ID and password, a message is sent to the Duo app that you are trying

to login/authenticate.

The app makes a sound or vibrates, then you simply tap the “Approve” button on your smart device. If you
get this message and you are NOT trying to log in to an application, you should contact the Service Desk
immediately as this means someone may be trying to fraudulently access a UCOP application!

“Push” can be set up as the automatic default. See “Duo Settings” for more information.

To use Push Authentication:

1. Loginto a web application using your UCOP Active Directory ID and password
2. The Duo Authentication Method screen appears. Note: if “Push” is set as the automatic default, you

can skip to Step 4
[UNIVERSITY |

CALIFORMIA

3
]l

Send me a Push

Enter a Passcode

I

3. Click “Send me a Push.” Your phone will beep or vibrate, depending on how you have set up
notifications.

14
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4. Open the Duo App on your mobile phone or tablet or tap the notification that appears on the lock
screen of your smartphone. Note: on most iOS and Android phones, you can authenticate directly
from the home screen by swiping left when the Duo message appears.

5. Inthe Duo app, a green bar at the top of the app indicates that you have a request waiting. Tap on
the green bar. Note: the Push times out after one minute. If more than one minute passes between
the time you login and when you open the Duo app, you will have to select “Send Me a Push” a
second time.

*e000 | 1:22 PM

Edit -y -

o Request Waiting. Tap to Respond...

6. Click “Approve.”

ese00 1} 2:18 PM

UNIVERSITY
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UcopP
Admin Panel

&

john.r 1@ucop.edu

@

San Francisco, CA, US

2:18:22 PM PDT
July 19, 2016

v X

Approve
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7. You may see a message similar to the following from certain systems, such as TRS. If so, check “Do
not ask me again for this site” and then click “Permit Use”:

Citrix Receiver - Security Warning

An online application is attempting to access
information on a device attached to your
computer.

* % Block access
Do not permit the application to use these devices,

2 Permit use
Permit the application to use these devices,

[7] De not ask me again for this site.

If “Deny” is Tapped
Note: if you tap “Deny,” the login will be cancelled, and the Duo mobile app will ask for a reason you chose
Deny. The choices are:

e It seems fraudulent
e It was a mistake

At this time, there is no difference between the two selections. Both cancel the login. However, if you
suspect a fraudulent attempt to access an application, call the Service Desk immediately!

You will see a screen similar to the following:

UNIVERSITY
[OF| = Settings

CALIFORNIA

Device: | o5 poo-xxx-5110)

Send Me a Push

Enter a Passcode

e

Login request denied.

Dismiss

Tap dismiss to try again. There is no limit to the number of attempts to use MFA, i.e. your Duo MFA account
will not be locked or disabled after any number of failed attempts.

16
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Passcode
If your smart device is not connected to the internet, you can still use Duo by selecting the “Enter a
Passcode” method. Note: “Send Me a Push” is the preferred, and easiest, method for users with internet-

connected smart devices.
1. Loginto a web application using your UCOP Active Directory ID and password
2. The Duo Authentication Method screen appears

UNIVERSITY
CALIFORNIA

S

Send me a Push

Enter a Passcode

3. Select “Enter a passcode”

4. Aninput box appears on the computer screen. Open the Duo app on your smartphone or tablet and
tap on the key icon to reveal the one-time use passcode, or press the green button your token to
reveal the code. Enter the code from the app into this screen and then click “Log In.”

UNIVERSITY
OF |
CALIFORNIA

Settings

131 PM

= ucop

=%
Enter a passcode from Duo Mobile or a text. O 9 6 E 1 9 L

Travel Code
If you plan to travel, Duo Mobile is still the preferred method for authenticating. If you are going to be

overseas and don’t want to incur roaming charges, call the Service Desk or open a ticket in ServiceNow at
least three business days before your planned travel.

The Service Desk will generate a travel code for use during your trip. If your trip is a week or more they will
arrange for you to receive a hardware token to use during your trip.

Hardware Tokens
If you have a UCOP-issued smartphone, you are required to use the Duo Mobile app. If you do not wish to
use the Duo app on a personal mobile device, you can ask your manager to obtain a hardware token for you.

17
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Note: before choosing the token option, keep in mind that the Duo App is easier to use. The Duo app does
not track your movements in any way. It does not send any messages, advertising, or spam to your personal
smartphone. It only sends notifications when you have attempted to login to an app that requires MFA.

Your manager should create a ServiceNow request for a token. Once your request is approved, you can pick
up your hardware token at the Service Desk at 1111 Franklin Street or make alternative arrangements for
pickup with the Service Desk.

Important: do not press the green button multiple times, or the hardware token can become out-of-sync.
Do not store the token in a place where the green button may be repeatedly pressed multiple times by
accident, such as in a backpack. If your token becomes out-of-sync, contact the Service Desk and they will
help you to re-sync it.

The Service Desk will register and activate the token for you.

Hardware tokens look like this:

To use the token:

1. Loginto a web application using your UCOP Active Directory ID and password.
2. The Duo authentication method screen appears:

Send me a Push

Enter a Passcode

3. Select “Enter a passcode.” Press the green button on the token and enter the code on the login
screen:

UNIVERSITY
= Settings

CALIFORNIA
~

LogIn

Enter a passcode from a hardware token.

Dismiss

Note: the code on the hardware token changes frequently. If you wait too long to enter the code, it may have
already expired. In that case, simply push the green button on the token to get another code.

UNIVERSITY
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Using the “Remember Me” Option

After using Duo for a while, you will probably notice that, if you close your browser, you have to
reauthenticate again the next time you open it, even if a full workday has not passed. To have Duo remember
you for a full 12 hours, check the “Remember me for 12 hours” box before you choose “Send Me a Push” or
“Enter a Passcode.”

University of California

It Starts Here

Authentication with Duo is required for the
requested service.

UNIVERSITY
[OF |
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Device:

= Settings

i0S

¢ and Me a Push

iter a Passcode

B Remember me for 12 hours

“Remember me” is a setting unique to each browser. If, for example, you switch from Internet Explorer to
Firefox in the middle of the day, you will need to re-authenticate with Duo. Note: some applications, such as
UCPath, require Single Sign-On credentials each time you log in to them. “Remember me” does NOT
override these application-specific settings.

Also, “Remember me” is specific to you. If another person uses your computer to log in, they will have to
authenticate with Duo even if you previously selected “Remember me for 12 hours.”

Note: “Remember me for 12 hours” is unique to Duo. Selecting any of the other “Remember me” options,
such as a location setting or browser password, does not affect this setting for Duo. The chart below explains
various options when logging in and what they mean:

19
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Item

What it means

UNIVERSITY

CALIFORNIA

Select your identity provider
Please select the identity provider whera you want fo authenticate

|uhu=rs|l,uod Ao

HEmampear my Cl &

- Ciffice of the Preaiden

o] Select

Select Your identity provider

Selecting “Remember my choice” on this
screen tells your browser to remember your
physical location—such as UCOP or a specific
campus—so you won’t have to enter it the
next time you log in.

This option does not remember your ID or
password and does not affect Duo.

University jof California

It Starts Here

Authentication with Duo Is required for the requested service.

UNIVERSITY .
CA_Li_FOFNiA ] Remember me for 12 hours

Would you like to store your password for ucop.edu?
Whiy am [ seeing this?

Yes Mot for this site I |

Would you like to store your password for
ucop.edu?

Selecting “Yes” to this prompt tells your
browser to remember your password when
you visit the same web site again.

This option does not affect Duo.

University of California
It Starts Here

Enter a Passcode

Remember me for 12 hours

Checking this box after the Duo MFA prompt
appears tells Duo to remember you for 12
hours, even if you close and reopen your
browser. Note that some applications, such as
UCPath, require your UCOP credentials every
time you log in regardless of whether you
have checked this box.

Would you like to store your password for ucop.edu? —
Why am [ seeing this? Yes Mot for this site |

UNIVERSITY
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Duo Settings

When logging into an application that uses Duo, it is possible to change your settings. Note that there is no
way to access settings without initiating a Duo login request, i.e. you must go to application that requires
MFA to see the “Settings” button.

1. Loginto any MFA-enabled app using your user ID and password:

sne ¢ dla L a Rt e et reauel E=oCBNED 4650 S0P Bea STaTEINSRL 0L 0 N

URIVERSITY
[CF]

UCOP - Duthook Web Aps Login

Sign e your organismtional secourt

—

Exn
Py
2.  When the Duo authentication choice screen appears, click the ”Setfings” button in the upper right of
the screen

CALIFORNIA

Send me a Push

Enter a Passcode

A screen similar to the following appears:

What is this? CF

Add a new device

My Settings & Devices
Need help?

4. To add a new device, click the “Add a new device” link. See the instructions earlier in this manual to
add a second device. To view or modify current settings, click “My Settings & Devices.” The “What is
this?” and “Need help?” links take you to Duo’s web site where additional help is available

21

UNIVERSITY

CALIFORNIA



Mod

1.

ifying An Existing Duo Configuration
After clicking the “My Settings & Device” link, a screen similar to the following appears:

My Settings & Devices

My default device is:

@05 00x00¢5110) B

This device can automatically receive a request when you need
to log in with two-factor authentication.

Automatically send me a:

° Duo Push

My Devices

2. If you have more than one device configured to use Duo, the default device can be selected from the

dropdown labeled “1” in the screenshot above.

3. To use automatic authentication, click “Automatically send me Duo Push.” Once this option is

selected, it will no longer be necessary to choose an authentication method each time.
authentication is required. Click “Save” to save the changes (see number “2” above).

4. To edit information about a current device, click the “Gear” icon next to that device (see number “3”

above).

5. Click “Done” (see number “4” above) when finished to save any changes (see number 4 above).
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Appendix A — Eight Smart Cybersecurity Habits

MFA is one piece of UCOP’s cybersecurity initiative. The guide below shows smart cybersecurity habits to use

at UCOP, and in daily life.

8 SMART

Learn more at:

CY B E R S E C U R | TY https://security.ucop.edu/resources/

security-awareness/habits.html

HABITS

Think twice before clicking on
links or opening attachments.

Verify requests for
private information.

Protect your passwords.

Protect your stuff.
Lock it up or take it with you.

n GETTING HELP

IT Service Desk
ucop.service-now.com
ServiceDesk@ucop.edu
510-987-0457
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Keep your devices, browsers
and apps up to date.

Back up critical files.

Delete sensitive information
when it's no longer needed.

If it's suspicious, report it!

BUILDING SECURITY

Franklin
510-987-9700

Kaiser
510-271-6131

20th St.
510-987-0020

Broadway
510-267-1124
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