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Summary: Despite efforts to protect electronic information and systems through technology and
education, UC locations continue to see information compromises and breaches. Annual training is not
sufficient to change people’s behaviors, and each UC location is working with limited resources to
develop and run their own information security awareness (ISA) program.
The Systemwide Information Security Awareness Workgroup, which includes representatives from 12
UC locations, experienced extraordinary success working together to create systemwide campaigns for
National Cyber Security Awareness Month (NCSAM) in October 2016 and 2017. We were able to develop
and provide resources and materials that far exceeded what the individual locations would have been
able to do on their own. For the “Cyber Strong UC” project, we decided to extend the NCSAM model and
collaboratively develop a series of themed ISA campaigns available to all UC locations, facilitating a year‐
round, systemwide approach to ISA.
The project has been running for almost a year, producing 6 themed ISA campaigns. Testimonials from
individuals responsible for ISA at their locations have been extremely positive (see “Measures of
effectiveness” below), as has other direct and indirect feedback. Once again, we have found that by
working together, we can all do our jobs better and better support the UC community.
PROJECT DESCRIPTION:
Overview:
The focus of the “Cyber Strong UC” project is to collaboratively develop and share ideas, materials, and
other resources for building good cybersecurity habits and promoting information security awareness
year‐round.
The specific deliverables of this project are a one‐year calendar of information security awareness
themes, and the development and distribution of ready‐to‐use and customizable ISA materials and
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resources to all UC locations. Materials and resources are compiled into themed “toolkits” for use
according to the calendar or as‐needed by each location. Locations are free to pick and choose materials
from the toolkits and use them as‐is or customize them according to their needs.
Problem statement:
This project was prompted by several fundamental problems:
1. UC locations continue to see information compromises and breaches – both actual and near
misses – that could be avoided by individuals in the university community consistently following
safer practices with respect to electronic information, electronic communications, and online
behavior. This is coupled with the trend of attackers increasingly targeting individuals, and the
increased sophistication of those attacks. Phishing is one example.
2. The ISA Workgroup believes in the importance of education and awareness to help address the
issues in Problem #1 above. In some cases, education and awareness are also required by law or
regulation. Once‐a‐year ISA training is not sufficient to actually raise awareness or change
behaviors long‐term for most individuals. Several of the ISA Workgroup members and some
CISOs were interested in expanding their awareness programs beyond once‐a‐year efforts
(NCSAM and the annual information security awareness training that UC employees are
required to complete), but didn’t have the resources, bandwidth and/or experience to do so.
3. Every UC location doing its own awareness program from scratch was both resource intensive
and missed opportunities to leverage the work and experience of other locations. Sharing was
mostly ad‐hoc. In most cases, programs also tended to be reactive instead of proactive, largely
due to limited resources. Even the few locations with mature year‐round awareness programs
were on their own to maintain their programs and keep them current.
After making progress on many of its initial goals, the ISA Workgroup decided that in light of the above
issues, it made sense to pool our efforts and develop a proactive, year‐round information security
awareness program that the ISA Workgroup and all other UC locations could leverage. This would allow
locations to focus their time and resources on addressing their specific awareness needs (or other
needs) instead of on developing basic ISA campaign materials. It would also be a huge help for locations
with no real awareness outreach program, or few resources to develop one.
Getting started:
The ISA Workgroup officially launched this project in September 2017 after the 2017 NCSAM toolkit was
published. After some brainstorming, we decided to come up with a calendar of ISA themes that would
be topical and timely – approximately one theme every two months. Most themes would relate to the
time of year, such as holiday online shopping cybersecurity (November/December), W‐2 scams
(January), and data privacy for Data Privacy Month (February). Other critical themes, such as phishing
awareness, would fill gaps in the calendar.
We also decided to follow the model we had developed for NCSAM 2017, though on a smaller scale, and
create a series of “toolkits” of ready‐to‐use and customizable ISA materials and resources. Each toolkit
would focus on a single theme, determined by the calendar. Depending on the topic and availability of
materials, the toolkits would consist of any or all of the following: articles, posters, videos, social media
posts/tweets, webinars and in‐person events, informational web pages, tip sheets, and more. Sample
screenshots are included at the end of this document.
Our actual process for this project developed through some trial‐and‐error. We created the calendar of
themes in a single brainstorming session, but figuring out how to create the toolkits was a challenge.
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Since the whole point was to save locations time and effort, it did not make sense for ISA Workgroup
members to spend tons of time on each toolkit. It also didn’t make sense for UCOP to develop the
materials without workgroup input.
Collaboration is the key – and also the innovation:
In the end, we landed on the following process. It is highly collaborative, and no one individual ends up
doing too much:
 The UCOP project leader compiles resources and materials for consideration for each toolkit –
typically from around the UC system and partner organizations.
 The ISA Workgroup decides together what we want to use and apportions the content.
Members sign up for a section to review, edit, supplement, etc., and make recommendations
back to the group.
 We try to strike a balance between external materials, which are often readily available but not
necessarily suited to our needs; updating pre‐existing materials from the various UCs; and
developing new content, which is time‐intensive.
 When the ISA Workgroup collectively agrees on the content, the project leader cleans everything
up, runs it past the UC Systemwide CISO for final approval, and posts the material on the
systemwide ISA website and in the workgroup’s UCSF‐hosted Box collection for systemwide use.
 Additional sharing includes notifying the UC IT Policy and Security (ITPS) Community of Interest
when new awareness campaign materials are available. Some materials are also shared
systemwide through UCnet, the UC IT Blog, and the Compliance Alert newsletter produced by
Ethics, Compliance and Audit Services (ECAS).
In addition to the cross‐campus collaboration of the ISA Workgroup members, this project creates
exciting new opportunities for broader collaboration and partnerships. For example:
 In order to develop the Data Privacy campaign, the workgroup consulted and collaborated with
the systemwide Privacy Officials, potentially creating a new annual partnership.
 The Digital Spring Cleaning campaign was the impetus for collaboration with UCOP Records
Management – both on the article for the toolkit, and bringing information security
representation to the Records Management Committee.
 We regularly contribute articles to UCnet, the UC IT Blog, and ECAS’ Compliance Alert newsletter
(mentioned above).
 We have also had several external requests to use our ISA materials, including from the State of
California, the Federal Department of Transportation, and Mount Saint Vincent University in
Halifax, Nova Scotia.
This broader collaboration is indicative of the perceived value of the ISA Workgroup’s work.
Innovation:
As described above, all project deliverables are developed collectively and are shared among the ISA
Workgroup members and all UC locations. In our experience, this is a highly innovative approach at UC.
In a very real sense, this collaboration and sharing is the innovation. ISA campaigns in and of themselves
are not new. While the toolkit approach may be somewhat unique, it is the collaborative way the ISA
Workgroup is approaching this project – and all of its work – that is creative and innovative. As a group,
not only are we able to come up with more ideas and stronger results than we might on our own, our
work can benefit the entire UC community and beyond, not just the immediate workgroup.
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Deliverables (as‐of May 2018):
To‐date, we have developed the following ISA materials and toolkits as part of this project:
 Calendar of ISA themes to guide toolkit development and proactive outreach
 Toolkit: Cybersecurity for the Holiday Online Shopping Season (Nov‐Dec 2017)
 Article: Protect Yourself from Tax Scams (Jan 2018)
 Toolkit: Data Privacy (Jan‐Feb 2018)
 Toolkit: Phishing Awareness (Mar 2018)
 Toolkit: Digital Spring Cleaning (Apr 2018)
 Toolkit: Travel Cybersecurity (May/Jun 2018)
 Scheduled:
o Toolkit: Beginning‐of‐the‐Year Cybersecurity (mid‐Aug 2018)
o Toolkit: National Cyber Security Awareness Month (Oct 2018) (archive from previous years)
Impact: Our goal, and actual result, is threefold:
1. Provide themed materials and resources that UC locations can use as‐is or with customization
to run ISA campaigns year‐round according to a pre‐established systemwide calendar. This is
especially useful for locations that want to standardize on a systemwide calendar, are just
developing their ISA programs, and/or have few resources to devote to an ISA program.
2. Develop a repository of ISA toolkits that UC locations can use whenever they want or need.
Ultimately, we will have a full year’s repository of ISA campaigns that will be updated on an
annual basis. This is especially useful for locations that already have an established ISA program.
The repository can provide always‐available, current, customizable materials so they don’t have
to develop all of their materials in‐house, allowing them to focus their time and resources on
addressing their specific awareness needs. The repository is also useful for locations that want
to address the systemwide themes on their own schedule.
3. Save everyone time and resources, and share broadly. The systemwide ISA Workgroup is
pooling our resources to develop this year‐round ISA program – doing more than we each could
individually with hopefully less effort. And the awareness tools that we are developing are
available to the UC community and beyond, not just to ISA Workgroup members.
The overarching impact of this project also extends beyond these immediate results. As part of her
strategy for systemwide cyber‐related culture change, President Napolitano directed each UC location
to appoint a Cyber‐Risk Responsible Executive (CRE) responsible for strengthening cybersecurity at their
respective locations. This project directly supports the President’s strategy and the location CREs by
facilitating a year‐round, systemwide approach to ISA. UC’s employees and students are our first line of
cyber defense. Providing year‐round education on good cybersecurity practices and current threats will
allow the university to be more resilient to the threats we face.
Measures of effectiveness:
Ultimately, the goal of this collaboration, and these toolkits, is to save time and effort by providing a
range of resources from which to pick and choose in support of ISA efforts year‐round. Examples of
effectiveness include:
 UCSB: Testimonial from the UCSB ISA Workgroup representative: "Here at UCSB there has been
a 75% time reduction in preparing Cybersecurity Awareness materials and an increase of 500%
in Awareness materials being presented at our campus just from participating in this initiative.
This has enabled us to extend the depth and breadth of our Awareness program on campus
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without increasing local resources. An unexpected outcome from participation in this workgroup
is the communication, collaboration and camaraderie of like‐minded professionals across the
system; this has been priceless."
UCSF: Approximate quote from the UCSF ISA Workgroup representative regarding the time‐
saving nature of this project: “I can’t remember the last time I had to write a cybersecurity
article from scratch!”
UCR: UCR is adopting the ISA Workgroup’s year‐round ISA program in its entirety.
UCSD & UCSD Health: UCSD also adopted the entire ISA program, and is working with UCSD
Health to deliver consistent messaging across campus and the health system.
UCSB & UCLA: UCSB has launched a social media campaign utilizing materials from this project’s
toolkits. These platforms provide rich analytics that report engagement and monitor participation.
UCLA IT Security also has an active presence on Twitter, which is a resource for the workgroup.
Multiple locations:
o Several UC locations regularly use the video shorts produced by UCSB and UCLA in video
displays, social media, and online.
o Several locations use and modify the posters and infographics from the various toolkits.
o 10 UC locations registered with StaySafeOnline.org as National Cyber Security Awareness
Month Champions, and 7 locations registered as Data Privacy Day Champions in 2017.
Website: There are significant spikes in pageviews of the systemwide ISA homepage upon the
announcement of a new ISA toolkit to ITPS.
External: As mentioned above under “Impact,” external requests to use our ISA materials are
indicative of the perceived value of this project.

Systemwide Information Security Awareness Website:
Main page: https://security.ucop.edu/resources/security‐awareness/index.html
Awareness campaigns: https://security.ucop.edu/resources/security‐awareness/campaigns.html
Additional systemwide resources are available on the left side menu of these web pages.
BACKGROUND ON THE SYSTEMWIDE INFORMATION SECURITY AWARENESS WORKGROUP:
The ISA Workgroup is a collaboration across 12 UC locations (though it is open to all UC locations). The
focus of this workgroup is on a strategic approach to ISA and related outreach; building good
cybersecurity habits; and information and resource sharing. This includes, but is not limited to:
 Identifying strategies and common goals to promote good cybersecurity habits and campus ISA
programs, as well as an improved cybersecurity posture systemwide.
 Creating and sharing resources used to promote campus‐wide ISA program goals.
 Identifying and sharing cybersecurity themes for awareness activities.
 Reinforcing or expanding awareness messages from the UC SANS Cybersecurity Awareness
Training.
 Identifying and sharing outreach methods and channels for awareness efforts, including ideas
and strategies for how to use the materials and resources being developed and shared.
 Sharing lessons learned from awareness efforts, including what worked and what didn’t,
successes, ideas for improvement, etc.
 Participating in the broader ISA effort; being a good partner with other educational institutions
and organizations.
 Developing measures of effectiveness to ensure our efforts, themes and materials have a
relevant and valued impact on our UC customers.

5

SUPPLEMENTAL MATERIALS – Sample screenshots from the systemwide ISA website:
1) Information Security Awareness Campaigns page – links to current and past toolkits, plus NCSAM
archives: https://security.ucop.edu/resources/security‐awareness/campaigns.html

2) Travel Cybersecurity Toolkit – the most recent toolkit as‐of May 2018:
https://security.ucop.edu/resources/security‐awareness/travel‐cybersecurity‐2018‐campaign.html
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