L astPass Installation and Activation Instructions

The LastPass password manager works as a browser extension. TDS officially supports LastPass on four browsers. On two of them, the Windows
version will be automatically pushed to your machine. For other browsers, you will need to download the appropriate extension from the LastPass
downloads page.

Browser Support for LastPass

0s/ Microsoft Edge Google Chrome Firefox Safari Internet Explorer Other
Browser
Windows | Supported, auto-push Supported, auto-push Supported, manual Not available Not supported Not supported
install
Mac OSX Supported, manual Supported, manual Supported, manual Supported, manual Not supported Not supported
install install install install

If you already have a LastPass Account under your ucop.edu email address
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If you already have a free personal account under your ucop.edu email address, you'll get a new Enterprise account
with no passwords in it. You’ll need to export all your passwords from your personal account and import them to
your new Enterprise account that is using your UPN address (jdoe@ucop.edu). You can still log into your personal _—
account under your firstname.lastname@ucop.edu email address. The Enterprise account will use the UPN address Ty o ASGoERt
for login. You'll continue to have two separate LastPass accounts unless you delete your personal account through
the Settings = Your LastPass Account. Change Master Passflord

< Back LastPass Account

About LastPass

=
m Delete account permanently



https://lastpass.com/misc_download2.php
https://lastpass.com/misc_download2.php

Getting Started with LastPass

1. You will receive an email from LastPass like the following:

LastPass account created a &

° LastPass <do-not-reply-support@lastpass.com>
To:

Il CAUTION: This email originated from outside the organization. Do not click links or open attachments unless
you recognize the sender and know the content is safe.

LastPasse«-|

Welcome to LastPass!

Your company (University of California Office of the President) has partnered
with LastPass to simplify and secure your online life.

Activate your account below!

% Your username
@ Activation code

Activate LastPass e

2. The email will contain your LastPass username (A), an
activation code (B) and a link to activate LastPass (C). You will
only need to activate LastPass once even if you use the
LastPass extension in more than one browser.

3. Select “Activate LastPass.” You will see an activation screen in
your web browser like the following. Your email will be
automatically filled in and you will only need to enter, or copy

and paste, the activation code from the activation email:

Account activation

Complete this form to activate your account

Activation code (from email)

.................. N

By completing this form, | agree to the Terms and Privacy Policy. |
want to receive promotional emails, unless | opt out.




4. You will see this UCOP login page: 6. You may be asked to verify your account with Duo as you

UNIVERSITY already do with many other UCOP applications.

Welcome AD\JRuzicka

UCOP - Outlook Web App Login For security reasons, we require additional information
to verify your account

Sign in with your organizational account UNIVERSITY N _
’ yourer OF] = Settings
CALIFORMIA
Office of the President
jruzicka@ucop.edu =

Ssvibabaasai B Send Me a Push

Enter a Passcode

Use your Windows user name and password.
For problems logging in, email servicedesk@ucop.edu or
call (510) 987-0457.

Remember me for 12 hours

5. Sign in using your UCOP Active Directory credentials (using
your UserName@ucop.edu, (not your
first.lastname@ucop.edu) login.

7. After that, your LastPass account will be activated. The next
section of this document shows how to manage browser
extensions for some of the most common browsers.

8. If you plan to use LastPass on a browser other than Edge or
Chrome on Windows, you will need to download the
appropriate extension from the LastPass downloads page.
Once downloaded, follow the instructions for adding an
extension to your specific browser:

e How to install Safari extensions on your Mac
e How to install add-ons (extensions) in Firefox



mailto:UserName@ucop.edu
mailto:first.lastname@ucop.edu
https://lastpass.com/misc_download2.php
https://support.apple.com/en-us/HT203051
https://support.mozilla.org/en-US/kb/find-and-install-add-ons-add-features-to-firefox

9. If you are using Chrome or Edge on Windows, you will need to
give permission for the LastPass extension to run:

2 %t W & ( Eror

“LastPass: Free Password Manager” added

Another program on your computer added an extension that may change the

way Chrome works.

‘ It can:

» Read and change all your data on all websites

| Enable extension I Remove from Chrome

10. You will receive a second email from LastPass indicating that
you are using LastPass with federated login (your UCOP SSO
credentials).

LastPassee«-|

» Display notifications

LastPass Federated Login

John Ruzicka

Your LastPass administrator has enabled federated login. From now on, please
use your company credentials to log in to LastPass.

Your username is jruzicka@ucop.edu
Enter this email address on LastPass login form to be redirected to the

corporate sign in page.

Learn more about the federated login experience.

What is LastPass?

LastPass is a secure password manager that remembers your passwords and
logs you in to your online accounts as you work. LastPass will not only
generate strong passwords for you and help deter phishing attacks, it will
streamline your everyday workflow and save you time by eliminating your
password problems.




Appendix: Extension screenshots for various
browsers

Safari

After downloading LastPass, double-click the extension from your
“Downloads” folder and follow the installation instructions. The
screen for managing extensions in Safari looks like the following:

® Extensions
@ b= § Q A 6 & - @
General Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced
® tPassword LastPass 4.88.0 P
. @ LastPass, an award-winning password manager, saves your passwords and
n Bear Safari Extensi gives you secure access from every computer and mobile device,
[
@ Box Tools Uninsta
Clip to DEVONthink Permissions for “LastPass”
* Webpage Contents
Can read sensitive in
q "Open In" button f... all webpages.

+ Browsing History
m Webex "
Can see when you visit all webpages

More Extensions... ?

Firefox

y Firefox Browser
** ADD—ONS Extensions

LastPass Password Manager
by LastPass

LastPass, an award-winning password manager, saves your passwords Add to Firefox
and gives you secure access from every computer and mobile device.

LastPass«-«|

ACCEPT PERMISSIONS?

The LastPass browser extension for Mozilla requires your permission to
store and maintain information about the web addresses (URLS) you
visit. Without this permission, LastPass can't save and fill your
credentials and you will not able to use the LastPass extension. We
also collect limited aggregated statistical data about how you use the
LastPass extension. The information we collect and maintain is used to
help us improve and optimize LastPass so that we can continue to
provide you with the best possible password save and fill experience.

By clicking “Accept” and installing this extension, you agree to provide
data for these purposes, but you may exercise your choice to opt out
of aggregated statistical data collection analytics at any time.

For more information about our commitment to privacy and security,
please visit our Trust & Privacy Center and Privacy Policy.

ACCEPT DECLINE
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