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hy are records needed?

* Enable business to be conducted efficiently

* Provide continuity by providing a memory of
events

* Document the University’s activities
* Provide evidence of how decisions are made
* Protect rights of individuals and the University

Ranaging Reco rgs
Since we need records, they must be managed
WHY?

Everyone creates records
Records seem to outgrow their space overnight
Private information can accidentally be released
It costs money to maintain records

Out-of-date records jeopardize efficiency
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Obsolete records can be a legal liability
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Someone’s medical information

Enough information for Identity
Theft

P ., 1oy com

= Thanksgiving parade confettl contained
secret police documents

: : rareds of se
afour and o halyear pers ovgen Starsey & Co ioc_ No. 08 CV D452 (RCL)
Worgan Stankey settied the charges without admitting or denying
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Even if just 1,000 terabytes (a petabyte) could be disposed of, the unnecessary cost (or
waste) is $2.5 million per year, it is important to consider what might have been sacrificed to
maintain this unnecessary data. Many corporations have experienced staff reductions in the
last few years. If an office worker costs a company an average of $120,000 per year
($100,000 salary and $20,000 in overhead for benefits, computer, etc.), an unfortunate
equation emerges. For every worker laid off, the hypothetical corporation chose to store 24
terabytes of information with no value or obligation associated with it.
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\Volume
© One printed word-processing document
* How many electronic documents?

1 hard drive + 12 monthly backups 13

3 internal recipients 40

5 drafts reviewed by recipients 184

Email used to circulate drafts and final 364 to 1444

From Electronic Discovery, National Workshop for United States Magistrate Judges, June 12,
2002, Kenneth J. Withers, FIC Research Division at http:/Aww.fjc.gov/newweb/jnetweb.nsf/pages/196
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\Volume
* Hypothetical email system
100 employees
25 messages/employee/day
250 full working days/year
625,000 messages
12 monthly backups
7,500,000 total messages

From Electronic Discovery, National Workshop for United States Magistrate Judges, June 12,
2002, Kenneth J. Withers, FJC Research Division at http:/mww.fjc.gov/newweb/jnetweb.nsf/pages/196
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. Real life example

E-Discovery — Document Production

My harvesting for first 11 days = 69 hours:

ESI harvesting results| Items Bytes Megabytes Gigabytes

E-mail messages 8,9933,335,965,696 3,181 3.107|
Other ESI 606 303,038,464 289 0.282
[Totals 9,5993,639,004,160 3,470 3.389
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- Real life example

E-Discovery — Document Production

My harvesting for first 11 days = 69 hours:

ESI harvesting results | Items Bytes Megabytes Gigabytes
E-mail messages 8,993  3,335,965,696 3,181 3.107|
Other ESI 606| 303,038,464 289 0.282
Totals 9,599  3,639,004,160 3,470 3.389
Final numbers (hours not available):
ESI harvesting results | Items Bytes Megabytes | Gigabytes
E-mail messages 34,695 12,292,428,800 11,723 11.448
Other ESI 66,906 104,919,430,296 100,059 97.714
[Totals 101,601 117,211,859,096 111,782 109.162
14
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b gineer: Utility knew plpeline records incomplete
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e A AAL P st o oss says she was told to delete emails

e e st e e
ik i, s e s b et Fallbroak district accuses her of hacking, snoopiag

el st et e sl e et el g oy
By Ashily MeGilone

b i procias i Exphaded =
e o o o o ot e S 11, 2012
1 The formes technalogy deector i suing the Falllrook Union Flesntary Schosd Dintrict for

{ mesly $1 million, alkeing she was wreagfully termisated for ensing emhs from the district's
emal vystem

She clatems she was 1okd 10 do 50, bat the distnct scomes ber of backing.

Elaine Altyn of E el " d assistant uip
services directed her fo dnmantle the district's emanl archive in August, permancstly crasing
crtisehs in trash folders syslemmude

i v claimm she was nked b changs district computons s0 they would peain coiails for onl
weck - down from three years
Hex lawsust says she 10l the supermstendent the move would violate state and federal lins

govering public agency reconds reteneion. amd she imately direeted bo koep wm-rcleted
emadds fioe 0 msore this one year, and deleted cmaili § e thaan o W

Allys ws fired May 7, The peatedly o
-0 her supersons for etions in “an
attemp 10 cvads detection of ber decentfl activitics.” amd destroy evidence of her caail




» Can you imagine:
Testifying in court through more than five
years and seven lawsuits?
Being fined $29 million in damages for:
Willfully deleting e-mails?
Recycling and reusing backup tapes?
Failing in your duty to locate, preserve, and

" Zubulake v. UBS Warburg, LLC

produce relevant information in a timely fashion?
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- Murder retrial ordered after court records
_ - destroyed by virus

Azcavizied murderer has been granied a retrial after a stenographer's backup recond of s irial was apparenty
duntroped by & mabvace fection

‘The possitly unique sequence of events came 1o 3 head when Randy Chaniana, 26, appeaied against hs 2009
omiction in a Florda court for shacting Aseata durng an

‘When the Appeal Cour discovered that simost na records of he tnal stil exssied, the udge the Siruck down e
eamiction and evdered & retial

Azconding ko press sources. o heid
on 8 memory e’ uned in e slenog fore e electronc Backup made 1o 8 PC wes alc
desimyed ater an unspecified malware infection

Al Tiat wurvived wacs sme ea-trial notes and louing Brguments mase by e defence and prosecution. The
paper reconds that ace usualy made by Shenography MAChnes wers appanenty nat made in i, which means
that the legal recrding procesd faied i ihiwe separate media

The cvertuming of a munter conviction abarys means lerribie pam for the victim's famdy and frustraton 1or
prosatitors and poiice cMoens.” £ Getieh of the Lisr-Dade Ancrney's Cfice witk resored &t saying

“Crvertuming a murer comvicSen because of 8 court reporter's probiem creates & brand new level of pain and
Frusirasen,” he s

Exatly what went wenng with e stenogragher's PC is a mystery. Nomally, even data from a non-functioning
Rard disk san At reiutroaly iow cost e
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Records Management Program)

| Records Management——

* Records Management: Ensures records can be easily
retrieved when required and disposed of in accordance
with policy, law, and contracts. (RMP 1 — University
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Active/lnactive records

Reference
Activity

Time

I ———
- Whatis means by "Actve” and " Tnacve" Recors?

» Active Records - Records needed for current, day-
to-day activities. Usually stored near users and
accessed frequently.

e Inactive Records - Records no longer needed for
the day-to-day operations, but still required to be kept
for operational, legal, fiscal, or historical reasons.
Records could be stored further away from the users
as they are not accessed frequently.

Permanent:
- 2-5%
Creation/ Active Insctlve use
. N ecords
Receipt Office use Storage Area
Temporary:
95 - 98%
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-—Stages in Records Life Cycle

CREATION:

Records are made MAINTENANCE AND USE:

or received by the = Any action involving the storage,
University & 4y retrieval, and handling of records

t g kept in offices by, or for, the
University
L P 4
DISPOSITION:

Action taken regarding records no longer needed for current
business. These actions include:

« transfer to storage facilities or a formal records center,

« transfer from one organization to another,

« transfer of permanent records to an archives, and

« disposal of temporary records

Total Records Management

The “Life Cycle” Approach
Adapted from Ira A. Penn, CRM, FAI

[ T ]
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'Records Disposition — Records Retention
* Most Records Management programs will
have this component.

* A major key to managing records is
determining how long to keep them and
when they can be destroyed or transferred to
a records center or an archives after their
active usage has diminished.
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[Records Appraisal —

Determining the value of records

* All records have value to the
organization creating or o
receiving them ?

» Some records have permanent
value and warrant preservation
by an archives

» Records appraisal is the process

used to determine the value of a
record series

[ ———
" Records Appraisal is NOT

« Flipping a coin ‘%'

" Records Appraisal is NOT

* Flipping a coin ‘%‘\’

e Using an Ouija Board

2/7/2013
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" Records Appraisal is NOT

« Flipping a coin ﬁb

e Using an Ouija Board
 Holding a Séance

" Records Appraisal is NOT

« Flipping a coin %

e Using an Ouija Board
 Holding a Séance

e Deciding on some arbitrary amount of time,
like 7 years

- Records Appraisal is NOT

Deuteronomy
Chapter 15:1

““At the end of every
seven years &
you shall grant a release.” #*

10



+ Administrative value - how long does the office need
the records for their day-to-day requirements?

« Fiscal value — are the records needed for any financial
audits, what organization is doing the audit, and what
is their audit cycle?

- Legal value — what are the possible legal issues, and
laws/regulations that govern these issues, such as
"causes of actions" for "statutes of limitations*“?

= Historical value - Archivists weigh the significance of
records in terms of our mission; past, current, and
future research interests; and other records found in
the archives.

31

e NS
[ Records Appraisal=—="
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—CAUTION!

Records should be retained, regardless \ o
of media, for the retention period \

required by the Records Retention ¢ 6\/"7\
Schedule, or for as long as the recordse“/lﬂ T

are “Frozen”**

)

o

** Records that must be retained for audits, investigations and litigation purposes, regardless
of the retention period

Jris story appearad on Notwork Woeld at
http:/ 'www networiowoeld com newsletters gam 2008/ 040T08msg1 himl

Not preserving data properly can cost you

The pain that can be imposed on companies if they dona€ ™ properly archive or protect content
Unified Communications Alert By Michael Osterman , Network World , 04/08/2008

2

* In the case of Bank of America vs. SR 1 ional Business | L it was d that the cost to
produce e-mails from 350 to 400 backup tapes would be anywhere from $3,750 to 54,300 per tape.

I* In the case of Leon vs. IDX Systems Corporation, the plaintiff defeted 2,200 files from the laptop computer
is employer had issued to him, The coun dismissed the case and awarded the defendant $65,000 for the
l:poliation.

" Prudential Insurance Company of America was fined $1 million because it destroyed records during a legal
hiction involving its sales practices.

[These are just a few examples of the pain that can be imposed on companies if they don't properly archive or
protect content prior to and during legal actions. While some decision makers continue to believe that
Kestroving all older e-mail or electronic documents is the wisest course of action. it's important to understand
hat such a position is not borme out by the facts.
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| "Records Retentien%eheduie

» Records Retention Schedule: A document that
identifies records and establishes a timetable for their
disposition.

* UC Records Management Committee: Establishes
the University records retention schedule, in
consultation with functional managers, senior
university management, and the Office of the General
Counsel.

* Membership: Each campus has a representative on
the RMC.

o

— BPY: -
~Records Retention Schedule

* UC’s current schedule is outdated:
Includes obsolete records and excludes current
records
Does not address current technology or UC’s interest
in security and privacy
Keeps some records too long and others not long
enough

35

Th Records Disposition Schedules Manual provides time griods for retaining nd disposing of
Uniwesity recoeds. ) Becnods M 1

coatact your locl s inato! with question

T Records Disposition Schedules Manual m
/'f

UE Recprds Masagement Cogedinaton

http://www.ucop.edu/informati i ispositi I.html

* Explanstions and Symbols

® Sesechable Format

1. Administrative

A Agreements ¢

B, Applications and kequasts

2/7/2013
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. bt 1t in the Record

chocse Find

® Search

Enter saarch parameters in ona o more of the search fekds, or
chocss Fnd AN to ew 38 recordy. To find # single recond by ity

e, Fald and chocse Start
Saarch. To find all record numbers That Contin Mose Sgrs,
Findd A4,

Function: [Seectore =]
Record Category: [ ]
B == —
P —
O —

Betum o Home Fage

Displaying 0 to 12 of 12 records found.

Record Hare Record Category
Computer Fackises, Raguest for Adeer: Applesborn, Reguests
Computenzed Pritout of Aumrn & Admn: Geta, Endomments, Private
Donor Protle Grants

Pt ittt Erterprive: Computar Center
Camous Computer Center -
Faracrinal Rnert lirtwepeine: Camputer Canter

Bavarun from Instructional Use of

Computers - 12 month Period etertinn: Computar Canfar

Budget Repons - Computer
(Canarated Controbhiaster Fles and Fiscal: Radoet and Iidoat Cortrel

Budget Repoms - Computer
Ganerated ControlMaster Files and Fescal: Budget and Budget Control
de-Tranaaction Listy

Aid - Status Reports

Financial
t L o) : Student & Apphcart: Financal
Fund Summary Reports (computer |, "

Sevi'y Student & Apobeant: Fnarcal 2

:'Wil:iﬂ -\v-a“u.:]tw\l Srudent A Appcant: Finandial sid
Uibrary Computer Fequest Form  Ubrary; Croutation

Library Computer Search -
e A Library: Crculation

Yaars Ta Retaln

| Record Copy | Gther Copy
0-5 6.5

07 then to
Arehrvas

jo-7
o5 o5
07 07

-1 =

Finncial Ak
Finaneinl A

Financial id

Libeary

]
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University of California
Records Disposition Schedules Manual

Record Detail

Record Name: Revenue from Instructional Use of Computers - 12
month Period

Record Number: 221
Function: Auxiliary & Service Enterprises
Record Category: Enterprise: Computer Center
Record Office: Computer Center
Disposition Record Copy: 0-7
Disposition Other Copy: 0-7
Vital:
CG:
Comments:

2/7/2013

Records Disposition Schedules Manual

The Records Dispasition Schedules
Unitveesity recieds. Please coatact your kocal B
abost rioids dposition.

i withs questiom:

UE Becords Mamsgement Casedinaten

* Explanstions and Symbols

* Searchable Format

I. Administrative
A Agreements
B, Applications and kequasts

€. Cartificates, Licenaes, Parmit Wartanten

Records Mansgesent SLIpesition

TIpe or
Wambar  Bacord Title or Ganeral Sescription office of  DIEPOSITION SCEESULE IN TEARS
Record Record Copy  Gthwr Copy

A AGREEMENTS
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" Update Project
» Updating the schedule is essential to reduce
cost, risk, e-discovery burden; and to enhance
administrative efficiency.
¢ ITS has hired me to lead the update project.
* The RMC’s Executive Committee developed
the position description and participated in the
selection.

* In May, | started a two-year contract position.

3

—ThePlan ———

* We developed a plan and timeline for the first phase.

e e —
"~ The Format

¢ In June the RMC determined the format for the
new schedule, and selected broad buckets for
records categories.

 They prioritized work in batches by record
type.

* Result: a user friendly schedule that will be
easier to update over time

45
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Buckets

« Scheduling at broader aggregates or functions.

« Fewer categories from which to choose.

« Functions rarely change.

« New records and systems will fit into a bucket.

« We will be in a better position to implement electronic recordkeeping in
the future.

46
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— B ...
L Batches
Records are grouped by function to help facilitate the
scheduling process.

Batch  Function

General Routine Office Transitory Records
Program Administration Records

Payroll and Benefits Records

Human Resources

Human Resources

hida i i

49
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Retention Scheduling Process
RMC tells Laurie

What they want the schedules to look
like

What records they want her to schedule

Laurie writes a retention schedule (RRS) for those records

Subject matter experts (SMESs)

consulted? SMEs not consulted?

10
working
days

Laurie provides Core Group with a draft schedule

People in the Core Group have their People in the Core Group rely on other
SMEsS review Core Group people’s SMES review

50

10
working
days

Process con

After Core Group review, provide comments for changes

Laurie reviews the comments and makes changes  Laurie reviews the comments and seeks additional
when appropriate clarification, then makes changes when appropriate

10
working
days

Laurie provides full RMC with a draft schedule

Archivists, Records Managers and other
stakeholders identified by RMC

SMEs

10
working
days

No news after 10 work days means RRS is approved

Publish on web-site Announce new schedule

51
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[“Where we are intheproject.

» Batch 1 has been drafted, reviewed and revised. The
final revision has been reviewed and is now final.

» Batch 2 has been drafted, reviewed, revised,
reviewed and is being revised. Comments on the
revised draft have been received. The final revision
went out for review February 8.

* Batch 3 has been drafted, reviewed and is being
revised once more information has been gathered.
Meetings to gather that information has slipped the
schedule for final review to the end of February.

53

(“Where we are in the-project.

* Batches 4/5 have been drafted. More work will be
done to finalize these batches by mid-March.

* Progress on drafting batches 6/7 has begun and due
to their complexity the aggressive schedule is not
being observed. We hope to have a draft out for
review by late-February.

» \We have drafted a timeline for phase two batches in
January.

e Planning on how to roll out the schedules and what
they will look like in the final form also began in
January.

18
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| Drafted timeline for phase s for 2013.
Task Name | Duston | Stt | Finish |
- Records Retention Schedule Update Project 263 days? Mon 730412 Tue 111913
/% Batch 1 - General Routine Office Transitory Recor 100 days? Won TA0A2  Thu 12413 \
+ Batch 2 - Program Administration Records 99 days? Wed8M542 Thu22113
+ Batch 3 - Payroll and Benefits Records 106 days? Mon9M0A2  Fri3iz2n3
+ Batch 4 - Human Resources part 1 108days  Fri92si2  Fri4H9M3
+ Batch 5 - Human Resources part 2 95days Thu10MBA2  Fri449M3
\* Batch 6 - Financial Records part 1 Bdays  Fri1n143  Tue6n1n3
/’amn 7- Financial Records part 2 Bidays  Fri1d113 Tue m3<
+ Batch 8 - Capital Resources Records A3days  Wed 3643 Tue 54413
+ Batch 9 - Compliance Records: Adays  Fri32n3  Tue 6AM1M3
+ Bateh 10 - Public Safety Records: A3days  Tue 31643 Wed 61913
256 + Bateh 11 - Technology Transfer Records: 43days  Mon 5643 Wed 70/3
+ Batch 12 - IT Records 43days Mon52013  Wed 8713
+ Batch 13 - Academic Personnel Records 43days Tue6M1A3  Fridiz3ni
+ Batch 14 - Academic Departments Records 43days  Fri62sA3  Thu9A9M3
+ Batch 15 - Budget Records 43days MonTH5A3  Tue 105813
+ Batch 16 - Development Records: 43days Wed 81443 Thu 102413
\\mn 17 - Student Records 43days  Mon 9,913 Tue 11nsy
55

Batches through 2013

= Batch|Function
1| General Routne Office Transitory Records
Progaam Ads Records

3|Payrell and Beaclits Recards
4-5|Humas Resousces
87| Financial Records
&|Capual Resources Records
5| Compliance Records
10[University Police Records
11| Techaology Transfer Records
12{IT Records
13| Acadeniic Pervonnel Records
L4 Acadenuc Records
14| Budpet Recards
16| Development Records
17($nadent Recosds

Pensible otlser barches™

Communications

Collections Records (Libranes, Museums, Aschives. Special Collections)
Revearch Records

Medical Center Records

Lab Records.

Risk Nhn.\ﬂ_ ent (or put thus 1n {‘ﬂlnnre Tinance™)

56
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Questions — on current retention?

First Name |Last Name |Location Phone Email

Catherine  |[Montano |ANR  |(510) 987-0103 catherine.montano@ucop.edu
John Stoner LBNL |(510) 486-6399 JWStoner@Ibl.gov

Liane Ko UCB  |(510) 664-4615 lianeko@berkeley.edu

Cindy Major UCB (510) 642-3115 cmajor@berkeley.edu
Lynette Temple |UCD  |(530) 752-3949 Istemple@ucdavis.edu
Penny White ucCl (949) 824-7500 plwhite@uci.edu

Aimee M. |Felker UCLA |(310) 794-2988afelker@finance.ucla.edu
Sonia Johnston |UCM  [(209) 228-4412 sjohnston@ucmerced.edu
Russell Lewis UCR (909) 787-3009 russell.lewis@ucr.edu

Meta Clow UCSB  (805) 893-4212meta.clow@vcadmin.ucsh.edu
Eloise Cameron |UCSC ((831) 459-2983 elcamron@ucsc.edu
Paula Johnson  |UCSD  |(858) 534-2552 pjjohnson@ucsd.edu

Brenda Gee [DePeralta [UCSF  |(415) 476-4317 bgee@chanoff.ucsf.edu

57
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"

Questions on this project?

Laurie Sletten, CRM, CA
Records Retention Schedules Project Lead
Laurie.Sletten@ucop.edu
Phone: (510) 987-9411
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