Export Controls Il — Auditing Export Controls

Barry Long (UCSC) - Moderator, Terry Hamilton (LBNL), Robert Tarsia (UCSB), Helen Templin (UCI), Brian Warshawsky (UCOP)
Have you considered auditing export control at your campus? Do you have an idea of what you should be aware of before
engaging in an export control audit? Others have and this is a great opportunity to get some insight into this topic. In this
panel discussion, you will learn about the different audit approaches used and key issues identified from recent export control
audits conducted at other campuses. After a brief overview from each of the panelists, you will have an opportunity to ask
questions and engage in open discussion. Brian Warshawsky, Systemwide Export Control Officer will also be on the panel and
available to answer any more technical questions and address key risks associated with export controls.



EXPORT CONTROLS ADVISORY SERVICE- LAWRENCE BERKELEY MATIONAL LABORATORY

The Scope of our Export Control awdit at Lawrence Berkeley National Lab covered four main types of
activities:

1. Transfers of controlled information, including technical data, to persons and entities outside the US;

2. Shipment of controlled physical items, such as scientific equipment, that requires export licenses from
the US toa foreign country;

3. Verbal, written, electronic, or visual disclosures of controlled scientific and technical information
related to export controlled items to foreign nationals [“deemed exports”), even when it occurs within
the US; and

4. Travel to certain sanctioned or embargoed countries for purposes of teaching or performing research.
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Qur advisory service included interviewing 32 managers and staff from: Laboratory Counsel, Technology
Transfer and Intellectual Property Management (Technology Transfer), Operations, Information
Technology (IT), Scientific Divisions, Office of Homeland Security, Office of the Chief Financial Officer
[OCFO), Environmental Health and Safety (EH&S5), Human Resources (HR), User Fadilities, UC Systemwide
- Export Control Officer, and the Department of Energy (DOE) Berkeley Site Office-Counterintelligence.
We also interviewed the Lab's Export Control Advisor (contractor) who provides export control
consulting services and on-site training. We reviewed the Lab’s and UC's policies and procedures as well
as federal guidelines and regulations.

EXPORT CONTROL ADVISORY-LAWRENCE BERKELEY NATIOMALLAE (Cont.)

‘We noted or were informed that the export control program at the Labincludes:

* Designated Export Control Officer (part time) assisted by a Sr. Legal Analyst (parttime) and an
Export Control Advisor (part time-contractor);

= Dedicated Foreign Visits and Assignments staff (fulltime);

= Legal Counsel screens all T-45 (Iran, Cuba, Syria, Sudan) candidates for export control concerns;

= Online training — “Hosting Foreign Nationals” (for managers and supervisors);

= General export control training available to Lab employees {2011);

= Patent attorneys responsible for reviewing research publications and presentations who have
taken external export control training presented by the Department of Commerce-BI15;

= Legal counsel (Export Control Advisor) reviews outbound international shipments against Export
Administration Regulations (EAR) and International Trafficin Arms Regulations (ITAR) to
determine any classification or licensing reguirements;

= Technology Transfer and Legal Counsel (Export Control Officer, Export Control Advisor) review
contracts, agreements, Memos of Understanding, etcand ensure any unacceptable language in
terms of export control is removed,

* |Legal Counsel (Export Control Advisor) reviews User Facility Agreements;

* Policies and procedures;

* Informationavailable on Labintranet sites (EH&S, Technology Transfer, HR, Facilities-Shipping,
and OCFO-Property);

= Automated systems, such as Visual Compliance and the Reports Database to help ensure export
control compliance.

Some Export Control Best Practices:

1. Export Control Officer process should be documented and communicated e.g. process for self
disclosure and escalationfor a situationwhere an export control viclation has occurred or is thought to
hawve occurred. Self disclosure is a Federal requirement.

2. Perform periodic Export Control risk assessments. Ananalysis of work flow processes will helpidentify
gaps inthe current export control program.

3. Perform periodic self assessments toassure compliance validation and identification of areas
requiring im provement (Survey is useful for this).



UCSB AUDIT AND ADVISORY SERVICES
Export Controls

Our Audit

1. Audit was requested by the Office or Research; report was issuedin September 2011

2. Purpose was to assessthe internal controls and practices establishedto ensure
compliance with:

= Export Administration Regulations
= |nternational Traffic in Arms Regulations
= Office of Foreign Assets Control Sanctions Programs

3. Scope ofthe included:

= Compliance with Use of the Fundamental Research Exemption
= Compliance with the UC Export Compliance Plan

= |International Travel

= International Shipments

=  Material Transfer Agreemen

Overall Results

1. The audit found that improvements in campus controls and practices are needed to

ensure compliance with export control regulations.

2. The more significant areas included campus export controls educational efforts and

outreach.
Detailed Observations & Corrective Actions

1. Compliance with Fundamental Research Exemption Requirements

We reviewed a sample of non-disclosure agreements (NDAs), research award
agreements, and incoming MTAs to ensure that no publication or foreign national
restrictions mentioned in the UC Export Compliance Plan were included in these
documents. The MNDAs, research awards, and MTAs did not contain any
publication or personnel restrictions that violate UC's Export Compliance Plan.

2. Improving UCSH's Export Control Compliance Efforts

The audit found that campus departments may not be familiar enough with export
control requlations to properly partner with OR in ensuring compliance. We found
that most departments and researchers who were sampled for testing were
unaware of export controls regulations, who to contact for assistance, and when
matenals need to be reviewed by the Director of Research Compliance to ensure
compliance with export control regulations.

UCSB AUDIT AND ADVISORY SERVICES
Export Controls

We noted that sufficient campus training 1s especially important because UCSB
does not have a centralized shipping center, and OR relies on departments to
contact them when materials are about to be shipped intemationally.

Management Comective Actions

General Improvements for Export Control Outreach to Researchers and Staff
* |n-Person Outreach
* Website Resources
*  Reminders to Faculty

3. Intemational Travel

To determine the volume of UCSE travel to OFAC embargoed countries, we ran a
query of travel payments covering an 18-month period. Of approximately 18,300
travel reimbursement line items, we identified six payments for trips to OFAC
embargoed countries and followed up to determine the circumstances of the travel,
whether a license was required, and whether a license was obtained.

Although there were no legal violations identified by this review, it appears that
UCSB's internal controls over travel to OFAC embargoed counties should be
tightened to ensure compliance with export control regulations. In all six cases, it
appears that the Director of Research Compliance was not consulted regarding the
need for a license.

Travel is currently booked through a variety of methods, making it difficult to
develop and implement effective controls over foreign travel. The audit noted that
centralized travel booking through Connexxus may be an opportunity to improve
controls.

Management Corrective Actions

Intermational Travel to OFAC Embargoed Nations

OR agreed to provide clear guidance to UCSB researchers regardingthe licensing
needs fortravel to certain nations in the course of theirwork; the agreed approach
was to improve awareness and outreach.

4 International Shipments

A sample of 20 intermational shipments was selected for detailed testing. We
reviewed whether:

* |nternational shipments required a license under EAR and ITAR.

= A MTA was completed for the shipment, if required by campus practices.

* |f applicable, the shipment was sent within 30 days prior to the researcher
conducting research in that foreign nation, as required by EAR.

We found that 19 of the international shipments did not require a license under
EAR and ITAR; we were unable to venfy if the remaining shipment required a
license because the Principal Investigator failed to respond to our inquiries.

-
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Prepared By: B. Management Policy
Approved By: | -
.. ) Objective: To conveya clear commutment of compliance with the export control regulations
A Admmnistration frnJm Senior manager-nmtto all Empln}'eesm‘.'olfiih“iﬂl US. exp nrr.upé ontrols. e
Audit Step WP Ref. Sien-Oif Audit Step Wi ef. S1gn-Off
1. Prepare engagement letter. Obtain applicable manager 1. Hasawntten policy statement which conveys a clear
approval priorto sendingto client. conumitment to c nnq:ul}'_“iﬂlﬂle export control regulatinn;.:
2. Obtain anunderstanding of audit area to be reviewed, beenprepared and d.}smbutedm all employees who work in
Document umderstanding using assessment ofrisk export-related functions. i
questionnaire andthroush discussions with Export Control a. Isthepolicy statement commmnicated to employees ona
Administrator. regular basis andls_lt: _
3. Obtain anunderstanding of computer envirommert for andit *  preparedon University letterhead
area. Document understanding using Computer General i d_ated ) ) ) )
Controls form. +  signed (including the name andtitle o fthe signer)
4. Prepare draft audit program 2. ansfl;fo;l?l statement of;nnﬁmﬂmntto export comntrols
z - ; : . . mclude the following types of policies:
o I?l}:?:;;?prm al of audit program from applicable audit a. Underno circqrfst?;icesa'ﬁl salesbemade contrary to TS,
6. Schedule audit entrance conference with client. Include EEP nnregl_.llauons. . . )
Intemal Andit Services Director and applicable audit b. Any question conceming the legitimacy of atramsaction or
Fp  Tesalati
manager. poter_m_:;l violations should be referred to Export Control
7. Document all andit observations and proposed Adnu.m;rrgtcr. . .
. c. A descriptionofpenalties (corporate, criminal, and
reco_mmendfauons. - - - administrative) applied ininstances of compliance failure.
%. Fewview audit observations andreconmnendations with 3. Howis the policy commuricated?
Intemal Audit Services Director and applicable audit . ’ oy . .
ranaeer | ooy mployes et
9. Discuss n;sults ofthe audit with appropriate operating +  training aI:ui or procedures manual
personnel. — - =
10. Prepare Draft Andit Feport and review with Intemal Aundit + ?rifp?éii?ﬂi?dseojﬂil:p elicy statement on export cortrols
Services Director and applicable audit manager. Providea s Contracts
copy ofthe draftreport to client management a reasonable +  Finance and accounting
time before the exitmeeting. +  Legal counsel
11. Schedule audit exit meeting. Include Intamal Audit Services v Order entry
Director and applicable audit manager. +  Shipping
12. Complete Audit Issuance Tracker Followup form. *  Embargoedcountries (interactions, travel, etc)
153. Complete Anditor In Charge Attestation.
14. Obtain Manager Attestation . Responsible Parties
153. Obtamn Director Attestation.
16. Finalize Audit Eeport andissue report. Objective: To ensure that all compliance-related fimctions, duties andresponsibilities in the
17. Complete QA checlklist. university are clearly identified and assgned, that the positions andimcumb ents are known and
18. Document locationof arry hardeopy supporting that the listis routinely updated
documentation s w S I
19 Update Findings to reflect wording in Final Audit Eeport. 1ud STep W/E Ref. Sien Off
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Aundit Step

WP Ref.

Sign-OFf

Audit Step

WP Ref.

Sign Off

1. Determmine whether allthe compliance-related fimctions,
duties and responsibilities areidentified. Determineifa list
and’or orgarzational chartidentfying the employee(s)
responsible for each export andexport control related
function exist.

a. Isthelist and/or organizational chart current?

b. Are the assigned export control responsibilities separated
from the sales functionto prevent a conflict of
objectives.

3. Are personnel aware of whatrecordsneedto be mamtamed
and the appropriate retentionperod?
Select a sample of documents thatare identifiedin
section87.13 (c) ofthe EAR and ensure the following:
a. Documents are maintained in the file.
b. Documents are maintained forthe required period of
Tetention.

bt

In order to determine ongoing compliancein cases of
absence, detamine if baclup persorme are formally
assigned for all key export control related functions.

4. Are Shipper's Export Declarations (SEDs) completed and are
copiesmantainedon file?

3. Isthelist or chart of personmnel with export and export
controlrelated functions distributed throughout the
organization?

4. Detenmnine that a designated export corntrol coordinator {or
sirmilar title) is empowered by senior managemert to ensire
an effective canpuswide compliance programisin place.

[

WVenfy that appropriate records are retamed

a. forbovecottrelatedrequests, atleastthree vears fromthe
date of export.

b. twoto five yvears from date of export orknown reexport
of commodities, techrical data and software controlled
by Dept. of Commerce (DOC).

c. six years for exports controlled by Intemational Tra ffic
and Armms Regulations (ITAE).

LA

Does the export control coordinater have anunderstanding
ofhowproducts anddata are classified among and within the
wanous junsdictions? (DOC, DOS, DOE, NEC, etc.)?

6. Does the export control coordinator maintain up-to-date
references? (1.e. Export Administration Regulations,
Intermnational Traffic in Anms Regulations, DOEPart 210
Fesulations, etc.)?

6. Are there any DOC applications submitted electromcally?
a. Isasubmissionlog maintained?
b. Does the capability exist to generate hardcopies of
electromically subnmitted DOC applications?

D. Becordkeeping

Objective: To ensure dociments are mamtainedin an accirate and consistent marmer andare

available formspection asrequired

E. Training

Objective: To ensure traming and educationare provided, on a regularbasis, to all employvees

mvolvedin export-related activities.

Audit Step

WP Ref.

Sign.Off

1. Haszanidentified mdividual been designated asresponsible
forthe conduct of training on export controlissues?

Aundit Step

W/P Eef.

Sign Off

2. Does the training program include a format, anagenda for
traming sessions, and an adequate schedule for traming?

1. Isthere a centrahizedrecordkeeping systemwhichrecords
reguired are quickly identifiable?

1. Are departments involvedin export activities well infonmed
of proper procedures for the maintenance of docimments?

5. Detenmine if onentation training ofnew emplovess mvolved
in export-relatedactivities mchudes the following topics:
+ the organizational structure of export-related
departments and fimctions,
* therole ofthe export adnanistrator,
+ U5 exportregulatory requirerments, and
*  Export company procedures.

4. Istherepenodic training to reinforce knowledge andto
conmnuricate changesmthe EAR. company procedures and
applicationofthe regulations to new cormmo dities, technical
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Audit Step WP Ref Sign-Off

data, software or services destined for export?

5. Hastramingbeen scheduled and provided for all employees
mn export-related departments (1.2, sales, contracts, customer
service, credit, order entry, shipping, etc.)?

6. Doesthe traminginclude the following topics?
* (General Licenses
*  Proliferation Screening
*  Denied Parties and Diversion Risk Screening
*  Technical Data
»  Authonzed Eeexports
* Caszeswhen Individual ValidatedLicenses are
required
*  FEecordkeeping Fequirements
»  Export Document Preparation
* Shipper's Export Declarations
*  Air Wayhbills
»  Commercial Invoices
*  Bovcott-related request

F. Testofdetails

Objective: To test a sample of transactions to determane compliance.

Audit Step WP Bef Sign-Off
1. Venfy appropriate documentation is kept for UCT travelersto
embargoed countries.

2. Venfy documentationof sample chosen from UCI Export
Control Beview Casesreport.

3. Venfy documentationof sample chosen from UCI Export
Control Beview of Files report.




