Attachment A

Proposed Internal Control Questionnaire (ICQ)


I.
Audit Approach

As an element of the University’s core business functions, Purchasing Card Programs and Low Value Purchase Orders will be audited once every three to five years using a risk-based approach. The minimum requirements set forth in the “general overview and risk assessment” section below must be completed for the audit to qualify for core audit coverage.  Following completion of the general overview and risk assessment, the auditor will use professional judgment to select specific areas for additional focus and audit testing. 

II. 
General Overview and Risk Assessment  
At a minimum, general overview procedures will include interviews of department management and key personnel; a review of available financial reports; evaluation of policies and procedures associated with business processes; inventory of compliance requirements; consideration of key operational aspects; and an assessment of the information systems environment.  During the general overview, a detailed understanding of the management structure, significant financial and operational processes, compliance requirements, and information systems will be obtained (or updated).  

As needed, the general overview will incorporate the use of internal control questionnaires (an example is provided as Attachment I), process flowcharts, and the examination of how documents are handled for key processes. 

A.
The following table summarizes audit objectives and corresponding high-level risks to be considered during the general overview.

	Audit Objective
	Areas of Risk

	Obtain a detailed understanding of significant processes and practices employed for low value purchases utilizing purchasing cards and low value purchase orders, specifically addressing the following components:

· Management philosophy, and operating style, and risk assessment practices;

· Organizational structure, and delegations of authority and responsibility; 

· Positions of accountability for financial and programmatic results;

· Process strengths (best practices), weaknesses, and mitigating controls; and,

· Information systems, applications, databases, and electronic interfaces.
	· Poor management communication regarding expectations for use of low value purchases may result in inappropriate behavior.

· Risk assessment processes for low value purchasing tools may not identify and address key areas of risk. 

· Inadequate separation of responsibilities for low value purchasing activities may create opportunities for fraud.  Additionally, lack of communication and coordination between the centralized procurement function and departments utilizing low value purchasing tools may also result in creation of opportunities for fraud.

· Inadequate accountability for the achievement of financial or programmatic results may decrease the likelihood of achieving results. 

· Processes and/or information systems may not be well designed or implemented, and may not yield desired results, i.e., accuracy of financial information, operational efficiency and effectiveness, and compliance with relevant regulations policies and procedures.   


B. The following procedures will be completed as part of the general overview whenever the core audit is conducted.

General Control Environment

1. Obtain and review organizational policies and procedures related to low value purchases utilizing both purchasing cards and low value purchase orders. 

2. Identify and review relevant University policies and procedures and laws and regulations related to low value purchases.

3. Obtain an organization chart of the centralized procurement function. WOULD WE WANT THE ORG CHART FOR CENTRAL PURCHASING? Additionally, obtain statistics regarding departmental use of purchasing cards and low value purchase orders.

4. Interview key personnel associated with the centralized procurement function and a sample of departmental users of low value purchasing tools.  During all interviews, solicit input on concerns or areas of perceived risk. 

5. Obtain and review documentation of the process flows for purchasing cards and low value purchase orders incorporating both the centralized procurement function and departmental use of low value purchasing tools.    

6. Obtain an understanding of the management reports that are available for low value purchases, both centrally and at the department level.

7. Evaluate processes for adequate separation of responsibilities.  Additionally, evaluate adequacy of the functional and organizational structure to provide for proper communication and coordination between the centralized procurement function and departments utilizing low value purchasing tools.

8. If the functional and organizational structures do not appear adequate, consider alternative structures or processes to enhance assurance.  Comparison to corresponding low value purchasing tools and methods on other campuses may provide value by demonstrating better accountability.

Business Processes

9. Identify all key activities associated with low value purchases for both the centralized procurement function and at the department level, and gain an understanding of the corresponding business processes and positions with process responsibilities including:

· Issuance and cancellation of purchase cards

· Vendor selection and pricing

· Purchases using purchase cards

· Purchases using low value purchase orders

· Department monitoring of low value purchases

· Centralized monitoring of low value purchases

10. Identify positions responsible for key activities.  Document processes via flowcharts or narratives identifying process strengths, weaknesses, and mitigating controls.  

11. Conduct walk-throughs of the key activities, using a small sample of transactions.  Review documents, correspondence, reports, and statements, as appropriate, to corroborate process activities.

12. Evaluate processes for adequate separation of responsibilities.   Evaluate the adequacy of the processes to provide reasonable assurance that University resources are properly safeguarded.

13. If processes do not appear adequate, develop detailed test objectives and procedures, and conduct detailed transaction testing with specific test criteria.  Consider whether statistical (versus judgmental) sampling would be appropriate for purposes of projecting on the population as a whole or for providing a confidence interval.  

Information Systems

14. Interview information systems personnel to identify all relevant information systems, applications, databases, and interfaces (manual or electronic) with other systems. Obtain and review systems documentation to the extent available.  Otherwise, document information flow via flowcharts or narratives, including all interfaces with other systems, noting the following:
a. Is this an electronic or manual information system?

b. Does the system interface with core administrative information systems? If yes is that interface manual or electronic?

c. What type(s) of source documents are used to input the data?

d. What type of access controls and edit controls are in place within the automated system?

e. How are transactions reviewed and approved with the system?

f. Who performs reconciliation of the system's output to ensure correct information?

g. Is a disaster/back-up recovery system in place for this system?

h. What is the retention period for source documents and system data?

15. Obtain and review systems documentation, if available. 

16. Document information flow via flowcharts or narratives, including all interfaces with other systems.   Consider two-way test of data through systems from source document to final reports, and from reports to original source documents.   

17. Evaluate the adequacy of the information systems to provide for availability, integrity, and confidentiality of University information resources. 

18. If system controls do not appear adequate, develop detailed test objectives and procedures, and conduct detailed testing with specific test criteria.

C.       Following completion of the general overview steps outlined above, a high-level risk assessment should be performed and documented in a standardized working paper (e.g., a risk and controls matrix).  To the extent necessary, as determined by the auditor, this risk assessment may address aspects of other areas outlined below (financial reporting, compliance, operational efficiency and effectiveness; and information systems).   In addition to the evaluations conducted in the general objectives section, the risk assessment should consider the following: annual expenditures; time since last review, recent audit findings; organizational change; regulatory requirements, etc. 

III.
Financial
A.
The following table summarizes audit objectives and corresponding high-level risks regarding financial reporting processes.

	Audit Objective
	Areas of Risk

	Evaluate the accuracy and integrity of financial reporting, specifically addressing the following components:

· Purchase card activity reports and statements;

· Low value purchase order activity reports;

· Detailed general ledgers by account, project and/or cost center; and,

· Overdraft reports.
	Failure to review financial reports and follow-up on unusual and/or erroneous transactions can result in the following:

· Purchasing cards may be used for unauthorized or inappropriate purchases.

· Billing errors on purchase card may go undetected.

· Low value purchase orders may be used for unauthorized or inappropriate purchases.

· Low value purchases may be charged to the wrong account, project and/or cost center.

· Sufficient funds may not exist to pay for low value purchases.


B.
The following procedures should be considered whenever the core audit is conducted.

1. Identify all financial reporting methods in use by the centralized procurement function and individual departments related to purchase cards and low value purchase orders.  Obtain and review copies of recent financial reports. 

2. Gain an understanding of the methods used to review reports and follow-up and correct unauthorized or inappropriate purchases, purchase card billing errors, mis-postings of low value purchases, and overdrafts caused by low value purchases. 

3. On a test basis, evaluate the accuracy and reliability of financial reporting. If certain reporting does not appear accurate and reliable, develop detailed test objectives, procedures, and criteria.  Conduct detailed testing as need to determine the impact of financial reporting issues.  

IV.  Compliance    
A.
The following table summarizes audit objectives and corresponding high-level risks regarding compliance with policies and procedures, and regulatory requirements. 

	Audit Objective
	Areas of Risk

	Evaluate local compliance with the following requirements: 
· Institutional and UCOP policies and procedures:

· Delegations and limitations of authority for low value purchases;

· Issuance and cancellation of purchase cards;

· Acceptable use of low value purchasing tools;

· Vendor selection; and,

· Review, reconciliation and monitoring of low value purchasing activity.

· Applicable Federal rules and regulations relative to low value purchases; and,

· Conflict of interest.
	· Failure to comply with institutional policies and procedures can result in the following:

· Delegations of authority and limitations on dollar amounts of purchases are exceeded.

· Purchase cards are issued to inappropriate individuals.

· Purchase cards are not cancelled upon change in job duties or termination of employees.

· All of the risks noted above for “financial reporting”.

· Failure to comply with regulatory and reporting requirements could result in fines and additional restrictions for the institution and/or specific individuals.




B.
The following procedures should be considered whenever the audit is conducted. 

1. Determine if the institution’s policies, procedures and other published information related to low value purchases are sufficient to provide reasonable assurance that, if followed, the institution’s assets are appropriately safeguarded.  

a. Obtain and review policies, procedures and other published information related to the purchasing card program and assess the following:

1. Are qualifications necessary to obtain a purchasing card clearly stated, and are those qualifications reasonable?

2. Are purchasing card applications required to be approved by an individual with appropriate organizational responsibility and authority?

3. Are the types of purchases that can/cannot be made with a purchasing card and related spending and limits clearly articulated?

4. Are there requirements for monitoring and review of purchasing card transactions in order to assure their propriety, both in terms of the nature of the expenditure and the funding source to which the expenditure is being charged? 

5. Are procedures for disputing charges, reporting lost or stolen cards, and canceling cardholder accounts clearly stated?

b. Obtain and review policies, procedures and other published information related to the low-value purchase orders and assess the following:

1. Are the individuals who have authority to authorize and approve departmental direct purchases clearly identified in the policy?

2. Are the types and dollar limitations for purchases that can be carried out by the departments clearly identified in the policy?

3. Are there requirements for monitoring and review of low value purchase orders in order to assure their propriety, both in terms of the nature of the expenditure and the funding source to which the expenditure is being charged?

c. Are issues such as requirements for competition, non-acceptance of gifts and gratuities, inappropriate uses of institutions’ purchasing power, potential conflicts of interest and other issues that must be considered by personnel responsible for low value purchasing decisions adequately addressed in the institution’s policies and procedures?

d. Are relevant laws and regulations incorporated into (or referenced) in the policies and procedures? 

e. Are the policies, procedures, and other published information related to low-value purchases easy to locate and understand.  Is the information contained within consistent, and are related documents clearly referenced?

2. Determine if training sufficient to assure an understanding of the compliance requirements for low value purchases has been provided to personnel who have responsibility for low value purchasing activities.

3. By performing detailed testing of transactions determine if institutional policies and procedures related to low value purchasing activities are being adhered to.  Suggested programs for detailed testing are contained in Attachment A.  

V.        Operational Effectiveness and Efficiency 
A.
The following table summarizes audit objectives and corresponding high-level risks regarding operational effectiveness and efficiency.

	Audit Objective
	Areas of Risk

	Evaluate low value purchase activities, specifically addressing the following areas:

· Appropriate balance between policies and procedures designed to mitigate risks of low value purchasing activities and the related cost of compliance;

· Supplier performance; 

· Customer satisfaction; and,

· Purchase card vendor performance.
	· Cost of complying with policies and procedures associated with low value purchases may be greater than benefits derived from departments being able to make certain purchases on their own.

· Vendors who accept purchase cards and/or low value purchase orders may not provide the most advantageous service and/or prices.

· Customers who are not satisfied with low value purchasing tools may forgo utilizing those tools in favor of more time consuming and potentially costly procurement methods.

· Purchase card vendor does not work with the institution for timely issuance and cancellation of cards and/or error resolution.


B. Based on the information obtained during the general, financial, and compliance overview, evaluate whether any operations should be evaluated further via detailed testing.   For example, the following testing should be considered:
1. Obtain and review any internal analyses that have been prepared regarding the cost effectiveness of low value purchasing activities.  If no such analyses are available, consider performing such an analysis in order to determine if the purchasing card program and department preparation of low value purchase orders is truly cost beneficial to the institution.  

2. Consider using audit software to analyze the costs of high volume goods procured using the purchase card and department prepared low value purchase orders, versus those under bulk purchasing agreements or other similar arrangements.  Additionally, consider a comparison of the length of time from the initial order to receipt of goods under the different procurement methods.

3. Consider conducting a survey of purchase card holders, department personnel with responsibility for preparing and processing low value purchase orders, and personnel responsible for centralized administration of low value purchasing in order to determine their level of satisfaction with the low value purchasing tools, solicit suggestions for improvement and identify best practices.

VI.
Information and Communication 
A.
The following table summarizes audit objectives and corresponding high-level risks regarding information systems.

	Audit Objective
	Areas of Risk

	Evaluate information and communications systems, applications, databases, system interfaces, and records practices, specifically addressing the following:

· Electronic or manual interfaces with intra-University systems, applications, and/or databases;

· Electronic or manual interfaces between University and third party systems, applications, and/or databases;

· Records management policies and practices for both hardcopy and electronic records.
	· Security management practices may not adequately address information assets, data security, or risk assessment.

· Application and systems development processes may result in poor design or implementation.

· The confidentiality, integrity, and availability of data may be compromised by ineffective physical, logical, or operational controls. 

· Business continuity planning may be inadequate to ensure prompt and appropriate crisis response.

· Records management practices may not adequately ensure the availability of necessary information.


B.
The following will be completed each year that the audit is conducted.

1.
Identify any significant breaches, failures, or changes to information systems, and corresponding business processes. 

2.
Evaluate the impact of these to the overall system of internal controls. 

C.
In addition, consider two-way test of data through systems from source document to final reports, and from reports to original source documents.   Evaluate the adequacy of the information systems to provide for availability, integrity, and confidentiality of University information resources.  

D.
Based on the information obtained during the information systems overview, evaluate whether any information resources should be evaluated further via detailed testing using specific test criteria and procedures. 

Attachment A

I.  PURCHASE CARDS

Objective A:

Determine if purchasing cardholders meet eligibility requirements to obtain a purchase card, if departments justified, in writing, the need for a purchasing card, and if departments properly certify employees for approval authority and training.
Scope:

Judgmental or statistical sampling can be used at auditor’s discretion.

Procedures:

1.  
Obtain a list of University purchasing cardholders, and select a sample of cardholders in accordance with the sampling plan described in the scope statement.

2. For each purchasing cardholder included in the sample, determine the following:

a. The cardholder is a University employee in permanent, limited, or temporary status.

b. The department head or designee justified and approved the need for the purchasing card in writing.

c. The cardholder completed training and accepted terms of the Purchasing Cardholder Agreement.

d. The cardholder completed an application to obtain a purchasing card.

e. The cardholder has valid approval authority over the accounts and funds to be used with the purchasing card.

f. Limitations on the purchasing card assigned (e.g., per transaction, monthly spending, merchant code restrictions) are consistent with University policy. 

3. Determine if the home departments for each of the purchasing cardholders included in the testing at (2) above have procedures in place to monitor the status of cardholders, and immediately notify Material Management in writing of any changes (e.g., transfer, termination, etc.).


Objective B:

Determine if purchasing card expenditures are consistent with University policy with respect to the types of items that can be purchased, properly approved, allowable by the funding source, and have appropriate supporting documentation. 


Scope:
Judgmental or statistical sampling can be used at auditor’s discretion.

Procedures:

1. Obtain a list of purchasing card transactions, and select a sample of transactions in accordance with the sampling plan described in the scope statement.


2. For each purchasing card transaction included in the sample, determine the following:

a. Were only non-restricted items per University policy were purchased?

b. Was there evidence that an individual with the necessary level of authority (e.g., principal investigator) pre-approved the purchase?

c. Were items purchased allowable by the funding source?

d. Does an individual other than the person placing an order certify that the items ordered were received (i.e., signing and dating the receipt or packing slip)?

e. Has the department maintained appropriate supporting documentation (e.g., documentation of authorization, receiving documents and receipts)?

f. Were purchases made within credit limits (including shipping, handling and taxes)?

Objective C:

Determine if purchasing card accounts are appropriately managed at the department level.

Scope:

XXXX

Procedures:

1. Obtain copies of the daily transaction reports related to each of the purchasing card transactions reviewed per (B.2.) above, and determine the following:
 

a. Were limitations on the number or dollar amount of transactions per day adhered to?

b. Were any cash advances made on the purchasing cards?


c. Is there evidence that the transaction reports were reviewed and reconciled on a timely basis by someone other than the purchasing cardholder? 

d. Was the certification log documenting review of the transaction report properly completed?  The log should include the account numbers, transaction month, reviewer’s signature, and the date received.


e. Was the person performing the review and reconciliation independent (i.e., not a subordinate of the cardholder).


f. Were any erroneous charges, returns or adjustments noted on the transaction reports?  If yes, is there evidence that appropriate follow-up and resolution occurred?

2. Determine if default accounts set-up for each purchasing card are in fact the appropriate accounts for the transactions reviewed per (C.2) above.  If not, ascertain whether a Feed Payment Distribution (FPD) documents was used to transfer the expense from the default account to the correct account.  

3. Review the default accounts for other department purchasing cards not covered in step (D.2) above to determine if they have any large/unusual balances.  Obtain an explanation for any large/unusual balances noted, and determine whether default accounts are being cleared in a timely manner. 

4. Verify that the department is retaining records related to purchasing card activity (statements, proof of reconciliation and source documents) for the required period.  The required record retention period is typically five years from the transaction date; or in the case of a contract or grant, five years from the close-out date.

Objective D:
Determine if the central Purchasing Card Administrator appropriately manages purchasing card accounts.

Scope:
Activities of Purchasing Card Administrator.


Procedures:

1.  Determine if the Purchasing Card Administrator personally transmits requests to establish purchasing cards and related cardholder limits to the issuing bank, after verifying proper approval of the cardholder application by an authorized individual.

2. Determine if the Purchasing Card Administrator receives and reviews daily reports from the bank which list each transaction posted for that business day, all new accounts, purchasing cardholder transaction violations, and disputed items.

3. Determine if the Purchasing Card Administrator periodically reviews a listing of purchasing cardholders to ensure that each is still an active employee of the University.

4. Determine if Accounting & Financial Services is performing sample audits of departmental records periodically to ensure that the appropriate internal control procedures are being followed. The sample audits also must ensure that University purchasing policies, record retention requirements, and purchasing cardholder controls are being observed.

5. Determine if appropriate escalation procedures are in place when abuses of the purchasing card are detected either by the Purchasing Card Administrator’s review of daily reports and/or periodic audits performed by Accounting and Financial Services.
II.  Low Value purchase orders

Objective A:

Determine if low-value, departmental expenditures are consistent with University policy with respect to the types of items that can be purchased, properly approved, allowable by the funding source, and have appropriate supporting documentation. 


Scope:
Judgmental or statistical sampling can be used at auditor’s discretion.

Procedures:

1.
Select a sample of low value departmental purchase transactions in accordance with the sampling plan described in the scope statement.


2. For each transaction included in the sample, determine the following:

a.
Were only allowable goods and services per University policy purchased?


b.
Was there evidence that an individual with the necessary level of authority approved the purchase?

c.
Were items purchased allowable by the funding source?

d. Does an individual other than the person placing an order certify that the items ordered were received (i.e., signing and dating the receipt or packing slip)?

e. Has the department maintained appropriate supporting documentation (e.g., documentation of authorization, receiving documents and receipts)?

f. Were purchases made within spending limits ($2,500 to include shipping, handling and taxes)?

g. Were goods or services purchased covered by a primary supply or preventative maintenance agreement?  If so, were goods or services purchased from the designated vendor?  If not purchased from the designated vendor, was the appropriate waiver obtained?

h. If the purchase was for equipment repairs, was it determined that the repair service was not available internally or through an established maintenance agreement? 


3. For all transactions tested above (A.2), review the initiating department’s other transactions for the day to determine if there was more than one transaction with the same vendor that in total would exceed the daily limitations, indicating artificial splitting of purchase orders to avoid the established dollar limitations.

Objective B:

Determine if direct purchasing privileges are properly managed at the department level.

Scope:

Judgmental or statistical sampling can be used at auditor’s discretion.
Procedures:

For transactions tested above (A.2), determine the following for the department initiating the transactions:

1. How does the department assure that proper authorization has been obtained for a departmental purchase prior to generating the department purchase order?

2. Is there an appropriate separation of duties between the individuals who initiate and approve the department purchase orders within the financial system and the individual who is responsible for the monthly review and reconciliation of the general ledger accounts?

3. Does the department monitor purchases to ensure that daily limitations on transactions with a single vendor are adhered to?

Objective C:

Determine if direct purchasing activities by departments are appropriately monitored and managed by Central Purchasing.

Scope:

N/A
Procedures:

1. Determine if Central Purchasing has processes in place to monitor department purchases in order to provide assurance that direct department purchasing privileges are not being abused.

2. Determine if Central Purchasing has appropriate escalation procedures in place for instances where abuses of direct department purchasing privileges are detected. 
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