UC Core Audit Program

Audit Program and Internal Control Questionnaire

Database Management


I.
Audit Approach

As an element of the University’s core business functions (payroll, financials, student and medical), Database Management will be audited approximately once every three years using a risk-based approach. Databases to be reviewed include those databases supporting mission critical university functions.  The following topics should be addressed during the review:

· Database Administration (policies and procedures, capacity planning)

· Database Maintenance and Tuning (operational effectiveness)

· Database Integrity (referential integrity, triggers)

· Database Security (database security settings, auditing/logging)

· Database Backup and Recovery (availability)

The minimum requirements set forth in the  “general overview and risk assessment” section below must be completed for the audit to qualify for core audit coverage.  Following completion of the general overview and risk assessment, the auditor will use professional judgment to select specific areas for additional focus and audit testing. 

Note:  The hours and percentages are based on a 300 hour audit.

II. 
General Overview and Risk Assessment  (80hrs – 27%)
For Campus, Medical Center, and Lab database management, general overview procedures will include interviews of database management and key personnel; a review of available reports; evaluation of policies and procedures associated with database maintenance; inventory of compliance requirements; consideration of key operational aspects; and an assessment of the information systems environment.  During the general overview, a detailed understanding of the management structure, significant operational processes, compliance requirements, and information systems will be obtained (or updated).  

As needed, the general overview will incorporate the use of internal control questionnaires, process flowcharts, and the examination of how documents are handled for key processes. 

 A.
The following table summarizes audit objectives and corresponding high-level risks to be considered during the general overview.

	Audit Objective
	Areas of Risk

	Obtain an understanding of significant processes and practices employed and implemented to maintain and operate the database including:

· Management philosophy, operating style and risk assessment practices including:

· Awareness of and compliance with applicable laws, regulations and policies

· Planning and management of database financial resources

· Efficient and effective operations;

· Maintenance contracts (licensing) are kept current for the hardware and software;

· Databases are designed to maintain the integrity of the data;

· Databases are protected from unauthorized or inappropriate uses; and

· Databases may be quickly restored.


	· Adequate planning is not performed to anticipate database needs for growth to effectively and efficiently operate the database.

· Database personnel are not adequately structured to provide continued operation of the database and ensure its integrity.

· Maintenance agreements for the hardware and the database are not in place to ensure the continued operation of the database.

· Databases are not designed to ensure the integrity of their data providing misleading or inaccurate information.

· Database information may be accessed by unauthorized individuals or for unintended purposes.

· Application users are unable to perform their duties due to unavailability of database.


B. The following procedures will be completed as part of the general overview whenever the core audit is conducted.

Database Environment

1. Document database environment including hardware, operating system, database management system, database application tools, etc.

2. Obtain policies and procedures including human resource (hiring, retention, training, etc.), purchasing, and security.

3. Obtain short term and long range plans for database management system.

4. Document database staff experience with database management system.

5. Document training on the database management system available to database staff.

6. Obtain copies of maintenance agreements for hardware supporting the database management system as well as for the database software.

7. Document the installed version of database management system.

Financial

1. Document budget for staffing, database software licensing fees, and training.

Compliance

1. Document any state (SB1386) or federal regulations (Gramm Leach Bliley Act) applying to the data stored in the database management system and assess impact.

2. Document any office of the president or university policies that apply to the data stored in the database management system.

3. Document physical controls for database management system.

4. Document operating system security settings and procedures for allowing access to database management system programs and data.

5. Document database security settings and procedures for access to database data.

Operational Effectiveness & Efficiency

1. Document database backup procedures.

2. Document database monitoring procedures for identifying issues.

3. Document database tuning/maintenance procedures.

4. Document database integrity (referential integrity, triggers) procedures.

Information and Communication

1. Document database reports used to identify potential problems including disk space and processor utilization.

2. Document any logging/audit trails implemented.

 C.       Following completion of the general overview steps outlined above, a high-level risk assessment should be performed and documented in a standardized working paper (e.g., a risk and controls matrix).  To the extent necessary, as determined by the auditor, this risk assessment may address aspects of other areas outlined below (financial, compliance, operational efficiency and effectiveness, and information systems).   In addition to the evaluations conducted in the general objectives section, the risk assessment should consider the following: annual expenditures; time since last review, recent audit findings, organizational change, regulatory requirements, etc. 

III.
Financial (40 hrs – 13%)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding financial database management processes.

	Audit Objective
	Areas of Risk

	Evaluate the adequacy of financial resources, and appropriate financial planning consistent with the objectives of database management including:

· An adequate size data base staff to manage the data base to meet the needs of the application users

· An adequate size data base staff to participate on new systems development projects 

· Adequate funding to provide training to enable the DBAs to maintain the proficiency on the software

· Adequate funding to provide the appropriate level of vendor support for the Data Base software

 
	· Inadequate size database staff to meet the needs of application users resulting in less efficient applications

· Inexperienced database staff unable to meet the needs of the database users

· Increased unavailability of applications resulting from database “down” time




B.
The following procedures should be considered whenever the review is conducted.

1. Review budget for staff training, reference materials, salary, and maintenance support to determine sufficiency.

2. Determine whether database staff organized to satisfy database user needs.

3. Review policies and procedures for reasonableness including human resource (hiring, retention, training, etc.), purchases, and security.

4. Obtain short term and long range plans for database management system and determine adequacy to meet future needs.

5. Determine whether database staff experience with database management system is sufficient.

6. Determine whether training on the database management system available to database staff is sufficient.

7. Review database staff organizational structure to determine if the structure provides for a backup administrator and appropriate segregation of duties.

8. Obtain maintenance agreements for hardware supporting the database management system as well as for the database software.

9. Determine the most recent version of the database software and compare with the installed version.

IV.  Compliance (80 hrs – 27%)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding compliance with policies and procedures, and regulatory requirements. 

	Audit Objective
	Areas of Risk

	Evaluate compliance with applicable laws, regulations and policies including: 
· UCOP Policies.

IS3

IS10

Other Business and Finance Bulletins and other University policies

Electronic communications policy;

· Applicable State and Federal laws and regulations including;

HIPAA

FERPA

SB 1386

GLBA

Evaluate adequacy and compliance with local policies, standards and guidelines addressing:

· Physical security 

· Access control to operating system

· Database security configuration


	· Poor security, performance from lack of adequate guidance from policy 

· Delegations of authority may be inappropriate.

· Non-compliance with laws and regulations may put the University at risk with law enforcement or regulatory agencies. 

· Non-compliance of local processes with University requirements may negatively impact reliability and security of the systems.




B.
The following procedures should be considered whenever the review is conducted. 

1. Determine whether state or federal regulations (SB1386, GLBA, etc.) apply to the data stored in the database management system and review for compliance.

2. Determine whether any office of the president or university policies apply to the data stored in the database management system and review for compliance.
3. Determine physical controls for database management system and review for reasonableness.

4. Review operating system security settings for granting access to database management system programs and data.
5. Review database security settings for granting access to data.
V.        Operational Effectiveness and Efficiency (80 hrs – 27%)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding operational effectiveness and efficiency.

	Audit Objective
	Areas of Risk

	Evaluate management processes, specifically addressing the following areas:

· Database backup procedures;

· Database tuning;

· Database maintenance (updates); and

· Monitoring database activity;

Evaluate management’s inclusion of Data Base Administrators (DBA) on the project team:

· Data storage structure and design is done by the DBA 

· Existing data is used where appropriate for new application
	· Backup procedures are not sufficient to restore the database in a timely manner.

· Database is not operating at optimal performance.

· Database is not running the most recent version. 

· Database activity is not monitored to identify potential problems.

Applications development

· Existing data not used, but is duplicated in the application

· Design of data structure is not efficient and effective resulting in applications that are too slow and inefficient to meet the users needs.




B.
The following procedures should be considered whenever the review is conducted. 

1. Review database backup procedures for reasonableness.

2. Review database monitoring procedures for identifying issues.
3. Review database tuning/maintenance procedures for reasonableness.
4. Review database integrity (referential integrity checks, triggers) procedures for reasonableness.
VI.
Information and Communication (20 hrs – 7%)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding information systems.

	Audit Objective
	Areas of Risk

	Evaluate the systems that enable the DBA to monitor the integrity and performance of the databases including;

· Response time for users

· Changes to triggers, stored procedures, or structure

· Key database parameters such as maximum number of users

· Space availability

· Incident handling
	· Problems resulting in poor usability of the system may not be identified and corrected timely

· Parts of the database system may fail to function and not be repairable or corrected timely (i.e., if stored procedures, triggers or other processes are not working, tables, audit trails and other key information may be lost). 

· The confidentiality, integrity, and availability of data may be compromised by ineffective controls (physical, logical, operational). 


B.
The following procedures should be considered whenever the review is conducted. 

1. Determine whether database reports are sufficient to identify potential database problems including disk space and processor utilization.

2. Determine whether any logging/audit trails have been implemented and evaluate for appropriateness.

Oracle Database Questionnaire

1. Review password resource parameters for each profile by executing the following SQL commands:

To obtain listing of profiles:

SELECT username, profile

FROM sys.dba_users;

To obtain parameters:

SELECT *

FROM sys.dba_profiles

WHERE profile = [profile name e.g., DEFAULT];

2. Verify the following system/default username/ password combinations have been changed:

sys/change_on_install

system/manager

scott/tiger

demo/demo

dbsnmp/dbsnmp (version 7.1.6 and later)

3. Obtain and evaluate all database privileged user accounts that are authenticated at OS level.  The testing procedures are different depending on the OS platform.  In normal circumstances, these groups should only consist of DBA user account(s).

4. Obtain a listing of database user accounts that have the ability to login to the Oracle database as a privileged user account because of the usage of a password file by performing the following:

Determine if the password file authentication is used in the production database by executing the following server manager (SVRMGR) command:

SHOW PARAMETER remote_login_passwordfile

The three possible values are:

NONE – indicates that password file authentication is not used.  No further testing is necessary.

SHARE – indicates that password file authentication is used and password file only contains SYS and INTERNAL.  No further testing is necessary.

EXCLUSIVE – indicates that password file authentication is used and password file contains names other than SYS and INTERNAL.  Perform the following additional steps:

Obtain and evaluate usernames defined in the password file by executing the following SQL command:

SELECT *

FROM v$pwfile_users;

5. Identify usernames with access to the security administration privileges (create/alter/drop user/role privileges and grant any privilege and grant any role) and review for appropriateness by executing the following SQL commands:

To obtain roles with security administration privileges

SELECT *

FROM sys.role_sys_privs

WHERE privilege = ‘CREATE USER’ or

privilege = ‘CREATE ROLE’ or

privilege = ‘ALTER USER’ or

privilege = ‘ALTER ANY ROLE’ or

privilege = ‘ DROP USER’ or

privilege = ‘ DROP ANY ROLE’ or

privilege = ‘GRANT ANY PRIVILEGE’ or

privilege = ‘GRANT ANY ROLE’;

To identify usernames with the above roles:

SELECT *

FROM system.dba_role_privs

WHERE granted_role = [role identified in previous step];

To identify usernames directly granted privileges:

SELECT *

FROM system.dba_sys_privs

WHERE privilege = ‘CREATE USER’ or

privilege = ‘CREATE ROLE’ or

privilege = ‘ALTER USER’ or

privilege = ‘ALTER ANY ROLE’ or

privilege = ‘ DROP USER’ or

privilege = ‘ DROP ANY ROLE’ or

privilege = ‘GRANT ANY PRIVILEGE’ or

privilege = ‘GRANT ANY ROLE’;

To identify usernames capable of granting privileges:

SELECT *

FROM system.dba_sys_privs

WHERE admin_option = ‘YES’;

To identify roles capable of granting privileges:

SELECT *

FROM system.dba_role_privs

WHERE admin_option = ‘YES’;

And

SELECT *

FROM sys.role_role_privs

WHERE admin_option = ‘YES’;

And

SELECT *

FROM sys.role_sys_privs

WHERE admin_option = ‘YES’;

6. Compile a list of data consider critical by management and work with the database administrator to identify the tables which store the critical data and review access to those tables by executing the following SQL command:

SELECT *

FROM system.dba_tab_privs

WHERE table_name = [tablename] and

(privilege = ‘INSERT’ or

privilege = ‘UPDATE’ or

privilege = ‘DELETE’ or

privilege = ‘ALL’);

7. Identify privileges granted to PUBLIC role and review for appropriateness by executing the following SQL command:

SELECT *

FROM system.dba_sys_privs

WHERE grantee = ‘PUBLIC’ and

Privilege <> ‘CREATE SESSION’;

8. Identify location of database files (init.ora , $ORACLE_HOME, etc.) and review OS level file/directory protection by inquiring with database administrator and executing the following SQL commands:

To identify data files

SELECT file#, status, ts#, name

FROM v$datafile;

To identify control files

SELECT *

FROM v$controlfile;

9. Identify any links to the database and review for appropriateness be executing the following SQL commands:

SELECT *

FROM sys.dba_db_links;

If outgoing database links are employed, verify that DBLINK_ENCRYPT_LOGIN is set to TRUE in the init.ora file.  This ensures that attempts to connect to another database are encrypted.

10. Determine whether database auditing/logging is being performed by executing the following command at the Server Manager command line:

SHOW PARAMETER AUDIT

Check the AUDIT_TRAIL line item for the correct parameter (i.e., DB, OS, or TRUE).

11. To verify that the database has been consistently logging audit trail information, perform the following:

If the AUDIT_TRAIL is set to DB or TRUE then execute the following SQL commands:

SELECT DISTINCT SUBSTR(timestamp,1,2), SUBSTR(timestamp,4,3), SUBSTR(timestamp,8,2)

FROM sys.dba_audit_trail

ORDER BY SUBSTR(timestamp,4,3),SUBSTR(timestamp,1,2);

The list should include all dates since the time the database administrator last performed maintenance on the audit trail file.

If the AUDIT_TRAIL is to OS then the log file is located on the network.  The default location is $ORACLE_HOME/RDBMS/AUDIT.  The location of the file may also be obtained by executing the Server Manager command “SHOW PARAMETER AUDIT_FILE_DEST”.

12. Identify audit trails/logging being performed by the database by executing the following SQL commands:

SELECT *

FROM sys.dba_obj_audit_opts;

And

SELECT *

FROM sys.dba_stmt_audit_opts;

