Audit Procedures and Internal Control Questionnaire

Cost Distribution-Effort Reporting

Core Audit Program

(Total Estimated Time to Complete – 300 hours)


I.
Audit Approach

As an element of the University’s core business functions, Cost Distribution-Effort Reporting will be audited approximately every three years using a risk-based approach. The minimum requirements set forth in the “general overview and risk assessment” section below must be completed for the audit to qualify for core audit coverage.  Following completion of the general overview and risk assessment, the auditor will use professional judgment to select specific areas for additional focus and audit testing. 

II. 
General Overview and Risk Assessment  (Estimated time to complete – 120 hours) 

At a minimum, general overview procedures will include interviews of department management and key personnel; a review of available financial and operational reports; evaluation of policies and procedures associated with business processes; inventory of compliance requirements; consideration of key operational aspects; and an assessment of the information and communication systems environment.  During the general overview, a detailed understanding of the management structure, significant financial and operational processes, compliance requirements, and information and communications systems will be obtained (or updated).  

As needed, the general overview will incorporate the use of internal control questionnaires (an example is provided as Attachment A), process flowcharts, walk-throughs, and the examination of sample documents supporting key processes. 

A.
The following table summarizes audit objectives and corresponding high-level risks to be considered during the general overview:

	Audit Objective
	Areas of Risk

	Obtain detailed understanding of significant procedures and practices employed in the Cost Distribution-Effort Reporting process, specifically addressing the following components:

· Functional and organizational structure related to time reporting and effort/labor distribution process.

· Time reporting procedures, approval and delegation of authority.

· Addition/changes to employee HR and payroll master files.

· Labor distribution reporting, verification and adjustments.

· Information systems, applications, databases and electronic interfaces.

· Process strengths, best practices and opportunities for improvement. 
	· Inaccurate or improper time reporting and labor cost distribution; labor cost overruns.  

· Unauthorized or improperly approved time entries leading to fraud and irregularities.  

· Lack of segregation of duties may lead to weak controls in preventing and detecting errors and irregularities. 

· Processes and information systems may not be well designed or implemented, and may not yield desired results, i.e., accurate financial information, operational efficiency and effectiveness, and compliance with regulations, policies and procedures.  




B. The following procedures will be completed as part of the general overview whenever the core audit is conducted.

General Control Environment

1. Obtain payroll/time reporting/labor distribution policy and procedures including organizational and government requirements.  

2. Obtain time reporting and labor distribution process flowcharts, organizational charts and functional structure involved in time reporting and labor distribution process, delegation of authority, time reports, effort and labor distribution reports.  

3. Interview key personnel in the divisions, payroll and finance to obtain their perspective on time reporting and labor distribution function.  During all interviews, solicit input on concerns or areas of perceived risk. 

4. Evaluate processes for adequate separation of responsibilities.  Evaluate adequacy of functional and organizational structure to provide reasonable assurance that University resources are properly safeguarded. 

5. If the functional and organizational structures do not appear adequate, consider alternative structures or processes to enhance assurance.  Comparison to other campuses/laboratories may identify opportunities for demonstrating better accountability.

Business Processes

6. Identify key activities and gain an understanding of time reporting and labor distribution business processes.  Interview individuals within the payroll department to gain an understanding of the following:

· Time entry and approval.  

· Transmittal of time entries to payroll and labor distribution system.

· Reconciliation of labor costs charged to projects, cost centers or GL accounts.

7. Identify positions with responsibility for key activities, including input of time, review and approval of time entries, adjustment of time or project charged.  Use flowcharts or narratives to identify process strengths, weaknesses, and mitigating or compensating controls.  

8. Conduct walk-throughs of the key processes, using a small sample of transactions.  Review documents, correspondence, reports, and statements, as appropriate, to corroborate process activities. 

9. Evaluate processes for adequate segregation of responsibilities.  Evaluate the adequacy of processes to provide reasonable assurance that University resources are properly safeguarded.

10. If processes do not appear adequate, develop detailed test objectives and procedures, and conduct detailed transaction testing with specific test criteria.  Consider whether statistical (versus judgmental) sampling would be appropriate for purposes of projecting on the population as a whole or for providing a confidence interval. 

Information and Communications Systems

12.
Interview Payroll and information systems personnel to identify key information systems, applications, databases, and interfaces (manual or electronic) with other systems associated with the processes and to get responses to the following questions:
a. Is this an electronic or manual information system?

b. Does the system interface with core finance systems? If yes, is that interface manual or electronic?

c. Does the system interface with outside payroll processing systems?  If yes, is that interface manual or electronic?

d. What type(s) of source documents are used to input the data?

e. What types of access controls and edit controls are in place within the automated system?

f. How are transactions reviewed and approved within the system? 

g. What are the application user roles or security levels; what transactions are allowed for each user role or security level?  

h. Who has change access to master data?

i. Who reconciles the system's output to ensure correct and accurate information?

j. Is a disaster/back-up recovery system in place for this system?

k. What is the retention period for source documents and system data?

11. Obtain and review systems documentation, if available.

12. Document information flow and interfaces with other systems, using flowcharts or narratives.  Consider two-way test of data through systems from source documents to final reports, and from reports to original source documents.   

13. Evaluate the adequacy of the information systems to provide for availability, integrity, and confidentiality of University information. 

14. Evaluate the adequacy of segregation of duties between user roles and note incompatible access rights granted, e.g., input transaction data and access to master records; input, change and approve time entries; assign user roles and input transaction data.

15.
If system controls do not appear adequate, develop detailed test objectives and procedures, and conduct detailed testing with specific test criteria.

C.        Following completion of the general overview steps outlined above, a high-level risk assessment should be prepared and documented in a standardized working paper (e.g., a risk and controls matrix).  To the extent necessary, as determined by the auditor, this risk assessment may address aspects of other areas outlined below (financial reporting, compliance, operational efficiency and effectiveness, and information and communications systems).  In addition to the evaluations conducted in the general objectives section, the risk assessment should consider the following: annual labor costs, time since last review, recent audit findings, organizational change, regulatory requirements, etc. 

III.
Financial Reporting  (Estimated time to complete – 60 hours)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding financial reporting processes.

	Audit Objective
	Areas of Risk

	Evaluate the accuracy and integrity of financial reporting, specifically addressing the following components:

· Accuracy of time reporting and labor distribution charged to projects, cost centers or GL accounts.

· Timeliness and completeness time entries and labor cost distribution.

· Reconciliation of labor costs between labor distribution system and finance systems.


	· Discrepancy between time entries and related time for labor costs charged to projects, costs centers or GL accounts.  

· Late posting of time or incomplete time posted resulting in understated labor charges.

· Costs in the labor distribution system may not match with costs recorded in project accounting or finance systems.  

· Reconciliation of labor costs is not properly done. 

· Reconciling items are not appropriately and/or timely resolved.


B.
The following procedures should be considered whenever the core audit is conducted.

1.
Identify procedures and reports for time reporting, labor distribution and posting of costs to projects, cost centers or GL accounts.  

2.
Obtain payroll journal and labor distribution reports for the last calendar quarter.  On a test basis, verify time entries, payroll costs, labor distribution and labor charged.

· From pay periods within the last quarter, select a sample of hourly and monthly employees.  Identify their time entries in time cards or time reporting system.  Agree time entries to payroll/labor distribution reports.  

· Consider validating payroll cost for sample employees by recomputing gross pay for hourly and monthly employees.  Agree recomputed gross pay to payroll register and labor distribution report.  

· Validate labor distribution for sample employees according to hours or percentage of time entered in time card or time reporting system.  

· Agree total department gross pay from labor distribution system to labor charged in projects, cost centers and/or GL accounts.  Verify proper accounting period.  

3.
Interview division or finance staff to determine reconciliation procedures for labor charged to their projects, cost centers or GL accounts.  

· Identify reconciliation performed for labor charges pertaining to sampled employees and pay periods selected. 

4.
Interview payroll staff to determine controls and procedures for handling time entries to incorrect projects, cost centers or GL accounts.  

· Identify exceptions reports and determine review and disposition of corrections.  

5.
Evaluate the accuracy and reliability of financial reporting.  If reporting does not appear accurate and reliable, develop detailed test objectives, procedures, and criteria.  Conduct detailed testing as needed to determine the impact of financial reporting issues.

IV.  Compliance  (Estimated time to complete – 40 hours)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding compliance with policies and procedures, and regulatory requirements: 

	Audit Objective
	Areas of Risk

	Evaluate compliance with the following requirements: 
· Payroll policy, standard practices and procedures;

· Regulatory requirements.
	· Violation and non-compliance with policies and procedures may result in inappropriate transactions, misappropriation of assets and increased risk.

· Failure to comply with regulatory and reporting requirements could result in fines and other restrictions.


B.
The following procedures should be considered whenever the audit is conducted: 

1. Obtain payroll policy, time reporting procedures and regulatory requirements.

2. For sampled employees, review approval of time entries. 

· Verify proper approval of time entries by employee and supervisor.  Determine if supervisor approving time has appropriate authority.  
· Ensure employees are not approving their own time entries or those of their superiors.

· Verify timely approval of time entries prior to processing by payroll and labor distribution systems.

3. Determine procedures for time and labor distribution adjustments.  

· Determine if proper review and approval of adjustments are made by employees and supervisors.  

· Consider reviewing a sample adjustments made within the last quarter for correctness and proper approval.  

4. Based on results of audit procedures, evaluate whether processes provide reasonable assurance that time reporting and labor distribution activities and practices are in compliance with policies and procedures, and regulatory requirements. 

5. If it does not appear that processes provide reasonable assurance of compliance, develop detailed audit procedures and criteria to evaluate extent of non-compliance and impact.  

V.        Operational Effectiveness and Efficiency  (Estimated time to complete – 40 hours)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding operational effectiveness and efficiency:

	Audit Objective
	Areas of Risk

	Evaluate time reporting and labor distribution processes, specifically addressing the following areas:

· Timely reporting and approval of hours and labor distribution. 

· Employee and division user ease of use.
· Available reports with sufficient information. 

· Best practices.
	· Delay in entering time and distributing labor charges resulting in inaccurate labor costs.  

· Redundant and duplicate entries.  

· High administrative cost required for time reporting and labor distribution.  

· Excessive number of time or labor distribution adjustments.


B.
The following procedures should be considered whenever it is determined that audit work related to operational effectiveness and efficiency should be conducted: 

1. Determine from interviews and test results if hours are reported and approved on a timely basis, and labor costs are distributed in the proper accounting period.  

2. Evaluate adequacy of time and labor distribution reports to meet the needs of employees and division users.  
3. Gather feedback from employees and division users if the current process meets their requirements.
4. Based on knowledge of processes gained through work performed as part of the general overview and other sections, consider whether there are operational improvements that can be made to the process to make it more efficient.

VI.
Information and Communications Systems  (Estimated time to complete – 40 hours) 

A.
The following table summarizes audit objectives and corresponding high-level risks regarding information and communications systems:

	Audit Objective
	Areas of Risk

	Evaluate information and communications systems, applications, databases, system interfaces, and records practices, specifically addressing the following:

· Electronic or manual interfaces with intra-University systems, applications, and/or databases.
· Electronic or manual interfaces between University and third party systems, applications, and/or databases.
· Records management policies and practices for both hardcopy and electronic records.
	· Security management practices may not adequately address information assets, data security, or risk assessment.

· Application and systems development processes may result in poor design or implementation.

· The confidentiality, integrity, and availability of data may be compromised by ineffective physical, logical, or operational controls. 

· Business continuity planning may be inadequate to ensure prompt and appropriate crisis response.

· Records management practices may not adequately ensure the availability of necessary information.


B.
The following will be completed each time this core audit is conducted.

1. Identify any significant changes to information and communications systems and corresponding business processes.  Evaluate the impact of any significant changes to the time reporting and labor distribution process. 

2. Evaluate adequacy of files maintained in accordance with payroll procedures and record retention policy.

C.
Consider two-way tests of data through systems from source documents to final reports and from reports to original source documents.  Evaluate the adequacy of the information and communications systems to provide for availability, integrity, and confidentiality of University information and communications resources.  

	Control Questions
	Comments

	1. Are hours entered accurately and on a timely basis?  What controls exist to ensure this objective?
	

	2. Does authorized supervisor approve time entries timely?  

3. Is approval made prior to labor cost distribution to project accounting and finance systems?

4. Is there evidence of approval of time entries by the employee and by the supervisor? 

5. Can approval of time entries be delegated?
	

	6. Does employee assign hours only to valid projects, cost centers and GL accounts?
	

	7. Can a person other than the employee input time for the employee?

8. Does the employee review and approve time entered prior to processing?
	

	9. What controls exist to ensure employee labor costs are based on current and accurate salary rates?
	

	10. Are exception reports on unapproved time and missing entries reviewed by payroll and division staff?
	

	11. Are labor charges reconciled to labor distribution reports, time reports and payroll records? 
	

	12. Are user roles, especially approver roles, assigned appropriately based on responsibilities and delegation of authority?
	

	13. Are adjustments to time and labor distribution performed and approved by authorized persons?
	

	14. Is access to time reporting and labor distribution systems restricted to authorized users only?
	

	15. Are records maintained in accordance with record retention requirements to support labor distribution charged to projects, cost centers or GL accounts?
	

	16. Are suspense accounts used to post time and labor costs failing edit checks?  When are they used?  Are balances cleared within reasonable time?
	

	17. Does payroll department request feedback from employees and divisions regarding their time reporting and labor distribution requirements?
	


18. Are there internal control concerns related to this process, which require immediate attention?  If yes, please describe.

	

	

	

	


19. Are there adequate resources to effectively and efficiently perform this process?  If not, please describe.
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