Audit Procedures 

Check Requests Core Audit Program


I.
Audit Approach

As an element of the University’s core business functions, Check Requests (Direct Charges) will be audited once every three to five years using a risk-based approach. The minimum requirements set forth in the “general overview and risk assessment” section below must be completed for the audit to qualify for core audit coverage.  Following completion of the general overview and risk assessment, the auditor will use professional judgment to select specific areas for additional focus and audit testing. 


UC Accounting Manual II. General defines Direct Charges or Check Requests as: 
Expenditures for certain goods and services obtained independently of the materiel 
management function.  These include, but are not limited to, such items as travel, utilities, 
physician professional fee payments and honoraria.


Direct charges for honoraria, travel and entertainment are not included in the scope of this 
audit program as these are covered separately in other core audit programs. 

II. 
General Overview and Risk Assessment
At a minimum, general overview procedures will include interviews of applicable campus/lab central office and department management and key personnel; a review of available financial reports; evaluation of policies and procedures associated with check requests; inventory of any compliance requirements; consideration of key operational aspects; and an assessment of the information systems environment.  During the general overview, a detailed understanding of the management structure, significant financial and operational processes, compliance requirements, and information systems will be obtained (or updated).  

As needed, the general overview will incorporate the use of internal control questionnaires, process flowcharts, and the examination of how documents are handled for key processes. 

A.
The following table summarizes audit objectives and corresponding high-level risks to be considered during the general overview.

	Audit Objective
	Areas of Risk

	Obtain a detailed understanding of significant processes and practices employed in the implementation of the check requests program, specifically addressing the following components:

· Management philosophy, and operating style, and risk assessment practices;

· Organizational structure, and delegations of authority and responsibility; 

· Positions of accountability for financial and programmatic results;

· Process strengths (best practices), weaknesses, and mitigating controls;

· Information systems, applications, databases, and electronic interfaces.
	· Poor management communication regarding expectations may result in inappropriate behavior.

· The program's risk assessment processes may not identify and address key areas of risk. 

· Inadequate separation of responsibilities for activities may create opportunities for fraud.

· Inadequate accountability for the  achievement of financial or programmatic results may decrease the likelihood of achieving results. 

· Processes and/or information systems may not be well designed or implemented, and may not yield desired results, i.e., accuracy of financial information, operational efficiency and effectiveness, and compliance with relevant regulations policies and procedures.   


B. The following procedures will be completed as part of the general overview whenever the core audit is conducted.

General Control Environment

1. Interview the campus/lab central office and department director and key managers to identify and assess their philosophy and operating style, regular channels of communication, and all internal risk assessment processes.  

2. Obtain the campus/lab central office and department's organizational chart, delegations of authority, and management reports. 

3. Inquire with the appropriate central campus/lab office reviewing Form 5’s (e.g. Accounting Office) on the common types of exceptions, problems, issues, and other observations with regards to Form 5 transactions.

4. Interview select staff members to obtain the staff perspective.  During all interviews, solicit input on concerns or areas of perceived risk. 

5. Evaluate the adequacy of the organizational structure and various reporting processes to provide reasonable assurance that accountability for programmatic and financial results is clearly demonstrated. 

6. If the organizational structure and various reporting processes do not appear adequate, consider alternative structures or reporting processes to enhance assurance.  Comparison to similar local departments, or corresponding central offices and departments on other campuses, may provide value by demonstrating better accountability.

Business Processes

7. Review applicable UC and local campus/labs policies and procedures regarding check requests using the Check Request Form; commonly referred to as Form 5.

8. Review applicable UC and local campus/labs policies and procedures to distinguish between what types of goods and services should be paid for using a Form 5 check, and what types of goods and services should be purchased using the standard University Purchase Order Requisition Form or other forms (e.g. Sub PO, procurement card).

9. Review applicable UC and local campus/labs policies and procedures regarding signature authorization protocols and forms.

10. Obtain an understanding and document general campus/lab procedures and controls over Check Request:

· Authorization

· Processing

· Monitoring

· Reporting

11. Identify all key central office and department activities pertaining to check requests, gain an understanding of the corresponding business processes, and positions with process responsibilities. 

12. For financial processes, document positions with responsibility for initiating, reviewing, approving, and reconciling financial transaction types.  Document processes via flowcharts or narratives identifying process strengths, weaknesses, and mitigating controls.  

13. Conduct walk-throughs of various processes for a small sample of transactions by reviewing ledger entries, and corresponding documents noting approval signatures (manual or electronic) versus processes as described by department. 

14.  Evaluate processes for adequate separation of responsibilities.   Evaluate the adequacy of the processes to provide reasonable assurance that University resources are properly safeguarded.

15. If processes do not appear adequate, develop detailed test objectives and procedures, and conduct detailed transaction testing with specific test criteria.  Consider whether statistical (versus judgmental) sampling would be appropriate for purposes of projecting on the population as a whole or for providing a confidence interval. 

Information Systems

16.
Interview central office and department information systems personnel to identify all campus/lab and department information systems, applications, databases, and interfaces (manual or electronic) with other systems. Obtain and review systems documentation to the extent available.  Otherwise, document information flow via flowcharts or narratives, including all interfaces with other systems, noting the following:
a. Is this an electronic or manual information system?

b. Does the system interface with core administrative information systems? If yes is that interface manual or electronic?

c. What type(s) of source documents are used to input the data?

d. What type of access controls and edit controls are in place within the automated system?

e. How are transactions reviewed and approved with the system?

f. Who performs reconciliation of the system's output to ensure correct information?

g. Is a disaster/back-up recovery system in place for this system?

h. What is the retention period for source documents and system data?

17.
Obtain and review systems documentation, if available. 

18.
Document information flow via flowcharts or narratives, including all interfaces with other systems.   Consider two-way test of data through systems from source document to final reports, and from reports to original source documents.   

19.
Evaluate the adequacy of the information systems to provide for availability, integrity, and confidentiality of University information resources. 

  20.
If system controls do not appear adequate, develop detailed test objectives and procedures, and conduct detailed testing with specific test criteria.

C.       Following completion of the general overview steps outlined above, a high-level risk assessment should be performed and documented in a standardized working paper (e.g., a risk and controls matrix).  To the extent necessary, as determined by the auditor, this risk assessment may address aspects of other areas outlined below (financial reporting, compliance, operational efficiency and effectiveness; and information systems).   In addition to the evaluations conducted in the general objectives section, the risk assessment should consider the following: annual expenditures; time since last review, recent audit findings; organizational change; regulatory requirements, etc. 

III.
Financial 

A.
The following table summarizes audit objectives and corresponding high-level risks regarding financial reporting processes.

	Audit Objective
	Areas of Risk

	Evaluate the accuracy and integrity of financial reporting, specifically addressing the following components:

· Campus/Lab check request related processes

· Campus/Lab’s monitoring of edits and variances involving check request expenditures

· Reasonableness of check request  expenditure amounts and totals

· Financial reporting practices
	· Reporting processes may not adequately align resources with key business objectives

· Edits and variances not adequately monitored/evaluated may result in inaccurate financial reports

· Improper reporting of costs may cause regulatory of compliance concerns


B.
The following procedures should be considered whenever the core audit is conducted.

1.  Identify all financial reporting methods in use by the central office and departments with regards to check requests. Obtain and review copies of recent reports.

2.   Gain an understanding of the different methods used to monitor edits and variances.  

3.   Using local query software (e.g. UCRFS Totals, ACL), perform the following:

a.
Determine specific fields to identify Form 5 check request transactions.

b.
Perform a query on Form 5 transactions by department for at least two fiscal years. Sort the downloaded data by fiscal year, department, and expenditure type.

c.
Perform an analytic review of Form 5 transactions by department by fiscal year.

2. Identify unusual trends and irregular transactions. Identify departments with large Form 5 activity and dollar volume.

3. On an overview basis, analyze the general account descriptions of transactions to 
determine if these are appropriate Form 5 type expenditures.

4. Obtain explanations for and investigate those accounts that have been identified with unusual trends, irregular transactions, and inappropriate Form 5 type expenditures. 

5. Separately review check requests initiated by employees of the central campus/lab office processing and reviewing Form 5’s and check payments.

6. Discuss these initial observations with internal audit management.

7. On a test basis, evaluate the accuracy and reliability of financial reporting. If certain reporting does not appear accurate and reliable, develop detailed test objectives, procedures, and criteria.  Conduct detailed testing as need to determine the impact of financial reporting issues.  
IV.  Compliance 

A.
The following table summarizes audit objectives and corresponding high-level risks regarding compliance with policies and procedures, and regulatory requirements. 

	Audit Objective
	Areas of Risk

	· Evaluate compliance with applicable University and local policies and procedures.

· Ascertain existence, reliability, and accuracy of supporting documentation

· Ascertain proper accounts charged


	· Delegations of authority may be improperly exceeded.

· Non-compliance with laws and regulations may put the University at risk with law enforcement or regulatory agencies. 

· Non-compliance of local processes with University requirements may result in incorrect and inconsistent reporting of check requests.

· Unauthorized, fraudulent and unsupported purchases

· Erroneous accounts charged

· Conflict of interest




B.
The following procedures should be considered whenever the audit is conducted.  

1.   Interview department staff and determine if any local laws or regulations are applicable to the specific check request expenditures.  If laws and regulations are applicable, review a sample of expenditures and department processes and policies to evaluate compliance.

2. Based on the limited review, evaluate whether processes provide a reasonable assurance that operations are in compliance with policies and procedures, and regulatory requirements. 

3. If it does not appear that processes provide reasonable assurance of compliance, develop detailed test procedures, and criteria to evaluate extent of non-compliance and impact.  Conduct additional detailed testing as needed to assess the overall impact of compliance concerns.  

4. From the Form 5 query results, (judgmentally, randomly, based on statistical sampling) select ____ samples of Form 5 transactions from selected departments for the current fiscal year.  Use the analytic review results to help identify higher risk departments.

5. For the sample departments selected, obtain a general understanding and document local procedures, controls and forms (e.g. Request for Issuance of Checks) over check requests. Ensure that these are consistent with and not less stringent than UC and campus/lab policy. 

6. For the sample departments selected, obtain the signature authorization documents and determine if these are adequate, current and periodically reviewed.

7. Ensure Form 5 authorizing signature is consistent with those listed in the signature authorization documents

8. For certain types of Form 5 expenditures, determine if approval other than departmental management is required and obtained.

9. Determine if the Form 5 method of payment was correct, or if the payment should have been made through other campus/lab disbursement systems (Purchase Order, Low-Value Purchase Order, etc.).

10. Determine if the expenditure is allowable, reasonable and for a legitimate business purpose.

11. Obtain and review the original Form 5’s and determine if all required fields/spaces have been adequately completed.

12. Determine if the proper accounts have been charged.

13. Obtain a copy of the check and other supporting documentation for the expenditure to determine adequacy and consistency with the Form 5 details.  If no supporting documents are on file, determine if a Declaration of Missing Evidence for Missing Official Receipts is attached.  Evaluate the reasonableness of explanations for the absence of supporting documents and the frequency of such occurrence.

14. Be alert to any expenditures that may have resulted in a conflict of interest.

15. For samples of check request expenditures over $100,000, determine if these are countersigned by an authorized signatory consistent with the signature authorization documents.
V.        Operational Effectiveness and Efficiency 

A.
The following table summarizes audit objectives and corresponding high-level risks regarding operational effectiveness and efficiency.

	Audit Objective
	Areas of Risk

	Evaluate project management control processes, specifically addressing the following areas:

· Check Request authorization and processes

· Adequate segregation of duties;

· Personnel Management

· Timeliness of check issuance

· Other processes, as needed.
	· Inadequate segregation of duties could result in an individual being able to commit and hide fraudulent or inappropriate activities or transactions.

· Inappropriate staffing or matching of personnel to positions may result in inefficiencies and errors.

· Inefficient processes for information exchange and communication waste resources and could lead to errors, inaccuracies and misunderstandings


B.
Based on the information obtained during the general, financial, and compliance overview, evaluate whether any operations should be evaluated further via detailed testing.   For example, the following testing should be considered (preferably in context of the same departments selected during previous testing): 

1. Observe operations and interview management and others, as necessary, to ensure that staff are qualified to perform assigned duties.

2. Observe operations and review organizational charts and job descriptions to determine if there is an adequate segregation of duties within the check request processes.  Ensure that there are adequate checks and balances so that no one person has sole responsibility for all aspects of a transaction.

3. Ensure an adequate segregation of duties between the department’s authorized preparer and reviewer of check requests.

4. For samples selected, compare the check request date against the check issue date to determine timeliness of payment.
5. Interview management and staff to understand the flow of information within the various processes and how information flows and is communicated to those who depend on it, including information flowing to and from third parties.  Evaluate the efficiency of the information flows and communication processes.

6. Based on knowledge of processes gained through work performed as part of the general overview and other sections, consider whether there are operational improvements that can be made to the process to make it more efficient.

7. If it does not appear that processes provide reasonable assurance of operational effectiveness and efficiency, develop detailed test procedures and criteria to evaluate the extent of operational inefficiency and the impact.  Conduct additional detailed testing as needed to assess the overall impact of operational efficiency concerns. 

VI.
Information Systems 

A.
The following table summarizes audit objectives and corresponding high-level risks regarding information systems.

	Audit Objective
	Areas of Risk

	Evaluate applicable information systems, applications, databases, system interfaces, and records practices.

· Electronic or manual interfaces between departmental systems, applications, and/or databases;

· Electronic or manual interfaces with core administrative information systems;

· Records management policies and practices for both hardcopy and electronic records.
	·  Security management practices may not adequately address information assets, data security policy, or risk assessment.

· Application and systems development processes may result in poor design or implementation.

· The confidentiality, integrity, and availability of data may be compromised by ineffective controls (physical, logical, operational). 

· Disaster recovery and business continuity planning may be inadequate to ensure prompt and appropriate crisis response.

· Records management policy and practice may not adequately ensure availability.


B.
The following will be completed each year that the audit is conducted.

1.
Identify any significant changes to information systems, and corresponding business processes. 

2.
Evaluate the impact of any significant changes to the overall system of internal controls. 

C.
In addition, consider two-way test of data through systems from source document to final reports, and from reports to original source documents.   Evaluate the adequacy of the information systems to provide for availability, integrity, and confidentiality of University information resources.  

D.
Based on the information obtained during the information systems overview,  evaluate whether any information resources should be evaluated further via detailed testing using specific test criteria and procedures.
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