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| NTRCDUCTI ON

On June 9, 1978, President Saxon advi sed the Chancellors, Laboratory
Directors, and nenbers of the Expanded President's Administrative
Counci| of the passage of the State of California Information Practices
Act, and the need for the University to review policies and procedures
regardi ng privacy of and access to records. As the first step in the
review, he enclosed a statenent describing |egal requirenments under
pertinent State and Federal | aws.

Since 1978, there have been changes in the various laws and in

Uni versity adnministrative policy and procedures resulting from practica
application of these laws. This Bulletin therefore supersedes the
Presidential letter and separately issues |egal requirenents on privacy
of and access to information. The provisions of these |aws as applicable

to the university are the mni mumrequirements for devel oping University
policies and procedures, and for dealing with the right of public access
to information and the right of privacy of individuals. Oher Business
and Finance Bulletins in the RVP series deal with responsibilities and
specific subjects related to privacy of and access to information

FEDERAL PRI VACY ACT OF 1974

The Federal Privacy Act is primarily directed to Federal agencies for

t he purpose of protecting the privacy of individuals identified in

i nformati on systenms naintai ned by such Federal agencies. Except with
respect to social security nunbers, the Act applies to the University
only in the few instances when a contract (not a grant) is entered into
obligating the University to operate a system of records on behalf of a
Federal agency in order to acconplish a Federal agency function
"System of records" includes any group of records from which
information is retrievable by name of an individual or sone

i dentifying nunber, synbol, or other identifying particul ar assigned

to the individual

Regardi ng use of social security number, the Federal Privacy Act does



VI .

pertain to the University. Section 7(b) of the Act is applicable to any
Federal, State, or |ocal governnental agency. In accordance wth
Section 7(b), if the University requests an individual to disclose his
or her social security nunber, it nmust informthat individual whether
such disclosure is nandatory or voluntary, by what statutory or other
authority the nunber is solicited, and what uses will be made of it.
Furthernore, the University may not deny any individual any right,
benefit, or privilege provided by | aw because of such individual's
refusal to disclose his or her social security nunber unless, (a) the
di sclosure is required by Federal statute, or (b) the disclosure is
required in relation to a system of records naintai ned by the
University in existence and operating before January 1, 1975,

and if such disclosure was required by statute or regul ation

adopted prior to that date to verify the identity of an

i ndividual. (Sanmple Federal Privacy Notices are attached as

Exhi bit A.)

FEDERAL FAM LY EDUCATI ONAL RI GHTS AND PRI VACY ACT OF 1974, DATED
JULY 17, 1976 (Buckl ey Anendnents)

This Federal |aw pertains to student records. See: Policies Applying to
Canpus Activities, organizations, and Students, Part B, Section 10.00,
"University of California Policies Applying to the D scl osure of

I nformation from Student Records," dated Cctober 31, 1983.

STATE OF CALI FORNI A EDUCATI ON CODE

This State | aw pertains to student records. See: Policies Applying to
Canmpus Activities, Organization, and Students, Part B, Section 10. 00,
"University of California Policies Applying to the Di scl osure of

I nformation from Student Records," dated Cctober 31, 1983.

NOTE: "Student records" are those records which pertain to students
directly in their capacity as students. Such records include, but are
not limted to, academ c eval uations, transcripts, test scores and ot her
academ c records, disciplinary records, and financial aid records.
Records which are mai ntai ned for purposes unrelated to a student's
status as a student, such as nedical, psychol ogical, or enploynent
records, are not considered to be student records, nor are records of
appl i cants who have not enrolled in any academ ¢ program of the
University. Once applicants becone students, however, their adm ssions
records becone student records. Those records which do not fall wthin
the definition of student records are governed by the California
Information Practices Act and the California Public Records Act. (See
Sections VI. and VII.)

CALI FORNI A PUBLI C RECORDS ACT (Governnment Code Section 6250 et seq.)
Privacy of and Access to University Public Records

The California Public Records Act declares that access to information
concerni ng the conduct of the people's business is a fundanental and
necessary right of every person in the State, that public records are
open to inspection at all tinmes during regular office hours, and are
subj ect to inspection and copying by every person except as provided in
the Act.



The nunbers in the margin of this section reference the applicable
Gover nnent Code secti on.

A

6252

B

6253

6256

6256. 1

Definitions

1. The term "person” includes any natural person, corporation
partnership, firm or association

2. The term"public records” includes any witing containing
information relating to the conduct of the public's business
prepared, owned, used, or retained by any State or |ocal agency
regardl ess of physical formor characteristics.

3. The term"witing" nmeans handwiting, typewiting, printing,

phot ost ati ng, phot ographi ng, and every other means of recording
upon any form of communication or representation, including
letters, words, pictures or sounds, or synbols, or conbination

t hereof, and all papers, maps, magnetic or paper tapes,

phot ographic films and prints, nagnetic or punched cards, discs,
druns, and ot her docunents.

Access to Public Records

1

2.

Ti mes when Records are Qpen to I nspection

Public records are open to inspection at all times during the
of fice hours of the University and every person has a right to
i nspect any public records, except as hereafter provided.
Regul ati ons may be adopted stating the procedures to be

foll oned when naki ng records avail abl e.

Right to Copy of Public Records: Time Limts

Any person may receive a copy of any identifiable public record
or copy thereof. The University is required to determne within
10 days after receipt of a records request whether or not to
conmply with the request and to notify the person making the
request of such determ nation and the reasons therefor. In
unusual circunstances, as specified below, the tine [imt may be
extended by witten notice to the person maki ng the request.

The notice will set forth the reasons for the extension and the
date on which a determination is expected to be dispatched. No
notice shall specify a date that would result in an extension
for more than 10 worki ng days. "Unusual circunstances, neans:

a. The need to search for and collect the requested records
from field facilities or other establishnents
that are separate fromthe office processing the
request.

b. The need to search for, collect, and appropriately exam ne a
vol um nous anount of separate and distinct records which are
demanded in a single request.

c. The need for consultation, which shall be conducted with al
practicabl e speed, anbng two or nore conponents of the
Uni versity having substantial subject matter interest



6256. 2 3.

6257 4.

t her ei n.
Deni al of Request for Records

Any notification of denial of any request for records shall set
forth the names and titles of positions of each person
responsi ble for the deni al

Fees for Copies

A fee may be charged for copies of records, or information
produced therefrom covering the direct costs of duplication
(See also Section VII.M for fees for copies under the
Information Practices Act.)

C. Records Exenpt from Di scl osure Requirenents

6254 The University is not required to disclose the follow ng types of
records:
6254 (a) 1. Prelimnary drafts, notes, or inter-agency or

6254 (b) 2.

6254 (c) 3.

6254 (e) 4.

6254 (f) 5.

6254 (g) 6.

6254 (h) 7.

i ntra-University menoranda which are not retained by the
University in the ordinary course of business, provided that the
public interest in wthholding those records clearly outweighs
the public interest in disclosure.

Records pertaining to pending litigation to which the
University is a party, until the pending litigation has been
finally adjudicated or otherw se settled.

Personnel, medical, or simlar files, the disclosure of
whi ch woul d constitute an unwarranted invasi on of persona
privacy.

Ceol ogi cal and geophysi cal data, plant production data, and
simlar information relating to utility systens devel opnent, or
mar ket or crop reports, which are obtained in confidence from
any

person.

Records of conplaints to, or investigations conducted by the
Uni versity Police Departnments or other agencies for correctiona

or |law enforcenent purposes, except that certain information
regardi ng individuals who have been arrested and regarding
specified information in conplaints received by | aw enforcenent
entities are to be released. The local Information Practices
Coordi nator should be consulted about rel ease of this

i nformati on.

Test questions, scoring keys, and other exan nation data
used to adm nister an exam nation for enploynent or an acadenic
exam nati on.

The contents of real estate appraisals or engineering or
feasibility estimtes and eval uations relative to the
acquisition of property, or to prospective public supply and



6254 (j) 8.

6254 (k) O.

6254 (p) 10.

6254 (q) 11.

construction contracts, until all of the property has been
acquired or all of the contract agreenent obtained.

Li brary circul ati on records kept for the purpose of
identifying the borrower of itens available in libraries, and
library and nuseum materials made or acquired and presented
solely for reference or exhibition purposes. This exenption
does not apply to records of fines inposed on the borrowers.

Records the disclosure of which is exenpted or prohibited
pursuant to provisions of Federal or State law, including, but
not limted to provisions of the Evidence Code relating to
privilege such as the physician-patient or |awer-client
privil ege.

University records related to activities governed by the

H gher Education Enpl oyee- Enpl oyer Rel ati ons Act (HEERA) which
reveal the University's deliberative processes, inpressions,
eval uati ons, opinions, recomendations, neeting m nutes,
research, work products, theories, or strategy, or which

provi de instruction, advice, or training to enployees who do
not have full collective bargaining and representation rights
under HEERA. Nothing in this subdivision shall be construed to
[imt the disclosure duties of the University with respect to
any other records relating to the activities governed by the
enpl oyee rel ati ons acts.

University records related to activities governed by

Articles 2.6 (conmencing with Section 14081), 2.8 (commencing
with Section 14087.5), and 2.91 (comencing with Section 14089)
of Chapter 7 of Part 3 of Division 9 of the Wlfare and
Institutions Code, which reveal the special negotiator's

del i berati ve processes, discussions, comrunications, or any
other portion of the negotiations with providers of health care
servi ces, inpressions, opinions, reconmendations, neeting

m nutes, research, work product, theories, or strategy, or

whi ch provide instruction, advice, or training to enpl oyees.

Except for the portion of a contract containing the rates of
payment, contracts for inpatient services entered into pursuant
to these articles on or after April 1, 1984, shall be open to

i nspection one year after they are fully executed. 1In the
event that a contract for inpatient services which is entered
into prior to April 1, 1984, is anended on or after April 1,
1984, the amendnent, except for any portion containing the
rates of paynment, shall be open to inspection one year after it
is fully executed. |If the California Medical Assistance

conmi ssion enters into contracts with health care providers for
other than inpatient hospital services, those contracts shal

be open to inspection one year after they are fully executed.

Three years after a contract or amendnent is open to inspection
under this subdivision, the portion of the contract or
anendnment containing the rates of paynment shall be open to

i nspecti on.

Not wi t hst andi ng any ot her provision of law, the entire contract



or anendnent shall be open to inspection by the Joint
Legislative Audit Conmittee. The Joint Legislative Audit
Committee shall maintain the confidentiality of the contracts
and anmendnents until such tinme as a contract or anmendnent is
fully open to inspection by the public.

6254 (r) 12. Records of Native Anerican graves, ceneteries, and sacred

pl aces mai ntai ned by the Native Anerican Heritage Conmi ssion

6254 (s) 13. A final accreditation report of the Joint Comn ssion on

6255

6254

6254.

6254.

6254.

6254.

6254.

Accreditation of Hospitals which has been transnmitted to the
State Departnent of Health Services pursuant to subdivision (b)
of Section 1282 of the Health and Safety Code, related to
contracts for outside inspection services.

14. In addition to the types of records |listed above, the
Uni versity may wi thhold any records for which it can be
denonstrated that the public interest served by not making the
records public clearly, not mnimally, outweighs the public
i nterest served by disclosure of the record. The interest of
the public and not just the interest of the University is to be
consi der ed.
NOTE: Al though the statutory exenptions fromdi sclosure allow the
University to deny disclosure, they do not require non-disclosure.
Nothing in this section is to be construed as preventing di scl osure
of records concerning the adnministration of the University,
unl ess disclosure is otherwi se expressly prohibited by |aw
5 VWhenever the University discloses a public record which is
ot herwi se exenpt fromdisclosure requirenments as outlined above in
nunbers 1 - 13 to any nmenber of the public, this disclosure shal
constitute a waiver of the pertinent exenption. Once a record
ot herwi se exenpt from discl osure has been disclosed to a nenber of
the public that exenption cannot be clained regarding that public
record when requested by another nenber of the public at a later
date. This Section, however, shall not apply to disclosures:
5 (a) Made pursuant to the Information Practices Act or discovery
pr oceedi ngs.

5 (b) Made t hrough ot her |egal proceedings.

5 (c) Wthin the scope of disclosure of a statute which [imts
di scl osure of specified witings to certain purposes.

5 (e) Made to any governnental agency which agrees to treat the
di scl osed material as confidential. Only persons authorized
inwiting by the person in charge of the agency shall be
permtted to obtain the information. Any information
obt ai ned by the agency shall be used only for purposes which
are consistent with existing | aw

D. Confidentiality of University Enpl oyee Hone Address and Tel ephone

Nunber s



6254. 3

E

6254. 8

Secti ons

6254.9 F.

6258

1. The hone addresses and hone tel ephone nunbers of University
enpl oyees shall not be deemed to be public records and shall not
be open to public inspection, except that disclosure may be nade
as follows:

a. To an agent or a famly nenber of the individual to whomthe
i nformati on pertains.

b. To an officer or enployee of another State agency when
necessary for the performance of its official duties.

c. To an enpl oyee organi zation pursuant to regul ati ons adopted
by the Public Enpl oynent Rel ations Board, except that the
hone addresses and hone tel ephone nunbers of University
enpl oyees performng | aw enforcenent related functions shal
not be di scl osed.

d. To an agent or enployee of a health benefit plan providing
heal th services or adm nistering clainms for health services
to University enployees and their enroll ed dependents, for
t he purpose of providing the health services or
adm ni stering clainms for enployees and their enrolled
dependent s.

2. Upon witten request of any enpl oyee, the University shall not
di scl ose the enpl oyee's honme address or hone tel ephone nunber to
an enpl oyee organi zati on and shall renove the enpl oyee's hone
address and hone tel ephone nunber fromany mailing |ist
mai nt ai ned by the University, except if the list is used
exclusively by the University to contact the enpl oyee.

Publ i c Enpl oynent Contracts

Every enpl oynent contract between the University and any enpl oyee
is a public record which is not subject to the provisions of

6254 and 6255, i.e., is not exenpt fromdisclosure requirenents and
may not be withheld on the grounds that the public interest is best
served by non-di scl osure.

Conput er Sof t war e

Comput er software devel oped by the University is not itself a public
record. The University may sell, lease, or license the software for
commer ci al or noncomercial use. "Conputer software, includes
conput er mappi ng systens, conputer prograns, and conputer graphics
systens. However, the public record status of information is not
affected nerely because it is stored in a conmputer-such information
shal |l be disclosed. This sectionis not intended to Iimt any
copyri ght protections.

Cvil R ghts & Renedies
1. Any person nay institute proceedings for injunctive or

declarative relief in any court of conpetent jurisdiction to
enforce his or her right to inspect or to receive a copy of any



6259 (a) 2.

6259 (b) 3.

6259 (c) 4.

6259 (d) 5.

Section VII.

1798.3 (g)

public records or class of public records.

VWhenever it is made to appear, by verified petition to the
superior court of the county where the records or sonme parts
thereof are situated, that certain public records are being

i nproperly w thheld froma nmenber of the public, the court shal
order the officer or person charged with w thhol ding the records
to disclose the public record or show cause why he or she shoul d
not do so

If the court finds that the public official's decision to

refuse disclosure is not justified, he or she shall order the
public official to make the record public. If the judge

determ nes that the public official was justified in refusing to
make the record public, he or she shall return the itemto the
public official wthout disclosing its content and with an order
supporting the decision refusing disclosure.

In an action filed on or after January 1, 1985, an order of

the court either directing disclosure by a public official or
supporting the decision of the public official refusing

di sclosure is not a final judgnent or order, but shall be

i medi ately reviewabl e by petition to the appellate court. Any
person who fails to obey the order of the court shall be cited
to show cause why he or she is not in contenpt of court.

The court shall award court costs and reasonabl e attorney

fees to the plaintiff should the plaintiff prevail in
l[itigation. The costs and fees shall be paid by the University
and shall not become a personal liability of the University
enpl oyee. If the court finds that the plaintiff's case is

clearly frivolous, it shall award court costs and reasonable
attorney fees to the University.

CALI FORNI A | NFORMATI ON PRACTI CES ACT of 1977 (G vil Code
Section 1798 et seq.) Privacy of and Access to University
Records Pertaining Specifically to Personal Data

The California Information Practices Act of 1977 established
certain requirenments for the collection, maintenance, and

di ssem nation of any information that identifies or describes
an individual. Al records maintained by the University that
fall within the definitions included in Section VII.A and B
are covered by this law. The Information Practices Act does
not apply to student records, i.e., those records pertaining to
an individual directly in his or her capacity as a student.
But it does apply to records of potential students before
enrollment, i.e., records of applicants for adm ssion. (See
Sections IV. and V.)

The nunbers in the margin of this section reference the
applicable Cvil Code section

A. Definitions - Genera

1. The term"record" neans any file or grouping of
i nformati on about an individual that is maintained by



1798.3 (h)

appears

1798. 3 (d)
1798. 3 (f)
cor por ati on,

1798.3 (b)

1798.3 (i)

1798.3 (K)

1798.3 (c)

NOTE:

2.

3.

4.

6.

an agency by reference to an identifying particul ar
such as the individual's nane, photograph, finger or
voi ce print, or a nunber or synbol assigned to the

i ndi vi dual

The term "system of records"” neans one or nore records,
which pertain to one or nore individuals, which is

mai nt ai ned by the University, fromwhich information is
retrieved by the nanme of an individual or by sonme

i dentifying nunber, synmbol, or other identifying
particul ar assigned to the individual

Subsections 1 and 2 above should not be interpreted to
deny an individual access to information pertaining to
himor her nmerely because it is not filed or retrieved
by an identifier particular to that individual. An

i ndi vidual has a right of access to information about
hinsel f or herself if his/her name or identifier

in arecord, even if the information is not maintained
by an identifier particular to the individual. Any
personal information about an individual is accessible
to that individual, regardless of howit is filed, if a
reasonable effort would |l ocate it.

The term "indi vidual " nmeans a natural person

The term "person” means any natural person

partnership, firm or association

The term "agency” means every State office, officer

departnment, division, bureau, board, comm ssion, or

ot her State agency except:

a. The California Legislature;

b. The California Judiciary;

c. The State Conpensation |Insurance Fund, except as to
any records which contain personal information

about that agency's enpl oyees; or

d. A local agency, as defined in subdivision (b) of
Section 6252 of the Governnent Code

The term "governnental entity" means any branch of the
Federal governnment or the |ocal governnent.

The term "regul atory agency” neans the State Banking
Departnment, the Department of Corporations, the
Department of |nsurance, the Departnment of Savings and
Loan, the Department of Real Estate, and agencies of
the United States or of any state responsible for

regul ating financial institutions.

The term "di scl ose" neans to discl ose, rel ease,



1798.3 (e)

cat egories

confidenti al

1798. 40 (a -

1798. 40 (d)

c)

transfer, dissem nate, or otherw se conmunicate all or
any part of any record orally or by electronic or any
ot her nmeans to any person or entity.

9. The term"nmaintain” includes maintain, acquire, use or
di scl ose.

Definitions - Categories of Information

The primary significance of distinguishing between
confidential, personal, and nonpersonal information is to
clarify access rights of the individual to whomrecords
pertain and third party disclosure rights. Generally
speaki ng, everyone has a right of access to nonpersona

i nformati on which may be viewed as the equival ent of public
information. Full access to personal information is
provided to the individual to whomthe information
pertains, but very limted disclosure of it is allowed to
ot her persons or agencies. Confidential information, as
defined in the aw, has the nost restricted access and so
long as the informati on remains confidential it generally
is not accessible even to the individual to whomit
pertains. Although recent anendnments to the Information
Practices Act have altered or deleted those three

of information, University policy continues to classify

i nformati on as confidential, personal, or nonpersonal. In
addition, University policy establishes a special category
of confidential academ c review records.

1. Confidential Information

Recent anendnents to the Information Practices Act
delete the termconfidential information from Section
1798.3 but retain the limted access rights provided to
i nformati on previously so denied by addition of a new
Section 1798.40. Section 1798.40 provides that an
agency is not required to disclose information to the

i ndi vidual to whomthe information pertains if certain
criteria are satisfied. The criteria |isted correspond
to those previously used to define the term

i nformati on. Thus, although the term has been
elimnated fromthe Act, no substantive change has been
ef fected regardi ng disclosure or access rights. The
University will continue to use the term confidenti al

i nformati on to nean any informati on which nmeets any of
the following criteria:

a. |Is conpiled for the purpose of investigation of
suspected crimnal activities or identification of
i ndi vidual crimnal offenders or alleged offenders.

b. Is maintained for the purpose of an investigation
of an individual's fitness for University
enpl oyment, or of a grievance or conplaint, or a
suspected civil offense, so long as the information



1798. 40 (e)

1798. 40 (f)

APM 160- 20- b( 1)

convey

2.

is withheld only so as not to conprom se the
investigation or a related investigation. The
identities of individuals who provided information
for the investigation may be wi thheld pursuant to
Section 1798.38. (See Section VII1.H 1.)

c. Whuld conprom se the objectivity or fairness of a
conpetitive exam nation or appointment or pronotion
in University service, or is used to deternine
schol astic aptitude.

d. Pertains to the physical or psychol ogical condition

of the individual, if the University determ nes
that di sclosure would be detrimental to the
individual. The information shall be discl osed

upon the individual's witten authorization to a
i censed nmedi cal practitioner or psychol ogi st
desi gnated by the individual

Confidential Academ c Revi ew Records

A special University category of confidential academc
review records is defined in Acadeni c Personnel Manua
Section 160-20-b(1). This category pertains to
academni c evaluations and letters of recomendation
Access to this type of information is specially
controlled both for the individual to whomthe
information pertains and to all third parties.
Academ ¢ Personnel Manual Section 160-20-c(2) and

160- 20-d defi ne these access rights.

Nonper sonal I nformation

The recent anmendnents to the Information Practices Act
al so delete the termnonpersonal information fromthe
Act. The deleted Section 1798.3 (c) defined
nonpersonal information as "...limted factual data,
whi ch could not, in any reasonable way reflect or

anyt hing detrinental, disparaging, or threatening to an
i ndividual's reputation, rights, benefits, privileges,
or qualifications.” Although the term has been del et ed
fromthe Act, Section 1798.24 (g) continues to permt
di scl osure of such information pursuant to the
California Public Records Act. Disclosures under this
section do not require consent of the individual to
whom the information pertains. Under the California
Public Records Act, disclosure of personal information
is allowable so |l ong as the disclosure does not
constitute an "unwarranted i nvasi on of persona
privacy." Wth both acts in mnd, the University wll
continue to use the term nonpersonal information as
defined above and will disclose such information in
accordance with the Information Practices Act, the
Public Records Act, Staff Personnel Policy 605,
Acadenmi ¢ Personnel Section 160, Admi nistrative and

Pr of essi onal Staff Program Personnel Policy 160,



1798.3 (a)

4.

Executive Program Personnel Policy 20, and Managenent
and Professional Program Personnel Policy 60.

The University has determ ned that the foll ow ng
i nformati on about University enpl oyees i s nonpersonal

a. Nane

b. Date of hire or separation
c. Current position title

d. Current rate of pay

e. organization unit assignnent, including office
address & tel ephone nunber

f. Current job description

g. Full time or part time, and career, casual or
probati onary status

h. Prior non-University enpl oynent

i. Additional enploynment information may be required
to be released to the public as determ ned by the
Ceneral Counsel and the Senior Vice President-
Admi ni stration

Personal [ nformation

In further interpretation of the Information Practices
Act as anended, the University will use the term
"personal information” to nmean all information that
identifies or describes an individual except that
information which is determned to be confidential
confidential academ c, or nonpersonal as discussed in
Subsections 1, 2, 3 above, and the disclosure of which
woul d constitute an unwarranted invasion of

personal privacy. Thus, much information about
individuals will fall under the personal category.
Sonme exanpl es of the nost conmon types of persona

i nformation are:

a. Birthdate

b. Gtizenship

c. Social security nunber

d. Hone address and home tel ephone nunber
e. Income tax w thhol ding

f. Staff performance evaluations or letters of
corrective actions
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g. Spouse's or other relatives' nanes

Ceneral Requirenents

Under the Information Practices Act, the University of
California shall:

1

Maintain in its records only that information about an
i ndi vidual which is relevant and necessary to
acconpl i sh a purpose of the University required or

aut horized by the California Constitution or statute or
mandat ed by the Federal governnent.

Coll ect information about an individual to the greatest
extent practicable directly fromthe individual who is
the subject of the information rather than from

anot her source.

Mai ntain the source or sources of information about an
i ndi vi dual unless the source is the data subject, and
maintain the information in a readily accessible form
so as to be able to provide it to the data subject upon
request.

Maintain all records to the nmaxi mum extent possible,
wi th accuracy, relevance, tineliness, and conpl et eness.

Ensure that an individual's nane and address are not

di stributed for comrercial purposes or sold or rented
by the University unless such action is specifically
aut horized by law. Upon witten request of any

i ndi vidual, any University office which nmaintains a
mailing list shall renpve the individual's name and
address fromsuch list, except that the office need not
renmove the individual's nanme if such nane is

excl usively used by the University to directly contact
t he i ndi vi dual

Establish rul es of conduct for persons involved in the
desi gn, devel opnent, operation, disclosure, or

mai nt enance of records containing information about an
i ndi vidual, and instruct each such person with respect
to such rules of the requirements of the Information
Practices Act and related University policies and of

renedi es and penalties for nonconpliance. (Sanple
Rul es of Conduct are attached as Exhibit D.)

Establ i sh appropriate and reasonabl e adm nistrative,
techni cal, and physical safeguards to ensure conpliance
with the Information Practices Act and the security and
confidentiality of records.

Cause, consistent with its authority, the requirenents
of this policy to be applied to any informati on about

an individual contained in any records the University

has contracted to operate or maintain.
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(a)

(b)

(c)

(d)

(e)

(f)

(9)

(h)

9. Ensure that no record containing information about an
i ndividual is nodified, transferred, or destroyed for
t he purpose of avoiding conpliance with these | ega
requi renents. The University shall not renmpve or
destroy information about an individual who has
requested access to the information before allow ng the
i ndi vi dual access to the record containing the
information. Violation may lead to civil action under
the State | aw

Noti ce Requirenents - To the Individua

The University shall provide the notice specified in this
section on or with any formused to collect persona
information fromindividuals. Wen contact with the
individual is of a regularly recurring nature, an initial
notice followed by a periodic notice of not nore than
one-year intervals shall satisfy this requirenent.

The notice shall include all of the follow ng:

1. The nane of the University office that is requesting
i nformation.

2. The title, University address, and University tel ephone
nunber of the official who is responsible for the
system of records and who shall, upon request, inform
an individual regarding the [ocation of his or her
records and the categories of any persons who use the
information in these records.

3. The authority, whether granted by statute, regulation
or University policy which authorizes the maintenance
of the information

4. Wth respect to each item of information, whether
subm ssi on of such information is mandatory or
vol unt ary.

5. The consequences, if any, of not providing all or any
part of the requested information

6. The principal purpose or purposes within the University
for which the information is to be used.

7. Any known or foreseeable disclosure which may be nade

the information to Federal, State, or |oca
gover nnent al agenci es.

8. The individual's right of access to records containing
personal information which are maintai ned by the
Uni versity.

This section does not apply to any enforcenent docunent
i ssued by an enpl oyee of a | aw enforcenent agency in the
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(a)

(b)

(c)

(d)

performance of his or her duties wherein the violator is
provi ded an exact copy of the docunent, or to accident
reports whereby the parties of interest may obtain a copy
of the report pursuant to Section 20012 of the Vehicle

The notice required by this section does not apply to

Uni versity requirenents for an individual to provide his or
her name, identifying nunber, photograph, address, or
simlar identifying information, if this information is
used only for the purpose of identification and

conmuni cati on with the individual by the University, except
that requirements for an individual's social security
nunber shall conformw th the provisions of the Federa
Privacy Act of 1974. (A sanple State Privacy Notice is
attached as Exhibit B. For information concerning use of
soci al security nunber, see Section IIl, and Exhibit A)

Noti ce Requirenments - To the State

In accordance with the Information Practices Act, the
University shall file notices with the State Ofice of
Information Practices, on March 31 of each year, for any
system of records containing personal or confidential

i nf ormati on.

Notices required to be filed by the Information Practices
Act shall specify each of the follow ng:

1. An index or list showi ng each record system by name or
title.

2. The procedures to be followed for an individual to gain
access to, and contest the contents of, records
cont ai ni ng personal information. The procedures shal
include the nanme or title and business address of the
Uni versity's designated contact person for each record
system

3. Each known instance during the reporting period in

personal information has been distributed by the
Uni versity or obtained by any person in a manner not in
accord with | aw

4. Each known instance during the reporting period where
access to records requested under the Information
Practices Act or the California Public Records Act has
been deni ed, and each known instance of delay in
provi di ng access to, or copies of, records beyond the
statutory limts inposed by the applicable
provi sions of the Information Practices Act or the
California Public Records Act, and the statutory basis
or other reasons therefor

If the University fails to file such a report the State
Ofice of Information Practices pronptly shall informthe
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to

University and if the University fails to conply within 30
days thereafter, the State Ofice shall report the failure
as a violation in its annual report to the Legislature
pursuant to the Information Practices Act.

In addition, upon the request of an individual who is
identified in a record system or upon the request of the
Ofice of Information Practices, the University shall, with
respect to any personal information in the record system
explain the authority and purpose for naintaining the

i nformation, the routine or probable disclosures

of the information, and the retention and di sposal policies
pertaining to the infornmation.

I nquiries About Information

1. Each individual shall have the right to inquire and be
notified as to whether the University maintains a
record about hinself or herself. Inquiries shal
specify the nane or title of the system of records.
The University shall allow individuals to review the
notices subnmitted to the State Ofice of Information
Practices (see Section VII.E.). and shall take
reasonabl e steps to assist individuals in making their
requires sufficiently specific.

2. \Wen notifying an individual as to whether or not the
Uni versity maintains records about the individual, such
notice shall include the title and busi ness address of
the University official responsible for naintaining the
records, the procedures to be followed to gain access

the records, and the procedures to be followed for an
i ndi vidual to contest the contents of such records
unl ess the individual has received this notice during
t he past year.

G D sclosure of Information

1. Nonpersonal Information

The University will disclose all nonpersona
information in response to any request.

2. Confidential Academ c Revi ew Records

Di scl osure of confidential academ c review records is
governed by University policies contained in Academc
Per sonnel Manual Section 160.

3. Confidential Information

Most confidential information, as defined in the |aw,
i s nondi sclosable to the individual to whomit pertains
or to others except as provided by law. For exanple,
medi cal records are subject to the Confidentiality of
Medi cal Information Act; Mental health records, records
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rel ated to al cohol and drug abuse, and records

related to AIDS are subject to simlar special |aws, as
are crimnal |aw enforcenent records and investigative
materials. Questions pertaining to the rel ease of
confidential information should be directed to the
Ofice of The General Counsel or the local Information
Practices Coordinator for guidance.

Personal [ nformation

The University will not disclose any persona
information in a manner that would link the information
di sclosed to the individual to whomit pertains unless
the di sclosure of the information is:

a. To the individual to whomthe information pertains.

b. Wth the prior witten voluntary consent of the
i ndi vidual to whomthe record pertains, but only if
such consent has been obtained not nore than 30
days before the disclosure, or inthe tinme limt
agreed to by the individual in the witten consent.

c. To the duly appointed guardi an or conservator of

i ndi vidual or a person representing the individua
provided that it can be proven with reasonabl e
certainty that such person is the authorized
representative of the individual to whomthe

i nformati on pertains.

d. To those officers, enployees, attorneys, agents, or
vol unteers of the University if the disclosure is
rel evant and necessary in the ordinary course of
the performance of their official duties and is
related to the purpose for which the information
was acqui red.

e. To a person, or to another agency when the transfer
is necessary for the transferee agency to perform
its constitutional or statutory duties, and the use
is conpatible with a purpose for which the
information was col |l ected and the use or transfer
is listed in the notice filed with the State Ofice
of Information Practices or accounted for in
accordance with Section VIl1.1.1. Wth respect to
information transferred froma | aw enforcenent or
regul atory agency, or information transferred to
anot her | aw enforcenment or regul atory agency, a
use is conpatible if the use of the information
requested is needed in an investigation of unlawf ul
activity under the jurisdiction of the requesting
agency or for licensing, certification, or
regul atory purposes by that agency.

f. To a governmental entity when required by State or
Federal | aw.
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(h)

(k)

(1)
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(o)

(p)

(a)

Pursuant to the California Public Records Act.

To a person who has provided the University with
advance adequate witten assurance that the
information will be used solely for statistica
research or reporting purposes, but only if the
information to be disclosed is in a formthat wll
not identify any individual

Pursuant to a determination by the University that
conpel l'ing circunstances exi st which affect the
health or safety of an individual, if upon the

di sclosure, notification is transnmtted to the

i ndi vidual to whomthe information pertains

at his or her |ast known address. Disclosure shal
not be made if it is in conflict with other State
or Federal |aw.

To any person pursuant to a subpoena, court order
or other compul sory | egal process if, before the
di scl osure, the agency reasonably attenpts to
notify the individual to whomthe record pertains,
and if the notification is not prohibited by |aw.

To any person pursuant to a search warrant.

For the sol e purpose of verifying and payi ng
government health care service clainms nmade pursuant
to Division 9 (comrencing with Section 10000) of
the Welfare and Institutions Code, related to

provi sion of aid and services to the needy and

di stressed.

To a | aw enforcenent or regul atory agency when
required for an investigation of unlawful activity,
or for licensing, certification, or regulatory

pur poses, unless the disclosure is otherw se

prohi bited by | aw

To anot her person or governnental organization to

t he extent necessary to obtain information fromthe
person or governmental organization as necessary
for an investigation by the University of a failure
to conply with a specific State | aw which the

Uni versity is responsible for enforcing.

To the State Ofice of Information Practices when
the transfer is necessary for that office to

i nvestigate a conplaint it has received regardi ng
an alleged violation of any provision of the
Information Practices Act or to performits

medi ati on functions, provided that the Ofice of
Information Practices has received witten

vol untary consent of the individual to whomthe

i nformati on pertains for such a transfer
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p. To a committee of the Legislature or to a nenber of
the Legislature, or his or her staff when
authorized in witing by the nmenber, where such
menber has permission to obtain the information
fromthe individual to whomit pertains or where
t he menber provi des reasonabl e assurance that he or
she is acting in behalf of the individual

g. For scientific research within the University of
California or to a nonprofit educationa
institution conducting scientific research
provi ded the request for information includes
assurances of the need for personal information
procedures for protecting the confidentiality of
the informati on and assurances that the persona
identity of the subject shall not be further
disclosed in individually identifiable form

Information Prior to Disclosure

1

NOTE:

Del eti on of Source of Letters of Recomendati on

If information, including letters of recomendation
conpil ed for the purpose of determining suitability,
eligibility, or qualifications for enpl oynent,
advancenent, renewal of appointnment or pronotion, was
received with the promse or, prior to July 1, 1978,

wi th the understanding that the identity of the source
of the information would be held in confidence and such
source is not in a supervisory position with respect to
the individual to whomthe record pertains, the
University shall fully informthe individual of al
personal information about that individual wthout
identification of the source. This nay be done by
providing a copy of the text of such material with only
such del etions as are necessary to protect the identity
of the source, or by providing a conprehensive sumrary
of the substance of the material. Wichever nethod is
used, the University shall insure that full disclosure
is made to the subject of any personal information that
could reasonably in any way reflect or convey anything
detrimental, disparaging, or threatening to an

i ndividual's reputation, rights, benefits, privileges,
or qualifications, or be used by the University to nake
a determination that would affect an individual's
rights, benefits, privileges, or qualifications.
"Supervisory positions” shall not be deened to

i ncl ude chai rpersons of academ c departnents.

Wth respect to confidential academ c review records,
see Acadeni c Personnel Manual Section 160-20-c(2).

Del eti on of Personal or Confidential |nformation About
O hers

In disclosing information contained in a record to an
i ndi vidual, the University shall not disclose any
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NOTE:

personal or confidential information as defined in the
law relating to another individual which may be
contained in a record. To conply with this section

the University, in disclosing information, shall delete
fromdisclosure such informati on as may be necessary.

Del eti on of Confidential |nfornmation About the
I ndi vi dual

In disclosing information contained in a record to an
i ndi vidual, the University need not disclose any
confidential information as defined in the | aw
pertaining to that individual. To conply with this
section, the University, in disclosing persona

i nformati on contained in a record, may delete from

di scl osure any confidential information

The above subsection does not apply to confidenti al
academ c review records. See Academ c Personnel Manua
Section 160-20-c(2).

. Accounting of Disclosures

1

In conpliance with the Information Practices Act, the
Uni versity shall keep an accurate accounting of the
date, nature, and purpose of each disclosure of a
record made pursuant to Subsections i, j, k, m and n
of Section VII.G 4. This accounting shall also be
required for disclosures made in accordance with
Subsections e and f of Section VII.G 4., unless notice
to the State office of Information Practices has been
provi ded as described in Section VII.E. The accounting
shall also include the nane, title, and business
address of the person or agency to whom such a

di scl osure was made. (A sanple Accounting of

Di sclosure Formis attached as Exhibit C ) For the

pur pose of an accounting of a disclosure nade

under Subsection mof Section VII.G 4., it shall be
sufficient for a | aw enforcenent to record the date of
di scl osure, the | aw enforcenment agency or regul atory
agency requesting the disclosure, and whether the

pur pose of the disclosure is for an investigation of
unl awful activity under the jurisdiction of the
requesting agency, or for licensing, certification, or
regul atory purposes by that agency.

Routi ne di scl osures of information pertaining to
crimes, offenders, and suspected offenders, to | aw
enforcenent or regul atory agencies of federal, state,
and | ocal governnent shall be deened to be disclosures
pursuant to Subsection e of Section VII.G 4.

The University shall retain the required records of

di sclosure for at least three years after the

di scl osure, or until the original record is destroyed
pursuant to the University's disposition schedul e,

whi chever is shorter.
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J.

The University shall informany person or agency to
whom a record contai ning personal or confidential

i nformati on has been di scl osed during the precedi ng
three years, of any correction of an error or notation
of dispute, if an accounting of such disclosure was
requi red and has not been destroyed, or if the nane of
t he person or agency to whomthe discl osure was nade is
known.

Ri ght of Access by Individuals to Wiom I nformation Pertains

1

Confidential Academ c Revi ew Records

The right of access to confidential academ c review
records by the individual to whom such information
pertains is governed by University policies contained
in Academ c Personnel Manual Section 160.

Confidential Information

a. The University is not required to disclose
information determ ned to be confidential, as set
forth in Section VII.B.1., to the individual to
whom such information pertains. This shall not be
construed to deny an individual access to
information relating to himor her if access is
al | owed by another statute or decisional |aw of
this State.

b. Except as provided in Subsection J.2.d below, if
the University determ nes that information
requested is exenpt fromaccess as confidenti al
the University shall informthe individual in
witing of its findings that disclosure is not
required by | aw.

c. Except as provided in Subsection J.2.d. below, the
Uni versity shall conduct a review of its
determ nation that particular information is
confidential and exenpt from access wi thin 30 days
fromthe receipt of a request by an individua
directly affected by the determ nation, and inform
the individual in witing of the findings of the
review. The review shall be conducted by the |oca
I nformati on Practices Coordinator

d. If the University believes that conpliance with

Subsection J.2.b. above, would seriously interfere
with attenpts to apprehend persons who are wanted
for conmtting a crinme or attenpts to prevent the
conmi ssion of a crime or would endanger the life of
an informant or other person submitting information
contained in the record, it may petition the
presiding judge of the superior court of the county
in which the record is nmaintained to i ssue an ex
parte order authorizing the University to respond
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to the individual that no record i s nmintained.

Personal [ nformation

a.

The University shall permt any individual upon
request and proper identification to inspect al
the personal information in any record containing
personal information, and maintai ned by reference
to an identifying particul ar assigned to the
individual. In addition, the individual shall be
permtted to i nspect any personal information about
hinsel f or herself where it is maintained by
reference to an identifying particular other than
that of the individual, if the University knows or
shoul d know that the information exists. The

i ndi vidual al so shall be permitted to inspect the
accounting made in accordance with Section VII.I

The University shall permt the individual, and,
upon the individual's request, another person of
the individual's own choosing to inspect all the
personal information in the record and have an
exact copy made of all or any portion thereof. The
University may require the individual to furnish a
witten statenent authorizing disclosure to anot her
person.

The University shall present the information in the
record in a formreasonably conprehensible to the
general public.

VWhenever the University is unable to access a
record by reference to name only, or when access by
nane only woul d i npose an unreasonabl e

adm ni strative burden, the University may require
the individual to submt other identifying
information, to facilitate access to the record

The information or a true copy thereof, shall be
made available to the individual at a location near
the residence of the individual or by mail

whenever reasonabl e.

K. Requests for Anendnment of Records

1

The University shall permit an individual to request in
writing an anmendnent of a record and shall, within 30
days of the date of receipt of such request:

a.

Make each correction and i nformthe individual of
such correction; or

Informthe individual of its refusal to amend the
record, the reason for the refusal, the procedures
establ i shed by the University for the individual to
request a review of the refusal, and the nane,
title, and business address of the review ng
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NOTE:

of ficial

Any individual who disagrees with a refusal to amend a
record may request a review of such refusal. The

revi ew shall take place within 30 days, unless for good
cause shown the University extends the review by an
additional 30 days. |If, after such review, the
reviewi ng official refuses to anend the record in
accordance with the request, the University shal

permt the individual to file a statement of reasonable
length setting forth the reasons for the individual's
di sagreenent .

The University, with respect to any disclosure

contai ning information about which the individual has
filed a statenment of disagreenent, shall clearly note
any portion of the record which is disputed and nake
avail able to any person to whomthe disputed record
has been or is disclosed copies of the individual's
statenment and copies of a concise statenent of the
reasons of the University for not making the anendnent.

For procedures regarding requests for corrections or
deletions in records and additions to such records, see
Acadenmi ¢ Personnel Manual Section 160, Administrative
and Professional Staff Program Personnel Policy 160,
Executive Program Personnel Policy 20, Managenent and
Pr of essi onal Program Personnel Policy 60, and Staff

Per sonnel Manual Policy 605.

Deadl i nes for Rel ease, Copying, and Amendnent of

NOTE:

The University shall make avail able all disclosable
information within 30 days of the receipt of a request
for active records, and within 60 days for records that
are geographically dispersed or which are inactive and
in storage. Failure to respond within these tine
limts shall be deened deni al

VWhen an indivi dual inspects disclosable information the
Uni versity shall provide, upon the individual's
request, exact copies of such information within 15
days of the inspection.

If requested information is determned to be
confidential and thus exenpt from access, the
University shall informthe individual in witing
within 30 days fromthe recei pt of the request.

Requests for an amendnent of a record requires
University action within 30 days of request. See
Section VII.K  for the action required.

See Section VI.B. 2. for deadlines under the Public
Records Act.
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Fees for Copies

The University may establish fees to be charged, if any, to
an individual for making copies of a record. Such fees
shal | exclude the cost of any search for and review of the
record and shall not exceed ten cents per page. (See
Section VI.B.4. for fees for copies under the Public
Records Act.)

State O fice of Information Practices

In accordance with the Information Practices Act, the

State Ofice of Information Practices, upon

receiving a conplaint, may investigate violations of the
Act and may attenpt to nediate any di spute between the

Uni versity and a conpl aining individual. The

Ofice of Information Practices shall not have access to
personal information except pursuant to the witten

vol untary consent of the individual to whomthe information
pertains.

Cvil Renedies

1. An individual may bring a civil action against the
Uni versity whenever the University does any of the
fol | owi ng:

a. Refuses to conply with an individual's |aw ul
request to inspect personal information

b. Fails to maintain any record concerni ng any
i ndi vidual with such accuracy, relevance,
timeliness, and conpl eteness as i s necessary to
assure fairness to any deternmination relating to
the qualifications, character rights, opportunities
of , or benefits to the individual that may be
made on the basis of such record, if, as a result
of such failure, a determnation is nmade which is
adverse to the individual

c. Fails to conply with any other provision of the
Information Practices Act, or any rule pronul gated
t hereunder, in such a way as to have an adverse
effect on an individual

2. In any suit brought under the provisions of Subsection
O 1l.a., above, the court may enjoin the University from
wi t hhol di ng the records and order the production to the
conpl ai nant of any University records inproperly
wi thhel d. The court hall assess against the University
reasonabl e attorney's fees and other litigation costs
reasonably incurred in any suit in which the
conpl ai nant has prevail ed.

3. In any suit brought under the provisions of Subsection
Ol.b. or c. above, the University shall be liable to
the individual in an anpbunt equal to the sum of:
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Q

a. Actual damages sustained by the individual
i ncl udi ng damages for nmental suffering.

b. The costs of the action together with reasonabl e
attorney's fees as determned by the court.

The above aut horized civil actions shall not apply with
respect to an allegation that an opinion which is

subj ective in nature, as distinguished froma factual
assertion, about an individual's qualifications in
connection with a personnel action, was not accurate,
rel evant, tinmely or conplete.

Any University enpl oyee, other than when acting solely
in his or her official capacity, who intentionally

di scl oses informati on not otherw se public, which he or
she knows or shoul d reasonably know was obtai ned from
personal or confidential information maintained by the
Uni versity, or from"records” within a "system of
records” (as such terns are defined in the Federa
Privacy Act of 1974) maintai ned by a Federal governmnent
agency, shall be subject to a civil action, for

i nvasion of privacy, by the individual to whomthe

i nformati on pertains. In any successful action the
conplainant, in addition to any special or genera
damages awarded, shall be awarded a m ni mum of $2, 500
in exenplary danages as well as attorney's fees and
other litigation costs reasonably incurred in the suit.

P. Penalties

1

1

Any of ficer or enployee of the University who
intentionally violates any provision of the Information
Practices Act or any rules or regul ati ons adopt ed

t hereunder may be disciplined, and such discipline my
i nclude term nati on of enpl oynment.

Any person who willfully requests or obtains any record
cont ai ni ng personal or confidential information from
the University under false pretense shall be guilty of
a m sdeneanor and fined not nore than $5, 000, or

i npri soned not nore than one year, or both.

Except for disclosures which are otherw se required or
permtted by law, the intentional disclosure of

psychiatric, or psychol ogical information in violation
of the disclosure provisions of the Information
Practices Act is punishable as a m sdenmeanor if the
wrongful disclosure results in economc | oss or
personal injury to the individual to whomthe

i nformati on pertains.

Rel ation of the Information Practices Act to O her Laws

The Information Practices Act shall be construed to



super sede any other provision of State |law, including
any exenption in Section 6254 or 6255 of the Public
Records Act, which authorizes any agency to w thhold
froman individual any record containing persona

i nformation which is otherw se accessi bl e under the

I nformation Practices Act.

1798. 71 2. The Information Practices Act shall not be deened to
abridge or limt the rights of litigants, including
parties to administrative proceedi ngs, under the |aws,
or case law, of discovery of this state.

1798. 76 3. Nothing in the Information Practices Act shall be
construed to revoke, nodify, or alter in any manner any
statutory provision or any judicial decision which (a)
aut hori zes an individual to gain access to any |aw
enforcenent record, or (b) authorizes discovery in
crimnal or civil litigation

EXH BIT A
(See Section Ill., pages 4 and 5)

SAMPLE FEDERAL PRI VACY NOTI CES

Section 7(b) of the Federal Privacy Act of 1974 provides that any
Federal, State, or |ocal governnent agency which requests an individua

to disclose his or her social security account nunber shall informthat

i ndi vi dual whether the disclosure is mandatory or voluntary, by what
statutory or other authority such nunber is solicited, and what uses

will be nade of it. The notification requirements of Section 7(b) of the
Act may be net in one of three ways.

CPTION 1

For requesting the mandatory disclosure of social security nunbers to be
used for record keeping systens established prior to January 1, 1975,
pursuant to Federal or State statute or regul ation

Pursuant to the Federal Privacy Act of 1974, you are hereby notified

t hat disclosure of your social security nunber is nmandatory. Disclosure
of the social security nunber is required pursuant to (Federal or State

statue or regulation - provide citation.) The social security nunber is

used to verify your identity.

CPTI ON 2

For requesting the mandatory di scl osure of social security nunbers to be
used for record keeping systens established prior to January 1, 1975,
pursuant to the authority of The Regents.

Pursuant to the Federal Privacy Act of 1974, you are hereby notified
t hat disclosure of your social security nunber is nmandatory. This
record
keepi ng system was established prior to January 1, 1975 pursuant to the
authority of The Regents of University of California under Art. 1X
Sec.
9 of the California Constitution. The social security nunmber is used to



verify your identity.
OPTION 3

For requesting the voluntary disclosure of social security nunbers for
record keepi ng systens established subsequent to January 1, 1975,
pursuant to the authority of The Regents.

Pursuant to the Federal Privacy Act of 1974, you are hereby notified

t hat disclosure of your social security nunber is voluntary. This
record

keepi ng system was established pursuant to the authority of The Regents

of the University of California under Art. 11X Sec. 9 of the
California
Constitution. The social security number is used to verify your
identity.
EXH BIT B

(See Section VII.D., page 19)
SAMPLE STATE PRI VACY NOTI CE

The State of California Information Practices Act of 1977 (effective
July 1, 1978) requires the University to provide the foll ow ng

i nformati on to individuals who are asked supply information about

t hensel ves:

The principal purpose for requesting the information on this formis to
(state purpose - paynent of earnings, admnistration of University
Benefits Program process application for adm ssion, determne
eligibility for ..., report paynments for inconme tax purposes, etc.).
State and/or Federal statute and/or University policy authorize

mai nt enance of this information.

Furni shing all (or specifically designated) information requested on
this formis mandatory - failure to provide such information will del ay
or may even prevent conpletion of the action for which the formis being
filled out.* Information furnished on this formnmay be used by (state
departments which will use the information) for (state other uses, if
applicable), and will be transmtted to the State and Federa

governnments as required by | aw.

I ndi vi dual s have the right to review their own records in accordance
with University personnel policy and collective bargai ni ng agreenents.
Informati on on applicable policies and agreenents can be obtai ned from
canpus, Laboratory, or office of the President staff and Acadenic

Per sonnel O fi ces.

The official (s) responsible for maintaining the information contained on
this formis (are): (nanme of office/title of responsible officer).

* Alternate - "Furnishing the information requested on this formis
voluntary. There is no penalty for not conpleting the form"

EXHBIT C
(See Section VIII., page 26)



SAMPLE ACCOUNTI NG OF DI SCLOSURE

Dat e:

Narme:

Title:

Busi ness addr ess:

(of Person or agency to whom di scl osure was nade)

Nat ur e/ Pur pose of di scl osure:

Si gnature and departnent of University official authorizing disclosure:

Attachments: Witten request of party asking for disclosure
Copy of material/records which are discl osed

EXH BIT D
(See Section VII.C. 6., page 18)

RULES OF CONDUCT FOR UNI VERSI TY EMPLOYEES
I NVOLVED W TH | NFORMATI ON REGARDI NG | NDI VI DUALS

A. Enpl oyees responsible for the collection, maintenance, use, and
di ssem nation of information about individuals which relates to their
personal life, including their enploynment and nedical history, financial
transactions, marital status and dependents, shall conply with the
provisions of the State of California Information Practices Act.
Busi ness and Finance Bulletin RWP-8, "Legal Requirenments on Privacy of
and Access to Information,"” shall be used as a basic guide in
adm ni stering the Act's provisions.

B. Enpl oyees shall not require individuals to disclose personal or
confidential information about thenselves which is not necessary and
rel evant to the purposes of the University or to the particular function
for which the enpl oyee is responsible.

C. Enployees shall nake every reasonable effort to see that inquiries
and requests by individuals for their personal or confidential records



are responded to quickly, courteously, and wi thout requiring the
requester to repeat the inquiry to others unnecessarily.

Enpl oyees shall assist individuals who seek information pertaining to
thensel ves in making their inquiries sufficiently specific and
descriptive so as to facilitate locating the records.

Enpl oyees shall not discl ose personal or confidential information
relating to individuals to unauthorized persons or entities. The

i ntentional disclosure of such information to such persons or agencies
may be cause for disciplinary action

Enpl oyees shall not seek out or use personal or confidential
information relating to others for their own interest or advantage. The
intentional violation of this rule may be cause for disciplinary action

Enpl oyees responsi bl e for the mai ntenance of personal and

confidential records shall take all necessary precautions to assure that
proper administrative, technical, and physical safeguards are
establ i shed and followed in order to protect the confidentiality of
records containing personal or confidential information



