University of California

Office of the President

Personal Computer Advisory Group

Minutes of Meeting

January 19, 2005
Members Present

Justin Ilumin - Student Academic Services

Mark Cruz (for Justin Chang) - Academic Affairs

Cyndi Lukk - ANR

Raymond Ramos - CDL

Stephen Hanson - CEB

Jon Cross - HR Benefits

Bob White - LPRC

Robin Kleb - Financial Management

Gay Adams - Office of the Treasurer

Vivian Burns - Office of the General Counsel

June Hazemoto - President's Immediate Office

Steve Ow-ling - Technology Transfer

Thuvan Le - Coordination and Review

Joyce Travlos - Academic Advancement

Frank Wong - UCOP Internal Audit
Patrick King - UC Press
Guest Attendees

Jacqueline Craig - IRC

Patrick Collins – IRC
David Walker – IRC
Agenda
· Introductions

· IT Security Policies
· Managed Desktop Initiative: status report
· MS Exchange at UCOP
· General Discussion

(All items are presented by Patrimpas Prapuolenis unless noted otherwise.)
Introduction
Patrimpas Prapuolenis introduced the following guest attendees: Patrick Collins, Director of Information and Communication Services at IR&C; Jacqueline Craig, Director of Policy at IR&C; and David Walker, Director of Advanced Technologies.
IT Security Policies 
The Electronic Information Security Policy at UCOP is a policy introduced in October 2004 with goals of securing networked devices and achieving HIPAA compliance, and that every UCOP member is responsible for the security of all forms of electronic information that he/she oversees.  As policy elements, all servers must be registered with IR&C and meet the minimum requirements for all networked devices and minimum standards for networked Windows desktop and server systems.  The policy is to be announced shortly, as the compliance is required by July 1, 2005.
Managed Desktop Initiative: Status Update
Desktop image is ready for distribution for testing by departments.  There are some dependencies, which will be discussed later.

Active Directory is in the process of being upgraded to AD 2003.  Once everyone is put into the single Active Directory, services such as SMS for desktops and MOM for servers will become available.
MDI will presumably bring desktops to minimum security level, which will then allow the desktops to be brought into the AD without posing threat to compromising security of the network and AD.

Windows Local Administrator Policy: departments may already have policies regarding local administrator rights to client computers, or none at all.  Initially the thought was for only the IT staff to have the local administrator rights, but many people from departments (as well as users internal to IR&C) pushed back on the idea.  As a result, the following guidelines have been established for granting users the local admin privileges: Local Admin account is to be used only for conducting UCOP business-related system admin tasks as needed, using the Run As command and not as a default login account for carrying out normal productivity tasks, and it’s not to be shared.  IR&C has created a form for requesting local admin rights to a user machine for its internal use, and it will be made available to other departments for their use.  Justin Ilumin stated that enforcing such a policy is a good idea.  Jon Cross asked how the laptops are being handled in regard to local admin account, and Patrick Collins opined that granting users the Power User privilege might be the middle road to take.
Patrick Collins added that the focus regarding local administrator rights policy will be more on security incidents.  Auditors want all security incidents logged and reviewed by senior management. On the topic of accountability, the support person doesn’t always want to say “no”, but the manager of the user would need to understand the liabilities that come with such privilege, and in the future there will be enforcement from the top, even though we’re not quite there yet.  The support staff isn’t being asked to enforce it; top management will, after a review, come to a decision and provide training and/or enforcement/repercussion.  It was recognized by the attendees that, for the laptop users there may be some compromises required in order to maintain practicality.

Bob White commented that his group issues user a separate local account, administrator or not.  Some attendees thought that may introduce some problems in the long run.  It was pointed out that the IR&C Telecommunications group (that also oversees the data network) is evaluating technologies to scan systems before they connect to the local network at UCOP.

Isolated Test Environments: all testing should be conducted in isolated environment (such as isolated network subnets) that’s separate from the UCOP network.  An attendee commented that test environments, or rather, isolated environments, should be used when business requirements force straying from the minimum security standards and policies.  Frank Wong commented that the isolated test environments should really apply to non-secure production systems as well.
Patrick Collins addressed the next steps in MDI project.  On the topic of budget, Kris Hafner has been discussing it with the senior management at UCOP for central funding for the project, and although there won’t be funding for replacement desktop hardware, hopefully there will be funding for the software from Kris’ part, without the core funding commitment.  But the senior management’s support for the project leads one to the assumption that there will be funding.  When a good anti-spyware tool becomes available on the market, such a product will also be paid for by central funding, which will hopefully be an ongoing basis.
An attendee asked about dollar figures in question.  Patrick Collins answered that there are several components, the core being about $115K; another is the central backup, which isn’t inexpensive at $350K/yr; $25K for domain migration; plus the common ticketing system including licenses and training for all departments.  PriceWaterhouseCooper audit on IR&C conducted last year had comments regarding the security of desktop that there should be central ticketing tool.  No funding request has been made on this yet, however.
An attendee asked what the timeline is for central funding and license purchase, since some departments are facing license expirations.  Patrick Collins answered that we have funding commitment from Kris Hafner as of last night, we’ll get everyone on a single PO for licenses.

As for the next step in MDI project, Patrimpas revealed the plan to meet with 2 or 3 department PC Coordinators at a time and discuss the preliminary testing, resources requirement, timeline, and so on, including in the consideration the knowledge of departmental configurations, and identify challenges and ultimately work toward maintaining the project’s momentum.  Patrick added that for core funding to get approved, we need to provide senior management with realistic dates, and the furthest this can be pushed out will be end of June; we need real schedule in order for other projects such as Exchange and central backup to be considered by the senior management as having the merit for core funding.  Half the attendees voiced the opinion that the end-of-June target was achievable, while others showed concerns with getting some of their applications to work.

IR&C will share with departments the letter that was distributed to the IR&C’s users to communicate about the MDI project, which the departments should be able to adopt for their own use.  Any concerns from individual departments should be discussed offline.

MS Exchange at UCOP
Patrick Collins stated that Microsoft Exchange 2003 will officially replace the aging POPSERV.  There is no funding yet, and the current email recharge revenue will not cover the cost of the new platform.  The plan is to demonstrate to the person in charge of funding that IR&C’s credibility in completing projects such as MDI will lead to core-funded email service.  If no core funding is provided, the “Plan B” is to increase the recharge rate for email service.  If the PC Coordinators think that Exchange is a good idea, everyone is encouraged to rally for Exchange by talking to the department’s management.
The server-stored email will be the new feature, and it will be budgeted for 100MB per account, with additional space made available at additional charge.

The selection process consisted of evaluating many enterprise-level groupware products on the market that were reduced to two final candidates: Lotus Notes and Microsoft Exchange.  After much debate, Exchange was chosen based on the cost and functionality as major factors, where the cost of Exchange implementation was about half that of Notes.  

The Exchange project will bring changes to e-mail policies such as the enforcement of mail store size limit.  The project also has dependencies such as the prerequisite of single AD forest, which the MDI project will allow, and the budgeting.  The project may start as early as July 2005, with full deployment in about a year.
An attendee questioned the rationale for staying with Eudora in MDI when in fact Outlook will be the email client eventually.  Patrick cited reasons such as the user training issue (“how much change will the users be able to handle?”) and the lack of ability to change the password for the current POP email account from Outlook when there is one in Eudora, among other considerations.

Another attendee asked why not increase the mail store to more than 100MB.  The answer was that there are considerations for the backup and disaster recovery time and such, so the users will be expected to archive their old messages offline.  Vivian Burns commented that some of her users do not wish to have their email backed up for legal reasons, and Patrick addressed it by saying that such issues will be likely covered under the policies.  Lab Management voiced concern regarding the email servers that they run on their own, and Patrick stated that Gateway service will be provided one way or another.

General Discussion

Vivian Burns commented that her first reaction to Exchange is very negative, because Outlook is a serious security risk.

Robin Kleb asked whether the migration tool will be available for those that would like to move to Outlook sooner than the Exchange implementation.  An attendee stated that there are built-in import tools already in Outlook.

The meeting adjourned with the next meeting tentatively scheduled for April 21, 2005.
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