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Members Present
Blitman, Leslie – UC Press

Burns, Vivian – Office of General Counsel

Chan, Summer – Health Affairs

Comstock, Michael – Treasurer’s Office

Cruz, Mark – Academic Affairs

Hanson, Stephen R. – CEB

Kleb, Robin – Financial Management.

Kumin, Justin - SAS

Loo, J.D. – Human Resources and Benifits

Lukk, Cyndi – DANR

Ow-Ling, Steve – OTT

Prapuolenis, Patrimpas – Information Resources & Communications

Travlos, Joyce – Academic Advancement

Underwood, David – DANR

White, Bob - CPRC

Yu, Daniel – Information Resources & Communications
Guest Attendees
Lohse, John - 
Agenda

· Introductions
· Reporting and Investigating Improper Activities – John Lohse, Director of Investigations, UC Auditor
· Common UCOP Desktop
· Centralized Desktop Management Services
· E-Mail Issues Update
· General Discussion
Distributed Materials
· Meeting presentation note pages

Reporting and Investigating Improper Activities
The discussion topics were the importance of ones role, who’s investigates what, UC do’s and don’ts, exercising judgment, (refer to the printed presentation material for the full list). Mr. John Lohse gave a high level overview of what entails improper activities and the methods of them being investigated. The presentation touched on some activities that relate to IT are the improper use of passwords, possible release of protected information such as personal information, use of password  extractors to gain access to systems. 
Common UCOP Desktop Configuration
Patrimpas Prapuolenis gave a brief overview of the coming up with a standardized desktop for the UCOP environment. Patrimpas detailed what would be standardized, included in this would be: security settings for the firewall software on Windows XP Pro SP2, Removing the administrator rights for the desktop user, rolling out Windows XP Pro with Service Pack 2 to all users, going to an Active Directory model for to domains, upgrading to Office 2003 Professional. 

Patrimpas explained that some of the advantages of this would be ease of software updates and patches, being able to go to Dell and requesting a pre-loaded customized image on all PCs purchased through them, increased security, while reducing unnecessary superfluous activities. 
This lead into the next agenda item

Centralized Desktop Management Services
Patrimpas Prapuolenis lead into the presentation of looking into the centralization of several desktop management services for things such as: asset management, pushing out patches and updates, and rolling out software updates through Microsoft SMS. Assist in virus protection of UCOP on a whole moving towards centralized Symantec server. Allowing individual departments to piggyback off of or use a centralized helpdesk ticketing system that would allow them to ease record keeping.
Patrimpas explained that going to a centralized model would aide in an overall UCOP reduced TCO (total cost of ownership) and allow some technologies that had previous been cost prohibitive to a single department to be available to all. Promote better maintenance of assets, uniformity and distribution of software all in a more timely fashion. Centralization would also benefit the departments in reducing the current workload that is being duplicated unnecessarily.

Patrimpas opened the discussion by taking and informal poll as to where everyone’s opinion was on the issues raised in both topics. There were some concerns about centralization include loss of control and possibly jobs. The point was also raised that not all departments use the same applications and these “specialized applications” could not be centralized due to lack of a knowledge base for them. A suggestion was made that it would be possible to create a hybrid of the two systems and allow them to run in parallel rather than dismissing centralization outright. The point of moving away from the current model would allow an individual in a single person IT role to develop more skills and further their career.

E-Mail Issues Update
Patrimpas updated the committee on the effort to have all users change their default email password. Email notices had been sent out for one month prior to locking the accounts that still had a default password. The notices helped reduce the number of accounts account still with the default password to around a manageable number. These accounts will have a daily lockout until they change their password.
Patrimpas informed the group that by instituting the rejection of email from open-relay source has led to a 35% decrease in the delivery of spam. He also reported that Eudora 6.1.2 would be available end of July and this would continue to aid in the reduction of spam that the end user would see. It includes a feature that allows email tagged as spam to filter to the Junk folder with out the need for _SPAM_ folder. Eudora 6.1.2 also includes additional security patches. A full version of the Eudora install will available on the FTP server for those who may need it.

A question was raised about what exactly is being blocked by rejecting email from open-relay sources, Patrimpas explained that open-relay emails are generally sent through email servers that do not require authorization or allow spam to flow through their servers.
A question was asked about the I-Map decision. Patrimpas reported this is still in committee.

Patrimpas reported that when emails being sent out to large distribution lists not include attachments. When attachments are included they take up bandwidth and server space by being sent to every individual. Instead these emails should include a link to website where the attachment can be viewed. This will also eliminate the need to have emails sent out reporting in the subject that they are safe  to open because the sender has determined as much. 
Steve Ow-Ling raised the question of what can be done to stop or block Spyware. There was a general discussion what is being done in different departments as well as what is available on the software side to help combat this. Pest Patrol, Spy Sweeper, Ad-Aware, Spybot Search and Destroy were some suggested software that is being tested/used currently. It was pointed out that as with Anti-Virus software all of these products are only as good as their latest definitions and that they do need to be updated frequently so as to remain effective. None of the software mentioned or known of has a centralized console like Symantec so this increases what needs to be done to support them. There was also the cost factor as some of the products are still designated free-ware or ask for a donation while other’s have a per-seat cost associated with them. The final conclusion was spyware blocking software still needs to mature and Patrimpas is not yet prepared to recommend one over the other as this is a rather young niche that is still being worked out with who will become the dominate maker.
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