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Office of the President

Personal Computer Advisory Group

Minutes of Meeting

April 15, 2004
Members Present

Patti Mizuiri - Student Academic Services

Seth Suong - SAS

Sean Villa-Carlos – Facilities Administration

Mark Cruz (for Justin Chang) - Academic Affairs

Karl Heins - Audit

Cyndi Lukk - ANR

Raymond Ramos - CDL

Dave Underwood - ANR

Stephen Hanson - CEB

Jon Cross - HR Benefits

Bob White - LPRC

Evelyn Urbina - SRP

Robin Kleb - Financial Management

Michael Comstock - Office of the Treasurer

Vivian Burns - Office of the General Counsel

June Hazemoto - President's Immediate Office

Edward Ho - HR Benefits

Steve Ow-ling
 - Technology Transfer

Gabriel Beccar-Varela - Technology Transfer

Thuvan Le - Coordination and Review

Joyce Travlos - Academic Advancement

Frank Wong - UCOP Internal Audit

Leslie Blitman - UC Press

Jesus Loo - HR Benefits

Guest Attendees

Jacqueline Craig - IRC

Patrick Collins - IRC

Agenda
· Introductions

· IRC Updates

· The IT Advisory Group & the UCOP Security Initiative 

· Security Policy and Communication (Jacqueline Craig)

· Secure Computing at UCOP (Karl Heins)
· Universitywide Agreements (Patrick Collins)

· Miscellany – Windows XP, Security Workshop, Dell Products, Eudora 6.1
· General Discussion

(All items are presented by Patrimpas Prapuolenis unless noted otherwise.)
Introduction
Patrimpas Prapuolenis announced that Paul Weiss is the new director of Enterprise Information Technology Services.  Paul will replace the acting director David Walker.  David Walker will resume his full-time position as the Director of Advanced Technologies.

Patrimpas also announced that Jacqueline Craig is the new director of Policy.

Universitywide IT Agreements 

Presented by: Patrick Collins

Patrick Collins provided an overview of the current software agreements UCOP has with the vendors.  Please refer to the PowerPoint presentation for a full listing.

Patrick announced the new Microsoft Consolidated Campus Agreement (MCCA).  The agreement is a yearly subscription program, and it includes free upgrades during the subscribed year.  Another benefit to this program is that the tracking of licenses will be unnecessary.  TRC is the reseller.  Currently, three units and 200 departments are participating in the program.  None of the current enrollees wants to leave the program.
SAS prices are going to rise.  Three-year grant for the application ended in 2003.  The purchase price includes the free training in the form of training credit.  Identify the training you are interested in and use the credit to obtain training.  Contact Jane Schoenfeld for information.  There are 5 or 6 units currently using SAS.  SAS-related tasks are being transitioned from Jane to Patrimpas’ group for better communication.

For Apple short-term agreements, you should contact ASUCLA instead of TRC from now on.

Security 

Presented by: Karl Heins

Karl Heins explained that a single perimeter of security is not enough.  Everyone has a responsibility in security, and today’s threats are not static.  The tools and the hacks are all different from before, changing faster now than ever.
Karl reminded us that any discovery of a security breach or a failure in UCOP’s security measures should be reported immediately and should be followed up with.  Any resistance from managers or colleagues can be reported to Patrimpas Prapuolenis, Karl Heins, or Jacqueline Craig for assistance.


There is an enormous support from Kristine Hafner and IRC for the security of UCOP and what it will take to put it in place.

IRC Updates

There was an IT Advisory group called AGIS, which comprised of executive-level staff and managers.  AGIS convened quarterly to identify priorities of the organization, but was disbanded.  Kristine Hafner and some of the new directors realize that there is a gap in the communication and that a forum is needed to address IT-related issues, hence a new group was formed called UCOP Security Initiative.  The group’s discussions are not strictly IT-related but information in general.
The UCOP Security Initiative was formed in response to the on-going critical threats to UCOP networked resources.  Security is everyone’s business.  Servers are not the only item exposed to risks, but desktops and users are exposed as well.  The group is working on communicating the information to all units in UCOP.  A peer review group comprised of campus network managers will be conducting assessments on our network infrastructure and firewall.  The report will be reviewed for improvements.
Desktop computer configurations are also being reviewed for security and policies necessary to increase overall security.  

An attendee mentioned that you can persuade a person to take an action more effectively by using psychology (social engineering) and not so much with a technological approach alone. 

Security Policy and Communication 

Presented by: Jacqueline Craig
Jacqueline Craig joined IR&C as Director of Policy after serving 25 years with the Berkeley campus.  She is here to help create a change in culture.  Security is a great risk and everyone on every level needs to be addressed.  Responses from the audit say that we must have policies in place. 

University of California has an IS3 policy in place, and we complained that it did not meet the needs of UCOP.  In fall, we (IRC) will start redoing IS3 to better suit our needs, and we will be the resources for understanding what is needed.  The Security Breach policy passed last year, and it was revised last April.

There is a website in production right now.  You will find the details of the policies there.  The website will also contain information on the responsibilities assigned to and the roles identified for staff, users, and the department heads.  Jacqueline would like the members of the PCAG to review the contents prior to making it available to the public.
PHASE I of the website will include information on general guidelines, flow of information, recommended practices including how to setup our desktops, reporting of security incidents, and having one group handle the incidents to maintain consistency.
PHASE II of the website will include conducting risk assessments with guidance provided, Business Continuity planning, and basic issues that need to be addressed.

There will be a series of workshops targeting managers, general staff and users to educate and increase awareness of security.
Karl Heins mentioned that risk assessment is a fundamental tool in evaluating responses to security.  Many large organizations will evaluate themselves and review control.

Jacqueline has the system-wide policy, but a UCOP guideline is missing.  The website will be tailored to UCOP and auditing will be based on the guidelines and policies created by us.  There was no central authority to do them, but Kristine Hafner is now the head of security.  Minimum standards will be created and must be followed; otherwise it will result in disconnection from our network. 

An attendee asked if there will be an internal hacking team.  Response was that Audit is looking into it and that some of its members have gone through some training for it.  Email passwords have been tested and cracked in the past to discover poor passwords so that the users can be alerted and be forced to change them to more secure ones.
Another attendee asked if users migrating to the Active Directory will be faced with a minimum password requirement such as UC Berkeley’s.  The answer was yes, a minimum requirement will be in place.

On the topic of passwords, the minimum requirements came from the limitations of UNIX and Active Directory combined.  Reducing the number of passwords necessary meant reducing the likelihood of a user writing it down and posting it on the wall.  Today, using pass-phrases and incorporating control-characters worked in large environments.  Sharing passwords is a taboo.

Recommended Practice for a Secure PC

IT staff and users should be aware of the recommended practices.  FDISK will not be sufficient to clean hard drives thoroughly.  A better method would be to use programs that write over the disk at least five times.

There are two methods of disposal for your computer.  A new program with Berkeley will include securely wiping out data.  Dell also has a program where they will dispose of your equipment and take the responsibility of destroying the data.  Dell will then sell the equipment and will return a percentage of the profit to us.
All the recommended practices and tips will be available on the website.

Threats to a Secure PC Environment

Technical support personnel should be aware of the threats to the security of a PC.  FTP file transfers that are not encrypted as well as telnet sessions are both security threats.  Any concerns or questions with threats can be reported to IRC for assistance with encryption and other secure methods.

Security Practices: Priorities

After the recent attacks, there were discussions on best methods of prevention.  The desired level of lockdown is difficult to find due to the special needs of users, programmers, and developers.  The upgrade to Windows XP may be the opportunity to apply new security restrictions.

A form will be distributed to register all servers, including print servers.  Then the contacts for the servers will be compiled. This will allow us to track down the equipment acting as a server but isn’t a server.  Once again, it’s everyone’s business to enforce security.

Some people are concerned with transferring data offsite.  Business needs to be exchanged across campuses.   Secure FTP is recommended, especially with confidential data such as social security numbers.  Sensitive materials should be localized centrally on a secure server rather than stored in individual computers.
Patrimpas and Jacqueline discussed where personal and confidential information is housed and how they should be secured.  Social security numbers cannot be printed.  The current practices do not need to be redone, just tweaked.

Miscellany

We suggest units upgrade to Windows XP.  The availability target date for Windows XP Service Pack 2 is June 2004.  Microsoft expects to support XP until 2008.  There is an enhanced built-in firewall, and we are leaning towards this desktop firewall.  
Microsoft is offering a Security Workshop on June 14th and 15th.  It will be free if 25+ people attend.

There will be a Dell Product overview.  Sales representatives will be marketing devices, latest desktops and new server technologies.  The overview will take a couple of hours.

The new Eudora 6.1 upgrade tool will be available in the upcoming week. It will detect the current location of Eudora and install it there.  Eudora 6.1 has new features such as the Junk filter.  There are statistical reports for SPAM and various Eudora usages.

Oracle Corporate Time Calendar users have experienced slowdowns since the server upgrade from version 5.2 to 5.4.  The new version introduced changes in handling of the database. Oracle claimed it is a good move.  Some departments have also migrated to the Oracle Calendar system.  We discovered that deletion of accounts slows down the system to a halt.  Oracle suggested deleting accounts at night as a workaround.  Other campuses have experienced the same problem and are using this recommended workaround.

General Discussion

An attendee inquired if there are any considerations for transitioning to a private network.  The response was that the future plans on that area are unknown.

An attendee asked what the current naming convention for the machines is.  We use first initial of the first name, then full last name followed by a number.  Email accounts are limited to 8 characters but the alias uses the full name.

An attendee is interested in obtaining Eudora 6.1 for MAC OS X as well as older versions.  It will be made available on the PC coordinator ftp site after the meeting.
The meeting adjourned at 11:11 AM.

1 of 8
PCAG Minutes 2004-04-15 v3.doc

