User Guide for

Secure Attachment File Encryption (SAFE)

Steps for accessing and using the Secure Attachment File Encryption (SAFE)
service are outlined here. Please contact the IR&C Technology Service Desk at
(510) 987-0457 or techdesk@ucop.edu if you have questions or encounter
problems with the service.

1. Accessing SAFE

Direct your Web browser to https://safe.ucop.edu and log in using your standard UCOP
e-mail address and computer login.



mailto:techdesk@ucop.edu
https://safe.ucop.edu/
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2. Sending Files

The first time you log into SAFE, you will be directed to the page shown below. Scroll to
the bottom and click OK.

ecure File Transfer - Microsoft Internet Explorer

File Edit View Favorites Tools Help ar

eBack ™ \‘J B @ L{::j ":JSearch *Fa\rurit&s @ @' E—;: ] D ﬁ

Address a https : /feafe ucop.edu/courier [1000@2259a8c22b0f3ed a5476e4 7dSdacd 762 /mail_user_compose_info.htm|

UCOP - Secure File Transfer

Home Send File / ent ar ings Glide Logout

Send File

Java nformation:

On the next page the File Transfer System will try o load an applet. You will get 3 Java security prompt asking
you to frust the applet.
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The Send File window will be displayed in your browser. In the future, this is the page
that will come up whenever you log in.

UCOP - Secure File Transfer

Hame Send File Attachment Manager My Settings IJzer Guide Logout

Send File

To: | »

Suhject: |
Attach ts:
M?;”]men = | | Browse

Attach another file

Send me a copy Motife on Attachment Delivery
Send | Cancel |

The Send File interface is similar to a standard e-mail program and provides similar
functions, including access to the UCOP Global Address List. Additional options in the
Send File window are:

Send me a copy
¢ When selected, the sender will receive a copy of the e-mail sent to the
recipient.

Notify on Attachment Delivery
¢ When selected, the sender will be notified via e-mail that the recipient has
accessed the attachment file(s) on the server.
o Note: If the message was sent to multiple addresses, the notice does not
indicate which recipients have accessed the files. In this case, the
Delivery Report feature in the Attachment Manager tab can be used to
review more specific file access details.
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Enter the recipient’s e-mail address, or select a recipient from the UCOP Global Address
List (GAL). To use the GAL, click on the To: button, enter part or all of the recipient’s first
or last name, and then click Search. Select the appropriate address from the list of
UCOP addresses matching your search criteria (see example image below).

UCOP - Secure File Transfer
Home Send File Aftachment Manager Wy Setlings User Guide Logout

Send File

|@ htkps:fisafe, ucop.edufcourier/1000@a42F 1 dSedcdSelbodéeteddl é| [}]

User Directory Close Window |

This page allow you ta find the recipient e-mail addrass.

Suhject

Attachments: | | Brawse

Mhare..] .
Aftach another file Search:hlm Search |

8 result{s) found.

“dpdres Jimenez”’ (andresJimensz@ucop.edu:
"Barbara Jim-George'' <Barbara Jim-George@ucop edu> —
"Jamesz Jim' Hirahara"' <Jim Hiraharal@lao uoopedu:

per’ <Jim. CooperEiucop

I 35S

E-mail To -> |

EZ000-2008 Accellion, Inc. All Rights Resenved.

Dane safe,ucop.edy (54

Send me a copy Mlotify on Attachment Delivery
Send | Cancel |

Click on the Browse button to select and upload your file. Compose a message to the
recipient(s) in the box below the Browse button, and press the Send button.
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3. The Attachment Manager

Attachments that have been uploaded to the SAFE server will remain available to both
the sender and recipient for fifteen days. After that period, the file(s) will automatically be
deleted from the server and the attachment links contained in the recipient e-mails will
expire.

The Attachment Manager tab in the Web interface can be used to review and manage
any attachments you have stored on the system that have not passed the 15 day
expiration point.

UCOP - Secure File Transfer

Home Send File Attachment Manager My Settings User Guide Logout

Attachment Manager

The recently sent files are shown here. You may not see all the files as the older files are deleted after a
certain time.

Account | Al v Search For Submit

Page 1 of 1 (Total: 1 file(s), 160.00 KB)

terfeor
n File Hame Size (KB)

address.mdb  2006-11-20 13:03:26  160.00

Page 1 of 1 (Total: 1 file(s), 160.00 KB)

E2000-2008 Accellion, Inc. All Rights Reserved.

Reports on your sending history and on which recipients have viewed or downloaded the
files are available from the Delivery Report tab.

File DE”VEI’Y Close Window |
This report displays details of files delivered to recipients

Delivery Time Transfer Time {Sec)| Transfer Rate (kbps)

address.mdb (160.00 KB)

2006-11-20 13:05:34 roong.uabhaibool@ucop.edu 144 a0

©2000-2008 Accellion, Inc. All Rights Reserved.
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4. My Settings

Select the My Settings tab to create and save a standard signature that will be
appended to the bottom of each message sent from the Secure File Transfer server.

By default, the system retains a history of recipient e-mail addresses that you have used.
This list can be cleared by clicking the Reset Auto Completion List button.

UCOP - Secure File Transfer

Haorme Send File Aftachment Manager My Settings User Guide Logout

My Settings

Change Password
To chandge your password, please contactyour administratar for assistance.

Web Client Preferences [Appiet securty message |
Enable Applet: (&) ves ) no
Signature:

Update Preferences

Auto Completion List

The Auto Completion tool captures e-mail addresses to which you have sent files till now.

You have 10 items in your Auto Completion list.

Reset AutoCompletion list

5. Ending the Session

Select the Logout tab to sign out of the system when you are done.
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