Proposed Appendix to IS-2
Confidential Security Information
DRAFT


See draft IS-2, page 4:
Confidential Security Measures
Information descriptive of the specific security measures that safeguard restricted (confidential or personal) information resources represents a special class of information that should be protected from unauthorized access or disclosure.  Such information – whether hardware configurations, management controls or security practices or procedures employed – could provide a roadmap for malicious individuals to attack University applications, systems, and networks.

 Examples of specific security measures:
· Documentation of known or potential vulnerabilities and risks

· Results of security scans and assessments

· Implementation/configuration details for security devices and tools

· Firewall and intrusion detection system logs

· Private credentials used to authenticate users, processes, and systems

· Security incident documentation

· Permission attributes identifying the resources to which an individual has access

Only truly sensitive security information should be so classified.  General security information should not be considered confidential.  For example information that is:
· generic in nature (e.g., "we operate a firewall")

· confirmation of a generally expected, common practice (e.g., "an IDS is in place")

· easily obtainable by a moderately skilled attacker (e.g., software version information obtained by scanning; reverse DNS information)

· easily/quickly guessed or tested (e.g., is port 135 open or not?)

· is a logical consequence of other IT and/or security policies

Information regarding confidential security measures may be in the form of documentation, diagrams, metadata, data, program source code, executable program code, firmware, etc., whether encrypted or not, and whether in electronic or hardcopy form.
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