UCOP Departmental Inventory

of Personal Information Databases 

Mandatory Reporting
All UCOP departments must annually (by June 30) provide an updated list of the following items to the Associate Vice President for Information Resources and Communications (IR&C). 

Date of inventory:      


Name of department:      


Title or other identification of the database:      


Database proprietor:      
 Phone:      


Database custodian:      
 Phone:      

Additional data collection suggestions on next page.
For Departmental Use Only 

Departments may choose to complete and keep internally the following information in order to better assess their current security measures and to prepare for compliance with the data protection and notification requirements. This information should not be reported to IR&C. 
Sensitive Data Elements Included in the Database. (Enter “E” if data is encrypted.)
 FORMCHECKBOX 
 Subject’s first name or initial, and last name
 FORMCHECKBOX 
 Social Security number
 FORMCHECKBOX 
 Driver’s license number or state-issued identification card number

 FORMCHECKBOX 
 Financial account number, e.g., bank, savings, mutual fund, etc.

 FORMCHECKBOX 
 Credit card number
 FORMCHECKBOX 
 Debit card number

 FORMCHECKBOX 
 Any required security code, access code, or password such as “mother’s maiden name” that could permit access to an individual’s financial account

 FORMCHECKBOX 
 Date of birth
 FORMCHECKBOX 
 Passport number
 FORMCHECKBOX 
 Health care provider account number

Brief Description of the Users, Uses, Access Methods, and Secure Access Controls

Intended users:      


Intended uses:      


Check all of the following that apply:

 FORMCHECKBOX 
 Database is accessible via direct terminal connection

 FORMCHECKBOX 
 Database is accessible via data network
 FORMCHECKBOX 
 Database is accessible from outside UCOP

 FORMCHECKBOX 
 UserID and password are required for access to the system or database

 FORMCHECKBOX 
 Other access control method is in use:      

 FORMCHECKBOX 
 All access is securely logged

 FORMCHECKBOX 
 Database records routinely are transferred to desktop computers, laptops, PDAs, etc?


 If so, how is this activity logged?      

 FORMCHECKBOX 
 Unencrypted sensitive data is taken off-site other than for managed backup purposes


 If so, how is this activity logged?      

Brief Description of Physical Security and Controls

Describe how backups are performed and where backup copies are stored:      


Physical location of the platform(s) holding the data:      

Briefly describe the physical access controls in effect at the physical location where the database is maintained, e.g., electronic security lock, entry log, etc.      


