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UCTrust: Common Identity Attributes

(11/2/2004)

It is essential that UCTrust participants support and use common definitions for certain basic identity attributes. The formal specification of identity management attributes for use within UCTrust is an augmentation of the eduPerson schema that is required by InCommon at the time of this writing (11/2/2004).  A copy of the InCommon attributes, “InCommon Federation: Common Identity Attributes,” as of 11/2/2004 is available as part of this UCTrust documentation.  Additional elements may be added from time to time but the definition and meaning of existing attributes is not expected to change.

Participants need not be able to assert all attributes but when they do assert an attribute from that schema the meaning of that attribute must match the definition provided in the specification. 

The attributes that all participants should be able to recognize is identified in the table below. Those attributes marked "Highly Recommended" should be supported by any UCTrust participant acting as a Identity Provider since they may be expected by a wide variety of Service Providers. Those marked "Suggested" should be supported if possible. Those marked "Optional" are not known to have broad applicability at this time.

Participants may define additional attributes that are needed within their organizations or in order to interoperate properly with particular federation partners. Attributes of this type must be identified in Federation Attribute Assertions so as not to conflict with names of eduPerson elements. Such elements must be identified by URNs within a namespace that has been assigned to that participant. This constraint applies only to attribute names and not to attribute values.

The table below shows UCTrust's extensions to the InCommon attribute set.

Attribute
URN (urn:mace
:universityofcalifornia.edu
:ucidentity:attributes:)
Highly Recommended
Suggested
Optional

UcnetID
ucnetid
x (for employees)

x (for others)

Table 1: Attributes defined for use with UCTrust

Brief descriptions of the Highly Recommended UCTrust Attributes

UcnetID

UCnetID, as assigned by UC's uDir system.  This is a ten-digit number that uniquely identifies a single member of the UC community.

