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Security Focus Issues

1. Gap analysis:  this corresponds with the fourth recommendation:  a review of campus security programs.  Although not as detailed as the Educause gap analysis tool, it would be a means to learn obtain a more comprehensive picture of campus security efforts.

2. Restricted data and encryption

Inventory restricted data
a. Restricted data registration:  self-identify where data is stored (Berkeley)

b. tools to locate data: investigate tools, such as Vontu (UCSC, LBNL)

Encryption: status and strategies
a. Berkeley: testing customized Pointsec installer with pilot laptop users
b. UC Davis:  Credant installed on 400 PC’s, laptops that access restricted data are next, to be followed by 1800 additional computers

Data Center Responsibility regarding reporting?  Does this mean that departments are being asked to report but data centers are not?

3.
Provisioning/de-provisioning; monitoring privileged accounts

