UC IT POLICY AND SECURITY OFFICERS – AGENDA

UC Riverside – October 23, 2006


	8:30
	· Breakfast available


	9:30
	· Introductions

	9:45
	· Updates (Jacqueline Craig)

	
	· Proposed IT Policy
· Legislation/regulation: AB 546, “e-Discovery”

· Accessibility effort – Initial draft policy and guidelines
· Pandemic planning – UC Davis template and spreadsheet

	
	

	10:15
	· Campus Security Program:  Campus strategies  (Carl Tianen) 

	
	· Is a Security officer identified?

· Are risk assessments conducted?

· What administrative, technical, and physical controls are implemented?

· Are incident response plans in place?

· October is “Cybersecurity Awareness” month.  Does your campus have a security awareness program? 

· Contracts with external partners

· Minimum Standards? What’s new? Davis’s web standards

	
	

	12:00
	Lunch

	
	

	12:45
	· Incident Response Issues:  What have Campuses learned?  (Janine Roeth)

	
	· Summary of incident reports

· How do you identify where the data is stored?  What success have you had with inventory/scanning strategies, i.e., PowerGrep?

· Notification decisions:  what isn’t reported to IR&C?

· HIPAA and State notification requirements:  What are the conflicts?  Are sanctions applied in HIPAA incidents?

	
	

	1:30
	· Priorities and focus for this year (Jacqueline Craig)

	
	· Inventory of Restricted data

· self-identify or locate data with search tools

· data center reporting

· Encryption:  Point Sec and other encryption strategies

	
	

	2:15
	· Short items

	
	· Privacy officers?

· Sharing network data?

· Relation with medical centers – how can we achieve better collaboration?

	
	

	2:45
	· Updates 

	
	· Log Management: What’s next? (Russ Harvey, David Walker)

· IT Guidance Committee – Architecture Working Group (David Walker)

· CALEA

· UCTrust and Identity Management (David Walker)

	3:30
	· Adjourn


