UC IT POLICY AND SECURITY OFFICERS – AGENDA

UC San Francisco – February 2, 2007


9:00 – 9:15 

Welcome – Randy Lopez

9:15 – 9:30 

Policy updates – Jacqueline Craig
9:30 – 10:30 

ID Management Panel/Roundtable – Janine Roeth/Adam Stone/Steve Lau/David Walker/Gabe Lawrence
· Password and account questions 
10:30 – 11:15 

Risk Analysis – Stephen Lau

· Vulnerability Assessment – Davis demo of self-assessment

11:15 - 12:00

University security program assessment – Jacqueline Craig
· Metrics tool
· Action item:  work group will draft a risk/vulnerability-based security measures report form.  Work group participants include Adam Stone, Bob Ono, Jon good, Karl Heins, and Steve Lau.  Jacqueline Craig will coordinate meeting calls.
12:00 – 1:00

Lunch

1:00 – 1:30
Web Application Security:

· UCLA experience – Ross Bollens
· Training: UCSD, UCB, who else?  Bob, Karl Grose
· Solutions: Web application security scanners - licensing options with vendors – Bob Ono
1:30 – 2:00

Proposal, UC Incident Response – Ross Bollens, Bob Ono, Adam Stone
· Two action items

· Finalize proposal for UC security response team. Bob Ono will lead work group including Carl Tianen, Isaac Straley, and Russ Harvey.
· Review and revise UCITPS mission statement.  Jacqueline Craig will coordinate a new draft with the UCITPS steering group.  Draft will be shared with UCITPS for further comment before submitting to the ITLC.
2:00 – 2:15

Incident Response Threshold – review and improve – Jacqueline Craig
· One Action Item
· Update “Determining the Threshold for Security Breach Notification” to include additional considerations.  Work group will include Janine Roeth, Josee Larochelle, Karen Eft, and Rory Jaffe.  Jacqueline Craig will coordinate.
2:15 – 2:45

Encryption update:

· UCB – Pointsec – limited distribution – Karl Grose

· Davis – Pointsec training – Bob Ono

· Funding strategies – Carl Tianen

2:45 – 3:00

UCCSC – Janine Roeth

3:00 – 3:30

Updates:

· Log management and related issues – Russ Harvey, Carl Tianen

· E-Discovery – Jacqueline Craig
· IT Security Symposium – Bob Ono
· Future agenda items:

· Multi-campus, targeted info swapping, “how does your campus do it?”
· How is security awareness addressed when temp labor and consultants have access to network resources, databases and systems
