General Security Controls

1. Confidentiality Training.  All persons that will be working with DHCS data must be trained on General Use, Security and Privacy safeguards, Unacceptable Use, and Enforcement Policies
2. Background check.  Before a member of the Contractor’s workforce may access DHCS data, Contractor must conduct a thorough background check of that worker and evaluate the results to assure that there is no indication that the worker may present a risk for theft of confidential data. 

3. Workstation/Laptop encryption.  All workstations and laptops that process and/or store DHCS data must be encrypted with a University of California approved solution. which is comparable  to a solution using a vendor product specified on the California Strategic Sourced Initiative (CSSI).  
4. Only the minimum necessary amount of DHCS data may be downloaded to a laptop or hard drive when absolutely necessary for business purposes.

5.  Removable media devices.  All electronic files that contain DHCS data must be encrypted when stored on any removable media type device (i.e. USB thumb drives, floppies, CD/DVD, etc.) with a University of California approved solution which is comparable to a solution using a CSSI vendor product. .

6.  Email security.  All emails that include CDHS data must be sent in an encrypted method using a University of California approved solution which is comparable to a solution using a CSSI vendor product..
7.  Antivirus software.  All workstations, laptops and other systems that process and/or store DHCS data must have a commercial third-party anti-virus software solution with a minimum daily automatic update.

8.  Patch Management.  All workstations, laptops and other systems that process and/or store DHCS data must have security patches applied.

9.  User ID’s and Password Controls.  All users must be issued a unique user name for accessing DHCS data.  Passwords are not to be shared.  Must be at least eight characters.  Must be a non-dictionary word.  Must not be stored in readable format on the computer.  Must be changed every 60 days.  Must be changed if revealed or compromised.  Must be composed of characters from at least three of the following four groups from the standard  keyboard:

· Upper case letters (A-Z)

· Lower case letters (a-z)

· Arabic numerals (0-9)

· Non-alphanumeric characters (punctuation symbols)

10.  Data Destruction.  All DHCS data must be wiped from systems when the data is no longer necessary.  The wipe method must conform to Department of Defense standards for data destruction.  All DHCS data on removable media must be returned to DHCS when the data is no longer necessary.  Once data has been destroyed, the DHCS contract manager must be notified.

11. Remote Access.  Any remote access to DHCS PHI must be executed over an encrypted method approved by the University of California which is comparable to a solution using a CSSI vendor product .  All remote access must be limited to minimum necessary and least privilege principles.

System Security Controls

12.  System Architecture.  The system must conform to a multi-tiered architecture separating at least the presentation, business logic and database layers both logically and physically.  All system requests to the Business logic layer must be authenticated.  All system requests to the Database layer must be made as a trusted sub-system that utilizes a single database access account to all transactions.

13.  System Timeout.  The system must provide an automatic timeout after 20 minutes of inactivity.

14.  Warning Banners.  All systems containing DHCS PHI must display a warning banner stating that data is confidential, systems are logged, and system use is for business purposes only.  User must be directed to log off the system if they do not agree with these requirements.

15.  System Logging.  The system must log success and failures of user authentication at all layers.  The system must log all system administrator/developer access and changes if the system is processing and/or storing PHI.  The system must log all user transactions at the database layer if processing and/or storing DHCS PHI.  

16.  Access Controls.  The system must use role based access controls for all user authentication, enforcing the principle of least privilege.

17.  Input Controls.  The system must not allow direct access to the database from the presentation layer.  The system must not allow in-line SQL calls from the business logic layer.  All user data input must be validated before being committed to the database.  The system must manage client input controls from server side to the extent possible.  
18.  Transmission encryption.  All data transmissions must be encrypted end-to-end using a University of California approved solution, which is comparable to a solution using a CSSI vendor product,  when processing and/or storing CDHS PHI.

19.Host Based Intrusion Detection.  All systems that are accessible via the Internet or store DHCS PHI must have a suitable intrusion detection and prevention program.

Audit Controls

20.  System Security Review.  All systems processing and/or storing DHCS PHI must have at least an annual system security review.  Reviews must include administrative and technical vulnerability scanning tools.

21.  Log Reviews.  All systems processing and/or storing DHCS PHI must have a routine procedure in place to review system logs for unauthorized access.  Logs must be maintained for six years after the occurrence. 

22.  Change Control.  All systems processing and/or storing DHCS PHI must have a documented change control procedure that ensures separation of duties and protects the confidentiality, integrity and availability of data.

Business Continuity / Disaster Recovery Controls

23.  Emergency Mode Operation Plan.  Contractor must establish a documented plan to enable continuation of critical business processes and protection of the security of electronic DHCS PHI in the event of an emergency.

24. Data Backup Plan.  Contractor must have established documented procedures to backup DHCS data to maintain retrievable exact copies of DHCS PHI.  The plan must include a regular schedule for making backups, storing backups offsite, an inventory of backup tapes, the amount of time to restore DHCS data should it be lost.  At a minimum, the schedule must be a weekly full backup and monthly offsite storage of DHCS data.

Paper Document Controls

25. Supervision of Data.  DHCS PHI in paper form shall not be left unattended at any time, unless it is locked in a file cabinet, file room, desk or office.  Unattended means that information is not being observed by an employee authorized to access the information.  DHCS PHI in paper form shall not be left unattended at any time in vehicles or planes and shall not be checked in baggage on commercial airplanes.  

26. Visitors.  DHCS PHI shall be kept out of sight while visitors are in the area.

27. Confidential Destruction:  DHCS PHI must be disposed of through confidential means, such as shredding and pulverizing.

28. Removal of Data.  DHCS PHI must not be removed from the premises of the Contractor except with express permission of DHCS.

29. Faxing.  Faxes containing DHCS PHI shall not be left unattended and fax machines shall be in secure areas.  Faxes shall contain a confidentiality statement notifying persons receiving faxes in error to destroy them.  Fax numbers shall be verified before sending.

30. Mailing.  DHCS PHI shall only be mailed using secure methods.  Large volume mailings of DHCS PHI shall be by a secure, bonded courier with signature required on receipt.  Disks and other transportable media sent through the mail must be encrypted with a University of California approved solution which is comparable to a solution using a CSSI vendor product..
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