Federal Legislation Security and Data Protection


House

H.R. 516 Federal Agency Data Privacy Protection Act
· Sets forth requirements: (1) for the use of encryption for sensitive data maintained by the federal government; (2) relating to access by agency personnel to sensitive data; and (3) relating to government contractors and their employees involving sensitive data. 
· Referred to House Committee on Oversight and Government Reform

H.R. 836 Cyber-Security Enhancement and Consumer Data Protection Act of 2007

· Cyber-Security Enhancement and Consumer Data Protection Act of 2007 - Amends the federal criminal code to: (1) prohibit accessing or remotely controlling a protected computer to obtain identification information; (2) revise the definition of "protected computer" to include computers affecting interstate or foreign commerce or communication; (3) expand the definition of racketeering to include computer fraud; (4) redefine the crime of computer-related extortion to include threats to access without authorization (or to exceed authorized access of) a protected computer; (5) impose criminal penalties for conspiracy to commit computer fraud; (6) impose a fine and/or five year prison term for failure to notify the U.S. Secret Service or Federal Bureau of Investigation (FBI) of a major security breach (involving a significant risk of identity theft) in a computer system, with the intent to thwart an investigation of such breach; (7) increase to 30 years the maximum term of imprisonment for computer fraud and require forfeiture of property used to commit computer fraud; and (8) impose criminal penalties for damaging 10 or more protected computers during any one-year period.

· Referred to House Committee on the Judiciary

H.R. 958 Data Accountability and Trust Act

· To protect consumers by requiring reasonable security policies and procedures to protect computerized data containing personal information, and to provide for nationwide notice in the event of a security breach.
· Referred to House Committee on Energy and Commerce

Senate

S. 239 Notification of Risk to Personal Data Act of 2007

· A bill to require Federal agencies, and persons engaged in interstate commerce, in possession of data containing sensitive personally identifiable information, to disclose any breach of such information.

· Referred to Senate Committee on the Judiciary

S. 495 Personal Data Privacy and Security Act of 2007

· A bill to prevent and mitigate identity theft, to ensure privacy, to provide notice of security breaches, and to enhance criminal penalties, law enforcement assistance, and other protections against security breaches, fraudulent access, and misuse of personally identifiable information.

· Referred to Senate Committee on the Judiciary[image: image1.png]
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