Rethinking the Management of Identity Information

(DRAFT – 12/3/2007)

At its September 27-28, 2007 meeting, the ITLC agreed to initiate an assessment of the processes incorporating identity information among the University's primary application systems, including:

· Campus payroll and HR systems

· System-wide employee systems (e.g., AYSO, Benefits)

· Campus student information systems

· System-wide student systems (e.g., Pathways)

· Corporate data warehouse systems

· Campus identity management systems

· Other systems that utilize or manage identity information

The goal of this assessment is to recommend a succession of business process changes and an architecture for the management and exchange of identity information within UC.  Changes should improve the University's management of identity information in whole or in part by addressing the following issues:

· Rationalization of the exchange of identity information

· Improved timeliness in the exchange of identity information

· Reduction in the number of required repositories of sensitive identity information

· Improved security for the required repositories of sensitive identity information

· More effective vetting of the identities of the members of the University community, as appropriate to their roles

· Creation of an Identity data dictionary

· Elimination of more than one data-of-record repository for any single attribute
· Utilize technology in an effective manner to support the architecture

· Definition of a process for the creation and retirement of identity attributes
This assessment should involve members of the IT Architecture Group, the UCTrust Work Group, and application specialists from UCOP.  A report should be delivered to  the ITLC by June, 2008.

Background

Campus Identity Management (IdM) systems have grown to be critical components of UC's IT architecture over the past several years.  To date, these IdM systems have been adjuncts to other components of the architecture, receiving their data through “back end” synchronization with systems like the Payroll Personnel System (PPS) and the campuses' student information systems (SIS).

The following diagram illustrates the current state of identity information management at the University.
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While this structure has served the University well over the years, there are a number of reasons why change is needed.  In particular,

1. The “back end” synchronization, more often reconciliation, is ad hoc, complicated, and  typically accomplished by overnight batch processes, causing delays in providing services to new members of the UC community and forcing “corporate” data to be out of date.

2. UCTrust and the federal eAuthentication initiatives are driving more rigorous processes for identifying and registering people for services.  There is opportunity for synergy with similar processes used when hiring employees and admitting students.

3. Personally Identifiable Information (PII) is replicated in multiple systems, increasing the University's exposure to damaging security breaches.

4. Large personnel overhead associated with managing these disparate systems.
5. Future systems designs involving identity will be simplified to the extent of requiring little more than an interface.
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