ERS Authentication Overview

Authentication options: Internal/external 
· Set via system parameter in XML configuration

Internal: 

1. our signon screen

2. checks our User table 

3. MD5 hashed password

4. Redirect to enterERS

5. enterERS servlet filter sees internal authentication enabled, exits

6. enterERS checks for UserContext and exits if not found or invalid

7. enterERS checks if user is active and exits if not true

External:

1. Campus signon

2. Redirect to enterERS

3. enterERS servlet filter sees external authentication enabled

4. Invokes custom UserContextBuilder, which: 

a. validates token or other arguments according to local requirements

b. obtains user attributes from Shibboleth or another source (LDAP)

c. constructs UserContext object

d. Servlet filter writes contents of UserContext object to User table and session
5. enterERS checks for UserContext and exits if not found or invalid

6. enterERS checks if user is active and exits if not true

UserContext object

· In-memory structure representing logged-in user.   Used for audit trail, email generation, web app display, link to Employee entity via employee ID.
· User_ID links to user-specific application preferences

User table

· Persists user attributes across sessions for use by batch processing
ERS UserContext Attribute Requirements 
	ERS Attribute
	Format
	eduPerson Attribute 

	
	
	

	User_ID
	varchar(60) NOT NULL
	Login name/uid

	First_Name
	varchar(30) NULL
	Given name/givenName

	Last_Name
	varchar(30) NULL
	Surname/sn

	Email_Addr
	varchar(255) NULL
	Email address/mail

	Employee_ID
	char(9) NULL
	

	Active_Ind
	char(1) NOT NULL
	


Questions:

1. Mapping of Employee ID to eduPersonTargetedID
eduPersonTargetedID (defined in eduPerson)

A persistent, opaque identifier for a principal shared between a pair of coordinating entities, denoted by the Liberty Alliance architecture overview as identity provider and service provider, and by the Shibboleth architecture document as an origin site and a target application.  An identity provider uses the appropriate value of this attribute when communicating with a particular service provider, and does not reveal that value to any other service provider except in limited circumstances.

A given value is intended only for consumption by a specific requester, and may be derived from some function over the requester's identity and other principal-specific input(s).  It might not itself be stored by the identity provider, but usually is in order to support changes to or revocation of the value.  It should be considerably difficult for an observer to guess the value that would be returned to any given requester, even given knowledge of the principal-specific input(s) to that value.

This attribute is used typically to represent a long-term account linking relationship between an identity provider and a service provider.  Note that such a service provider might itself also be an identity provider.

2. Mapping of Active Indicator
The Active Indicator indicates whether the User currently has access to ERS.   While the campus Origin/CP will know about many users, not all of those users will have permission to access ERS.  

The value of this attribute need not be persistent in the campus identity management system or directory.  A decision could be made by the Origin/CP based on other criteria whether access should be granted and the indicator set appropriately based on this decision.  
ERS requires the indicator, however, so that it can be included in the User information persisted in ERS.   Various batch processes in ERS that require access to the User information also need to examine this indicator.
