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Privacy & Security Violations Case

· A department head asks an employee she supervises to access a co-worker’s computer.

· The co-worker is out on sick leave, but had been working on several issues with other departments.

· The supervisor wants the employee to find any e-mail communications he may have had on those issues.

1. What University policy does this request violate?

2. Can the employee refuse to obey his supervisor’s request?

3. What should this employee do?

· The employee goes to his co-worker’s computer & finds her password, which is written on a sticky note attached to the bottom of her keyboard.

· The employee signs on & finds the e-mails that his supervisor wanted.

· Another co-worker asks why he is working at someone else’s computer & he explains about his supervisor’s request.

· That co-worker advises him about the University’s Electronic Communications policy.

1. How many individuals have violated the University’s Electronic Communications policy?

2. What are this employee’s options at this point?

· The employee returns to his supervisor & reports that he found the e-mails she wanted.
· She is pleased & asks him to go back to his co-worker’s computer to look for additional correspondence.

· The employee doesn’t want to access the computer again & instead comes to you, a supervisor in another group.

1. Who should you report this incident to?

2. How should you handle the compromised position the employee was placed in?

3. How should the problem of employees leaving their passwords in their work areas be addressed?

Conflict of Interest/Commitment Case

· A department manager overhears a conversation between two employees regarding a third employee & his supervisor

· Their discussion leads her to believe that these individuals are involved in an outside business activity doing business with another UC campus & a UC operated National Lab.
· The manager checks the personnel files of the employee & supervisor but does not find any requests to engage in outside business activities. 
1. What University policy is in question here?

2. What are the conditions under which these employees could legitimately conduct business with the University?

3. What should the manager do?

· The manager returns to speak with one of the employees whose conversation she overheard, asking for more information.

· Her source provides her with a phonetic name of the company believed to be doing outside business with UC.

1. How far should the manager go in checking up on hearsay?
2. Is anyone’s privacy being violated by indirectly inquiring about these employees’ activities?
3. How else could the manager determine whether or not these individuals are engaged in an outside business venture?

· The manager Googles various spellings of this phonetic name & finds a match with a company whose website lists both employees as principals.

· Both the University of California & Lawrence Livermore National Lab are listed as clients on the company’s site.

1. Who should the manager report this to?

2. What steps should the manager take to ensure that employees in her department are aware of University policy?

Fraud/Embezzlement Case
· An organization operated by a UC campus is responsible for development & sale of specialized educational content.

· The director of the organization is not required to justify his budget or strategy, as long as the organization remains profitable.

· Over time, the director shifts the organization’s focus from providing content to providing online learning services, which involve the purchase of specialized software.

1. What potentials for abuse exist in this organizational structure?

2. Identify a procedure that could address each area of risk.

· During a vendor evaluation of online learning software, the director disregards his staff’s recommendation and requests a sole-sourced purchase of a substantially more expensive product. The staff who participated in the evaluation process feel that this particular product is defective, as well as being overpriced.

· When questioned regarding his decision, the director claims that he selected the product because he liked the vendor.

· The director then enters into a series of contracts with various content developers to integrate course materials with this new product.
1. What are the University’s criteria for a sole-sourced acquisition? Does the vendor product in question meet these criteria?
2. Do the director’s actions meet the qualifications for an IGA? If so, what would be the nature of the allegations?
3. Given the existing organizational structure, would it be helpful for the staff to take their concerns to the director’s manager? Why or why not?

· It’s already September and the organization still has no approved budget for the fiscal year. In light of the director’s recent significant expenditures, the staff hesitates to fund their own programs for the year. 
· They are also becoming increasingly disturbed about their director’s behavior.

· Not long after, they notice a fictitious business name listing in the local newspaper. A company with a name related to educational services is listed under their director’s name and address. 
1. Does this new information indicate the potential for more serious allegations?

2. What should the staff do with this information?
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