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Physician Receivables – Core Audit Procedures


I.
Audit Approach  (Estimated total fieldwork budget – 600 hours)

As an element of the University’s core business functions, Physician Receivables will be audited once every three to five years, using a risk-based approach.  The minimum requirements set forth in the “general overview and risk assessment” section below must be completed for the audit to qualify for core audit coverage.  Following completion of the general overview and risk assessment, the auditor will use professional judgment to select specific areas for additional focus and audit testing. 

II. 
General Overview and Risk Assessment (Estimated time to complete – 180 hours)
At a minimum, general overview procedures will include interviews of department management and key personnel within practice plan administration, the centralized billing office and in selected physician practice offices; a review of available financial and management reports; evaluation of policies and procedures associated with business processes; inventory of compliance requirements; consideration of key operational aspects; and an assessment of the information systems environment.  During the general overview, a detailed understanding of the management structure, significant financial and operational processes, compliance requirements, and information systems will be obtained (or updated).  

As needed, the general overview will incorporate the use of internal control questionnaires (examples are provided as Attachment I) and process flowcharts, and the examination of sample documents supporting key process controls. 

A.
The following table summarizes audit objectives and corresponding high-level risks to be considered during the general overview.

	Audit Objective
	Areas of Risk

	Obtain a detailed understanding of significant processes and practices employed for physician receivables, specifically addressing the following components:

· Management philosophy, operating style, and risk assessment practices;

· Organizational structure, and delegations of authority and responsibility; 

· Positions of accountability for financial and programmatic results

· Compliance with external regulations and internal policy 

· Training of key personnel

· Process strengths (best practices), weaknesses, and mitigating controls;

· Information systems, applications, databases, and electronic interfaces.
	· Non-compliance with regulatory, payor, or campus requirements may subject the University to financial loss or legal action.  

· Poor communication and training regarding expectations may result in inappropriate behavior.

· Risk assessment processes may not identify and address key areas of risk. 

· Inadequate separation of responsibilities for activities may create opportunities for fraud, misrepresentation, errors or omissions.

· Inadequate accountability for the achievement of objectives may decrease the likelihood of achieving results. 

· Processes and/or information systems may not be well designed or implemented, and may not yield desired results, e.g., compliance with relevant regulations, policies and procedures; and operational efficiency and effectiveness.  


B. The following procedures will be completed as part of the general overview whenever the core audit is conducted.

General Control Environment  

1. Interview management and key personnel within practice plan administration, the centralized billing office and in selected physician practices to identify and assess their philosophy and operating style, regular channels of communication, and all internal risk assessment processes relating to physician receivables.  Solicit input on concerns or areas of perceived risk.

2. Obtain reports from any internal or external reviews performed of the campus physician receivables function.

3. Obtain pertinent organizational charts, delegations of authority, and management reports.  

4. Interview select staff members to obtain the staff perspective on the control environment.  Solicit input on concerns or areas of perceived risk.

5. Evaluate the adequacy of the organizational structure and various reporting processes to provide reasonable assurance that accountability for programmatic and financial results is clearly demonstrated. 

6. If the organizational structure and various reporting processes do not appear adequate, explore alternative structures or reporting processes to enhance assurance.  Comparison to corresponding departments on other campuses may provide value.  

Business Processes

7. Identify all key campus physician receivable activities to gain an understanding of the business processes and positions with process responsibilities. 

8. Document positions with responsibility for coordinating and controlling the physician receivable processes.  Document processes via flowcharts or narratives, identifying process strengths, weaknesses, and mitigating controls.  

9. Conduct walk-throughs of various processes for a small sample of transactions by reviewing charge documents, billing system reports, and ledger entries.

10. Evaluate processes for adequate separation of responsibilities, including separation of charge capture activities from cash handling functions.  Evaluate the adequacy of processes to provide reasonable assurance that University assets are properly safeguarded.  

11. If processes do not appear adequate, develop detailed test objectives and procedures, and conduct detailed transaction testing with specific test criteria.  Consider whether statistical (versus judgmental) sampling would be appropriate for purposes of projecting on the population as a whole or for providing a confidence interval. 

Information Systems

12.
Interview information systems personnel to identify all manual or electronic information systems, applications, and databases used for physician receivables processing.  Identify interfaces with other systems.  Obtain and review systems documentation to the extent available.  Otherwise, document information flow via flowcharts or narratives, including all interfaces with other systems, noting the following:
a. Are the systems manual or electronic?

b. Does the system interface with other administrative information systems?  If yes, is that interface manual or electronic?

c. What type(s) of source documents are used to input the data?

d. What types of access controls are in place within the automated system? 

e. What types of edit controls are in place within the automated system?

f. For what purposes is the system used?

g. Who performs review of the system’s output to ensure correct information?

h. Is a disaster/back-up recovery system in place for this system?

i. What is the retention period for source documents and system data?

13.
Evaluate the adequacy of the information systems to provide for availability, integrity, and confidentiality of University information resources. 

14.
If system controls do not appear adequate, develop detailed test objectives and procedures, and conduct detailed testing with specific test criteria.

C.
Following completion of the general overview steps outlined above, a high-level risk assessment should be performed and documented.  To the extent necessary, as determined by the auditor, this risk assessment may address aspects of other areas outlined below (financial, compliance, operational efficiency and effectiveness; and information systems).  In addition to the evaluations conducted in the general objectives section, the risk assessment should consider the following: time since last review, recent audit findings; organizational changes; regulatory requirements, etc. 

III.
Financial Reporting (Estimated time to complete – 60 hours)
A.
The following table summarizes audit objectives and corresponding high-level risks regarding compliance with policies, procedures, and regulatory requirements. 

	Audit Objective
	Areas of Risk

	Evaluate the accuracy and integrity of financial reporting, specifically addressing the following components:
· Budgeting processes

· Accounting for receivables

· Practice plan recordkeeping

· Bad debt provisions and write-off


	· Budgeting processes may not adequately align resources with key business objectives.

· Inaccurate or insufficient A/R accounting mechanisms may distort financial reporting and adversely affect management decision making.

· Improper posting of revenue may distort reporting of physician and/or practice plan financial standing

· Lack of bad debt provisions and write-offs can contribute to inaccurate financial asset reporting




B.
The following procedures should be considered whenever the audit is conducted. 

1.
Identify financial budgeting and reporting methods in use to capture physician receivables activity.  Obtain and review recent financial reports and assess the adequacy of performance monitoring efforts.  

2.
Document the accounts receivable financial processes through spreadsheets, narratives, or flowcharts.

3. Determine that duties have been appropriately assigned to responsible personnel for assuring that revenues are accurately reflected in the general ledger.  On a test basis, reconcile subsidiary patient account system balances to the general ledger.

4. Assess the processes used to monitor individual physician revenue generation activity to budgeted projections.   

5. Determine that an allowance for doubtful accounts is established and periodically reviewed for adequacy.

6. Evaluate the accuracy and reliability of financial reporting.  If reporting does not appear accurate and reliable, develop additional detailed test objectives, procedures, and criteria and conduct detailed testing to determine the impact of financial reporting issues.  

IV.
Compliance (Estimated time to complete – 100 hours)
A.
The following table summarizes audit objectives and corresponding high-level risks regarding compliance with policies, procedures, and regulatory requirements. 

	Audit Objective
	Areas of Risk

	Evaluate compliance with the following requirements: 
· Applicable government payor rules and regulations related to billing for patient care services, including Department of Health and Human Services (HHS) / Center for Medicare and Medicaid Services (CMS) regulations

· Other payor health plan contract terms and conditions

· Privacy and Security regulations of the Health Insurance Portability and Accountability Act (HIPAA)

· University and local policies and procedures.
	· Non-compliance with government, private payor, or University billing requirements may lead to non-compensation for services provided or to allegations of false claims

· Non-compliance with other laws may result in censure




B.
The following procedures should be considered whenever the audit is conducted. 

1.
Select a sample of billing transactions and evaluate compliance with the applicable payor and University requirements, particularly related to: 


a.  timeliness standards 

b.
documentation standards, including privacy and security issues 

2. Determine what processes are in place to ensure compliance.

3. Based on the limited review, evaluate whether processes provide reasonable assurance that accounts receivable activities and practices are in compliance with policies, procedures, and regulatory requirements.  

4.
If it does not appear that processes provide reasonable assurance of compliance, develop detailed test procedures and criteria to evaluate extent of non-compliance and impact.

V.
Operational Effectiveness and Efficiency (Estimated time to complete – 220 hours)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding operational effectiveness and efficiency.

	Audit Objective
	Areas of Risk

	Evaluate effectiveness and efficiency of operations, specifically addressing the following areas: 

· Charge capture

· Patient account updating

· Bill processing

· Collection and follow-up

· Centralization/decentralization

· Training and resource support


	· Unprocessed or inaccurate charges can result in loss of revenue. 

· Improper posting of charges may result in poor patient relations. 

· Inaccurate, incomplete, or delayed bill processing may lead to inappropriate reimbursement amounts or non-payment.

· Lack of account follow-up may result in lost revenue.

· Ineffective or inefficient operations may result in waste of resources.

· Insufficient training and resource support may hinder achievement of objectives.


B. Based on the information obtained during the general overview, financial reporting, and compliance sections, determine whether any operations should be evaluated further.  For example, the following procedures should be considered: 

1. Determine the processes for ensuring that patient demographic and insurance information is accurately captured; that patient services are authorized by insurance, if needed; that patient liability (co-payments/deductibles) is determined and collected; and that patients are appropriately registered in the patient admissions/registration system.  

2. Determine if clinic management has implemented monitoring mechanisms to ensure that all charges for services performed are properly captured.  For example, determine if procedures have been established to reconcile charge documents against appointment schedules.  

3. For a sample of clinics, and within central billing offices, determine that responsibilities for charge generation, account adjustment, and cash handling are adequately separated.

4. Select a sample of visits and determine that professional service charge documents are prepared timely and accurately, using approved fee schedules or other properly authorized rates.  (Medical record documentation should support occurrence of a visit.)

5. For the sample above, verify that charges are accurately posted to patient accounts in the billing system.  (Charges posted should match those documented on the charge document.) 

6. For the same sample, determine whether patient liability was computed and appropriate co-payments and/or deductibles were collected at the time of service.  

7. Determine the processes for handling non-covered services (use of Advance Beneficiary Notices).

8. Based on sampling or management reports, determine if charges are being input timely into the billing system.  Determine that charge submission deadlines have been established, and that monitoring of performance is in place.  

9. Determine that charge document templates accurately reflect commonly used diagnostic and procedural codes and descriptions and correct fees, and that they are updated as needed.  

10. Determine that the chargemaster is periodically reviewed for accuracy and updated as needed.  

11. Determine that bills (patient statements / insurance claims) are produced accurately and timely.

12. Determine whether a claims editor software is used to ensure accuracy of claims before submission to payors.

13. Determine that there is a process for addressing denied claims, including correction and resubmission whenever possible, along with reporting of errors back to responsible processing areas.

14. Determine that account adjustments (refunds, professional courtesies and contractual allowances) are properly authorized and monitored.

15. Determine that there is timely collection follow-up on past-due accounts and that write-offs are properly supported, reviewed and approved by authorized personnel.

16. If collection agencies are used, verify that authorized purchase order contracts have been established and that management receives agency performance information sufficient to assess contractual compliance.

17. Determine that outstanding patient credit balances are reviewed and resolved timely.  

18. Determine that management summary reports are regularly received and reviewed by appropriate individuals and that they are useful and effective for monitoring physician receivables processing.

19. Determine that billing policies and procedures are documented for employee reference and training. 

20. Determine the appropriateness of centralized versus decentralized responsibilities for managing physician receivables activity. 

21. Determine the sufficiency of training and resource support for physician receivable activities (employee training, reference materials, staffing levels, data processing support, management reporting and records retrieval capabilities, etc.)

VI.
Information Systems (Estimated time to complete – 40 hours)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding information systems.

	Audit Objective
	Areas of Risk

	Evaluate the following information systems, applications, databases, system interfaces, and records practices:

· Electronic or manual interfaces between departmental systems, applications, and/or databases;

· Electronic or manual interfaces with other campus information systems;

· Records management policies and practices for both hardcopy and electronic records.
	· Security management practices may not adequately address information assets, data security policy, or risk assessment.

· Application and systems development processes may result in poor design or implementation.

· The confidentiality, integrity, and availability of data may be compromised by ineffective controls (physical, logical, operational). 

· Disaster recovery and business continuity planning may be inadequate to ensure prompt and appropriate crisis response.

· Records management policy and practice may not adequately ensure availability.


B.
The following should be considered whenever the core audit is conducted.  

1.
Identify any significant changes to information systems or corresponding business processes. 

2.
Evaluate the impact of any significant changes to the overall system of internal controls. 

C.
In addition, consider two-way tests of data through systems from source document to final reports, and from reports to original source documents.  

D.
Based on the information obtained during the information systems overview, evaluate whether any information resources should be evaluated further.  

REFERENCES

1.
University Accounting Manual H-214-7, “Health Care Services Professional Fees”

2.
University Accounting Manual H-214-75, “Health Sciences Compensation Plans”

GENERAL OBJECTIVES:  

1.
Please provide the following to the extent that they are available:

a.
Mission statement or vision statement 

b.
Organizational chart

c.
Current delegations of authority or responsibility

d.
Most recent job descriptions for key management positions

e.
Strategic planning documents

f.
List of regularly prepared financial and management reports 


g.
List of key departmental contacts for major activities


h.
Policy and procedure manuals


i.
Training materials

2.
Describe department management's processes or approaches for evaluating the status of current operations.  If the various approaches include any formal risk assessment process, please describe the process in detail and corresponding reporting, if any.  

3.
Describe any significant changes to physician receivables operations in the last three years.  For example, please list any turnover in key positions; changes to policies, processes, or procedures; new information systems; new or revised compliance requirements; etc. 

4.
Do you have any concerns with regard to the current state of physician receivables activities?  If so, what are they?  If not, what operations should be considered for selection as the focus or scope of the current review in your opinion?

5.
Have any physician receivables-related operations been the subject of review by any outside party (e.g., Office of the President, peer review, independent consultants, regulatory agencies, etc.)?  If so, please provide the results of the review(s). 

FINANCIAL REPORTING OBJECTIVES

1. Please describe budgeting processes for physician receivables.  Who is responsible for monitoring budget variances?

2. What financial reports are regularly prepared and with what frequency?  To whom are they distributed?  

3.
How is physician receivables activity booked to the general ledger?

COMPLIANCE OBJECTIVES:

1. Please explain your processes for promoting and ensuring compliance with various payor and University requirements.  

2.
Are there any prescribed processes for monitoring physician/clinic compliance with specific requirements, and reporting internally discovered instances of non-compliance?  If so, please describe the processes.  

3.
In your opinion, are there any specific policies, procedures, rules, or regulations that are not consistently observed?  If so, please explain the requirement, and estimate the level of compliance (or non-compliance) and its impact. 

OPERATIONAL OBJECTIVES:

1. Please describe the core business processes for the following:

a. Charge capture

b. Patient accounting

c. Bill processing

d. Collection and follow-up

e. Resource allocation

2. Describe your management reporting processes regarding the status of physician receivables activities.  Please include both written and verbal reporting channels.  For example, include documented reports, as well as meetings.  Also, please indicate which are used on a recurring basis, and the frequency, and which are used on a more ad hoc basis. 

3.
Describe training programs and reference materials used to provide management and staff with information on policies and regulations.   

3.
Describe any operational activities that, in your opinion, could be improved.  Specifically, what would be changed, and what would be the resulting benefit?  Has the idea been discussed internally and, if so, what was the result?  If not, why?

INFORMATION SYSTEMS OBJECTIVES:

1.
Describe the information systems used for physician receivables processing and management.  Please also note whether systems are manual or electronic. 

2.
Who is responsible for systems administration and security?  How is physical security maintained for information resources?  How is logical security (access) provided or restricted?  Who decides?

3.
Have any information systems been developed internally?  If so, please describe the development process and the current status of the system(s)? 

4.
Do any departmental information systems interface with systems used by other departments?  If so, please describe. 

5.
Does the department have a written disaster recovery plan for emergencies?  If so, is that plan periodically tested?  When was the last test, and what were the results?  

6.
Are records retention schedules observed? 

7.
Have there been any indications of problems with information, i.e., availability, accuracy, completeness, timeliness, security, confidentiality, etc. 

8.
Have all the required software licenses been acquired?  Are maintenance agreements current? 

9.
Do you have any concerns about departmental information systems, or interfaces with other systems? 

CLINIC DETAILED QUESTIONNAIRE

A.
General

1. Who is responsible for billing and receivable activity for your department?  (Please give name of your department unit and/or names of other campus departments or outside agencies)

2. How many staff perform this function?

3. Who is responsible for scheduling appointments?  (Please give names and titles of staff members)
4. How are appointments recorded and communicated to the medical staff?
5. How are patient’s insurance benefits verified and authorized?  When is insurance verification and benefits authorization performed?  Who is responsible?  What information is required?
6. How are patients registered?  Who performs initial data gathering and input of patient information into the admissions system and/or the billing system?
7. Who determines and assigns financial class code?
8. How is patient liability (co-payments and deductibles) determined?  Is payment collected at the time of service?

9. Who is responsible for receiving payments made on-site?  What other duties do these individuals have?  

10. At the time of service, how is treatment documented?  (i.e., hard copy, electronic device such as a CDS - Clinical Documentation System)
11. What medical record is used to support patient care, the medical center’s or a private “shadow” record established by the physician?
12. What computer application is used for billing and collection activity?  Who has access to this system and what system capabilities have they been granted?  (Please give names here or attach a separate listing)
13. Are passwords required to access the system?  If yes, does the system require that passwords be changed periodically?  How often are passwords changed?
14. What charge capture and billing policies and procedures are documented in your area(s) for employee reference and training?  Who is responsible for updating this information?  When was the last revision?
B.
Charge Capture
Charge Generation

1. How are outpatient charges generated?  Are medical records reviewed and abstracted, or do practitioners provide charge or other documents?  If abstracted, who performs the abstracting?
2. How are inpatient charges generated?  Are medical records reviewed and abstracted, or do practitioners provide charge or other documents?  If abstracted, who performs the abstracting?
3. Who is responsible for designating and coding the diagnosis?  Who is responsible for designating and coding the procedures performed?
4. How is the actual amount of a visit/procedure charge determined?  Is there a standard rate schedule (chargemaster)?  On what basis are rates established?

5. Does rate schedule information reside on the billing system? 
6. Who is responsible for reviewing and updating the chargemaster/rate schedule to ensure that it is accurate and compliant with payor requirements?  How frequently is the chargemaster updated?

7. What types of charge documents are used?  How are you assured that they contain accurate ICD-9 diagnostic codes and CPT procedure codes?
8. Who is responsible for preparing charge documents?  Once prepared, who inputs the charge document into the billing system?

9. How are charge documents submitted for processing?  If they are sent off-site, are there regularly scheduled pick-up times and points for these charge documents?  Is there a designated secure area for the charge documents to be placed until they are picked up for processing?

10. On average how long does it take to submit a charge after a patient’s outpatient visit?  How long for inpatient visits?
11. Are deadlines for completing and submitting charges established for your area(s)?  If yes, please describe established time limits and how they are monitored.

12. How are you assured that a charge document has been submitted and input for all appointments?

13. Are records of individual appointments matched to charges input to the billing system?  Yes ____ No____

If yes, who performs this match and how and when is this procedure performed?  

If no, do you have another means of assuring that all visits are properly charged?

14. Is any review performed to match charges processed against individual medical records?  Yes ____ No____
If yes, who performs this match and how and when is this procedure performed?

If no, do you have another means of assuring that documentation is present to substantiate charges?
Charge Adjustments
15. If there is a reduction in the regular charge, how is this processed?  (Professional courtesy, physician request, not billable, low liability, contractual allowance)  Are written instructions/guidelines for processing charge reductions established in your area(s)?

16. At what point are these reductions processed, at the time of service or later?

17. What type of documentation, if any, is required to request or authorize a reduction to charges?  Who prepares the documentation?  Is an authorized signature required?  Who is authorized to sign?  Who processes the adjustment in the system?

18. Are billing system reports of charge reductions regularly reviewed?  If yes, who is responsible and how frequently is the review performed?  
19. Are credit memos used?  Who prepares them?  (Give names)  Does anyone authorize them?  Who processes them?  
Billing

20. How are statements or claims generated to bill patients and/or insurance for services performed?

21. Who is responsible for performing the billing process?  (Give names)  What other responsibilities do these individuals have?
22. On average, how soon is a billing statement / claim form generated after a patient’s outpatient visit?  Inpatient visit?

23. How are you assured that billing statements/claim forms are accurately generated and sent for all billable services performed by your area(s)?
24. Is a claims editor software used?  

25. Are claims transmission standards compliant with HIPAA security requirements?  

C.  
Account Follow-up and Collection
1. What are the account follow-up practices of the department?  (Process and timeframe for patient notification of past due balances, write-offs, negotiated repayment plans, etc.)  Are procedures formalized and documented?
2. How are past due account balances tracked and reported?  (e.g., aging report, schedule, log, etc.)  Give name and source of the reports.

3. What is the approximate accounts receivable balance for your area(s)?  What dollar amount and percentage is over 90 days due?  How frequently is collection follow-up activity performed?

4. Who performs the collection functions?  (Give names).  What other job duties do these people have?
5. Is a collection agency used?  Yes ____ No ____
If yes, please list complete name of agency used.  Does a formal contract exist?  What criteria are used for referring accounts?  How are they compensated?  What type of performance information is received from the agency?

6. Is an allowance for uncollectible accounts established?  Yes ____ No ____

If yes, who establishes the rate used for reporting?  (Give names)  How often is the rate reviewed and adjusted against actual collection performance?  Is the allowance “booked” to a campus account?

7. Do reports capture the amount of patient credit balances outstanding for your area(s)?  (Give name and source of the reports)  What is the approximate number of patient accounts showing a credit balance and the value (sum) of these credit balances?  What dollar amount and percentage is over 120 days due?  What follow-up is performed for patient accounts showing a credit balance?  How are the credit balances treated?
8. What is the process for handling denied claims?
9. How are write-offs of accounts initiated and processed?  Are write-offs independently reviewed and/or authorized?  If so, by whom?  (Give names)  What type of information is required and maintained in department files?

10. How are write-offs reflected in the billing system?  How do you assure write-off categories are accurately applied?
D.
Evaluation and Reporting

1. How is revenue credited to each physician and/or each division?
2. Who is responsible for monitoring billings by physician to budgeted amounts?
3. What accounts / funds are used to record payments / revenue?  Who is responsible for assuring that payments / revenues are accurately reflected in the general ledger?  How is this performed?
4. Are summary reports of billing activity received from other areas or created by your department?  (Please name the reports).  How are they used?  To whom are the reports distributed?  How often are the reports prepared?
5. Are summary reports useful and effective for identifying exceptions and assisting you with monitoring charge, billing and payment processing activities?

6. How are patient inquiries/complaints regarding account balances handled?  What methods are used to document and track inquiries and resolution of patient account problems?  What are the most frequent complaints and how are they typically resolved?

E.
Conclusion 

1. What do you consider the most significant issues and/or risks facing your area(s) of responsibility in relation to charge capture and billing?  

2. Are there any areas that you would like to see changed within your department that relate to capturing charges or bill processing?  What would you change and why?

3. Are there any other concerns or questions that we have not asked?

18

