IT Auditor’s Core Audit

Internal Control Questionnaire

Information Technology - Physical Security

Audit # __-__


1. Please list the names, phone numbers, and emails addresses for the following persons:

a. Person Responsible for risk assessment and physical security planning for the Data Center

Name:      
Phone Number:      
Email Address:      
b. Operations Manager of the Data Center      
Name:      
Phone Number:      
Email Address:      
c. Person who grants physical access to Data Center (issues keys, pin codes, etc)

Name:      
Phone Number:      
Email Address:      
d. Person who reviews physical access logs (if any)

Name:      
Phone Number:      
Email Address:      
e. Person who maintains employee personnel files for Data Center staff

Name:      
Phone Number:      
Email Address:      
2. Does Physical Security have a unique budget or component of a budget?

Yes  FORMCHECKBOX 


NO  FORMCHECKBOX 

Please describe the process to obtain funding for needed physical security enhancements of the Data Center.  Please include who is responsible for physical security funding approvals.  

     
3. Is funding sufficient to provide adequate physical security for the Data Center?

Yes  FORMCHECKBOX 


NO  FORMCHECKBOX 

4. Has a documented risk assessment been performed for physical security of the Data Center?  Yes  FORMCHECKBOX 


NO  FORMCHECKBOX 

5. If a risk assessment was performed was it used to design or evaluate physical security controls?

Yes  FORMCHECKBOX 


NO  FORMCHECKBOX 


N/A – no risk assessment 

6. Please describe physical security controls for the Data Center:

     
7. Are you aware of any local policies or procedures governing physical security requirements for the Data Center?

Yes  FORMCHECKBOX 


NO  FORMCHECKBOX 

If yes, please list:

     
8. Are you aware of any UC policies governing physical security of the Data Center?

Yes  FORMCHECKBOX 


NO  FORMCHECKBOX 

If yes, please list

     
9. Are contractor employees allowed in the Data Center?

Yes  FORMCHECKBOX 


NO  FORMCHECKBOX 

If yes, please describe procedure and criteria for granting physical access to independent contractor and/or person working for a contractor, such as a building remodel project.

     
10. Are “Critical Position” employees (as defined in Campus and/or UC Personnel policy) finger printed and background checked?

Yes  FORMCHECKBOX 


NO  FORMCHECKBOX 

Please include copies of the following documents, if available, or provide direction for audit to obtain copies, e.g. URL.  If electronic copies are available, please email as attachments to the auditor.

1. Data Center physical security risk assessment documentation

2. Organization Chart(s) relevant to management of physical security of the Data Center

3. Procedures for granting physical access to Data Center

4. Procedures for reviewing physical access logs for the Data Center, e.g. 

5. List of “Critical Position” that require background checks and fingerprinting as a condition of employment.
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