UC Core Audit Program

Audit Program and Internal Control Questionnaire

Network Management



I.
Audit Approach (total fieldwork budget for all the sections is estimated at 390 hrs)



As an element of the University’s core business functions, Network Management 
will be audited once every three to five years using a risk-based approach. Network management includes but not limited to the management and administration of the voice and data networks, including; physical wiring, addressing, routing and monitoring of the core network (backbone), building networks, departmental networks, remote networks, virtual subnets, virtual private networks (VPNs) and non-UC networks managed by UC personnel. The minimum requirements set forth in the  “general overview and risk assessment” section below must be completed for the audit to qualify for core audit coverage.  Following completion of the general overview and risk assessment, the auditor will use professional judgment to select specific areas for additional focus and audit testing:  Consideration should be given to any program element that was covered in recent audits.  
II. 
General Overview and Risk Assessment  (80hrs)
At a minimum, general overview procedures will include interviews of department management and key personnel; a review of available financial reports; evaluation of policies and procedures associated with business processes; inventory of compliance requirements; consideration of key operational aspects; and an assessment of the information systems environment.  During the general overview, a detailed understanding of the management structure, significant financial and operational processes, compliance requirements, and information systems will be obtained (or updated).  

As needed, the general overview will incorporate the use of internal control questionnaires, process flowcharts, and the examination of how documents are handled for key processes. 

 A.
The following table summarizes audit objectives and corresponding high-level risks to be considered during the general overview.

	Audit Objective
	Areas of Risk

	Obtain an understanding of significant processes and practices employed implementing and supporting the voice and data networks specifically addressing the following components:

· Management philosophy, operating style, and risk assessment practices including

· awareness of and compliance with applicable laws, regulations and policies,

· planning and management of financial resources for the core network management,

· efficient and effective operations;
· Organizational structure, and delegations of authority and responsibility; 

· Positions of accountability for financial and programmatic results;

· Process strengths (best practices), weaknesses, and mitigating controls;

· Information systems, applications, databases, and electronic interfaces.

· Hardware software change management

· Physical security 

· Business Continuity Planning

· Access control for network devices and applications

· Performance management

· Incident handling

· Network configuration
	· Poor management communication regarding expectations (standards and policies) may result in inappropriate behavior.

· The Network Management’s  risk assessment processes may not identify and address key areas of risk. 

· Inadequate skill level or training to accomplish the necessary network tasks

· Inadequate separation of responsibilities for activities may create opportunities for fraud, misuse and errors or omissions. 

· Inadequate accountability for the achievement of network performance, security and availably 

· Processes and/or information systems may not be well designed or implemented, and may not yield desired results, i.e., accuracy of information, operational efficiency and effectiveness, and compliance with relevant regulations policies and procedures.   


B. The following procedures will be completed as part of the general overview whenever the core audit is conducted.  Obtain an understanding of the hardware and software management process.  Scope includes both changes performed in-house and changes performed by contractors, vendors, or other 3rd parties.

Network Configuration

1. Evaluate management of IP addresses

a. Who manages them?

b. Are there any periodic scans to assess if IPs are being misused?

2. Is dynamic host configuration protocol (DHCP) used? 

a. Who manages the DHCP servers?

b. Review DHCP assignments for appropriateness

c. How long are the leases – do they expire in a reasonable time frame?

d. Is there any authentication of DHCP connections?

e. Are DHCP connections monitored more closely than hard connections?

f. Are users/departments allowed to manage DHCP servers?  

3. Evaluate management of the domain name system (DNS) servers

a. Who manages them?

b. How are they secured?

c. How are protected from failure?

Incident Handling

1. Review and evaluate the incident handling process.

a. Evaluate the thresholds for appropriateness.

b. Determine if escalation procedures clearly documented.

c. How are incidents tracked?  Are tracking logs saved?

2. Are resolutions evaluated by management for appropriateness?

3. Evaluate the scope of incident reporting.

Firewalls and Border Routers

1. Evaluate control over modems and analog lines.

a. Ensure that there has been a survey of modems possibly in use on the network.

b. Ensure analog phone lines have been identified and their use justified.  

2. Document the type, brand, version and location of your firewalls.  Check vendor websites for current patch levels and other security updates/warnings.  If the firewall is separate from the operating system (OS), verify the OS is at current update and patch levels.

3. Application level firewalls: The inherent nature of application level firewalls require that the operating system be as secure as possible due to the close binding of these two components. Thus, the auditor should ensure that the security on the operating system is secure before evaluating the security offered by the application level firewall.

4. Review the policies governing firewall settings.  Ensure laptop users are required to use personal firewalls or other similar methods of protection when connecting through the VPN or dial in servers.

Change Management

1. Review the change request process for both in-house changes and changes performed by contractors or vendors.  

2. Determine if change requests are appropriately approved and supported by documentation.


Physical Security:

1. Evaluate security of the network wiring.

2. Evaluate security of the network devices.

Business Continuity Planning

· Is the core network included in the Disaster Recovery Plan (DRP)?

Access controls

· Describe the access control methods used for the various types of network devices (firewall, logging server, routers, switches, etc.)

Maintenance

1. Is equipment life tracked? Are hot spares of key equipment maintained?

2.  Is maintenance scheduled through the change control process?  If not, evaluate.

3. Evaluate any maintenance service contracts.

 C.   Following completion of the general overview steps outlined above, a high-level risk assessment should be performed and documented in a standardized working paper (e.g., a risk and controls matrix).  To the extent necessary, as determined by the auditor, this risk assessment may address aspects of other areas outlined below (financial reporting, compliance, operational efficiency and effectiveness; and information systems).   In addition to the evaluations conducted in the general objectives section, the risk assessment should consider the following: annual expenditures; time since last review, recent audit findings; organizational change; regulatory requirements, etc. 

III.
Financial (24 hrs)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding financial network management processes.

	Audit Objective
	Areas of Risk

	Evaluate the adequacy of financial resources, and appropriate financial planning consistent with the objectives of Network Management.  Include the following components:

· Appropriate investment in capital equipment,

· Appropriate investment in human resources.

· Appropriate management of contracts

· Does information technology (IT) governance provide adequate consideration of financial needs


	· Poor systems performance,

· Inadequate capacity

· Inefficiency use of resources

· All other risks

· Inadequate funding of key positions

· Budgeting processes may not adequately align resources with key business objectives.

· Budget variances not adequately monitored and evaluated may result in department budget overdrafts, or project cost overruns.  

· Improper classification of costs may cause regulatory compliance concerns (A‑21, cost accounting standards). 

· Recharge methodologies and overhead rate calculations may not provide adequate funding for continued level of service.




B.
The following procedures should be considered whenever the core audit is conducted.


Financial Support

1. Evaluate the budget and plan for network growth and equipment replacement.

2. Evaluate budgeted staff compensation.  Will this reasonably ensure a proper level of talent to adequately support the network?

3. Review training levels and plans for network staff.

4. Where contracts are used for maintenance and support, are they at an appropriate level to provide proper support?

5. Review the recharge rate and calculations of expected “revenue”.  Will it be adequate for proper recovery of all expected costs?

IV.  Compliance (150 hrs)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding compliance with policies and procedures, and regulatory requirements. 

	Audit Objective
	Areas of Risk

	Evaluate compliance with the following requirements: 
· UCOP Policies.

IS3

IS10

Other Business and Finance Bulletins and other University policies

Electronic communications policy;

· Applicable State and Federal laws and regulations including;

FERPA

Gramm Leach Bliley (GLBA)

HIPAA

SB 1392

Evaluate adequacy and compliance with local policies, standards and guidelines


	· Poor security, Poor performance, from lack of adequate guidance policy 

· Delegations of authority may be inappropriate.

· Non-compliance with laws and regulations may put the University at risk with law enforcement or regulatory agencies. 

· Non-compliance of local processes with University requirements may negatively impact reliability and security of the systems.




B.
The following procedures should be considered whenever the review is conducted. 

Physical Security

1. Review security of open network ports in private and public areas.

2. Review access control systems for the rooms housing the equipment and connections.

3. Review administration of the access control system.

4. Review visitor monitoring procedures to the areas housing the network and devices.

5. Evaluate security breach procedures.

6. Briefly describe any machine specific access controls used.

7. Have there been any physical security compromises in the last year?  What were the results of these incidents?


Business Continuity Planning

1. Evaluate the DRP portions affecting the network.

2. Is the DRP integrated with the campus Business Continuity Plan (BCP)?

3. Review the plan maintenance procedures for network issues.

4. Are special connections, services or hardware required?

5. If large segments of the user population need to be relocated, have places been identified?  Are plans in place for establishing network connectivity to these sites within acceptable time frames?

6. Review critical network segment priorities and associated procedures.

7. Have you ever had a disaster?  Were the recovery plans adequate? Describe.

8. Review machine configuration documentation.  This ensures machines can be restored to their exact state prior to the outage/disaster.

9. Describe the earthquake precautions that have been taken to protect hardware and wiring?  (strapping, padding, cabling slack)  Do they cover all the equipment, fixtures and building aspects?




Access controls 

1. Evaluate the methods for reasonableness.

2. Examine key Access Control options including:

a. Unique identification (ID)  (explain any group or shared IDs)

b. Password controls (length, strength, changes, lockouts, maiden passwords)

3. Do any user ID’s exist that have extra permissions outside of group privileges?

4. Evaluate remote access security controls over dial-in or telnet sessions.

5. Examine all vendor ID’s and their use, permissions and login attempts.  Determine appropriateness of access.

6. Evaluate the risks of vendor system access.  What type of access do they have regularly and on an emergency basis?

V.        Operational Effectiveness and Efficiency (16 hrs)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding operational effectiveness and efficiency.

	Audit Objective
	Areas of Risk

	Evaluate management processes, specifically addressing the following areas:

· Personnel management (The use of employees vs. contractors);

· Specialization of work – centralized vs. decentralized

· Network software and equipment changes review and approval processes (Planned vs. ad hoc changes);

· Evaluate the cost benefit of lease vs. buy of capital assets

· Patch vs. permanent fix problems (find real cause of problems)

· Agreements for service levels


	· Poor customer service—resulting in customer’s poor performance and inability to meet University mission

· Paying more for services when less expensive alternatives are available.

· Acceptance unknown and undocumented changes to systems. 




B.
The following procedures should be considered whenever the review is conducted. 


Change Management

1. Describe how change requests are tracked.  Is any history maintained of all changes to the systems?

2. Describe user involvement in the process.

3. How are modifications performed, and in what environment?  

4. What prevents more than one technician from working on the program, system, or unit simultaneously?

5. Is a separate test environment used for testing changes?

6. Is the testing environment sufficient to identify issues with integrated testing efforts?

7. What documentation is generated during testing?  Review.

8. What level of testing occurs for each type of change?

9. Are appropriate types of data used for testing program changes?

10. Do test cases fully test functionality changes?

11. What process/method is used to note exceptions to correct functionality?

12. Is the change process different based on the amount of time allotted for testing and implementation?

13. What is the authorization process for making changes to the production environment?

14. If a version control mechanism is used, evaluate its effectiveness.

15. How are emergency changes to production performed, and are they approved?

16. Is a log of all emergency changes maintained?  Who reviews this log?  How often?

Customer Service Objectives

1. Is a network Service Level Agreement (SLA) in effect?

2. Evaluate the monitoring and reporting of measured criteria for the SLA(s).

3. Do the SLA customers have the ability to independently monitor the performance indicators?

4. What is the scope of the central core network management?  Are there any identifiable gaps between this and departmental management?

5. Are regular customer surveys given?  Review the results.

6. What other methods of comment are available to customers?  Are these adequate?

7. Are customers involved in network planning?  Is this level enough to ensure the network meets customer needs? 

8. How is customer satisfaction gauged?  Briefly describe recent feedback/survey results.

9. What key actions have recently been or will be taken as a result of customer feedback.

10. Briefly describe the (SLA) and its status. What is it and how will it be used?

11. How will SLA results be monitored?  How will their integrity be ensured?

12. What consequences will there be for not meeting the SLA?

VI.
Information and Communication (120 hrs)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding information systems.

	Audit Objective
	Areas of Risk

	Evaluate the following information systems, applications, databases and system interfaces.

· Hardware software change management

· Physical security 

· Business Continuity Planning

· Access control for network devices and applications

· Performance management

· Incident handling

· Network configuration

· Data traffic monitoring

· Proper setup and maintenance of firewalls and border routers  

· Logging, maintenance and intrusion detection reports

· Work order systems; 

· Network management applications (open view, net view)

· Customer service objective 
	·  Security management practices may not adequately address information assets, data security policy, or risk assessment.

· Application and systems development and maintenance processes may result in poor design or implementation.

· The confidentiality, integrity, and availability of data may be compromised by ineffective controls (physical, logical, operational). 

· Disaster recovery and business continuity planning may be inadequate to ensure prompt and appropriate crisis response.




B.
Based on the information obtained during the information systems overview, evaluate whether any operations should be evaluated further via detailed testing.   For example, the following testing should be considered:


Firewalls and Border Routers

1. Test analog line use.

a. If possible, and with IT’s cooperation, war dial the campus phone exchange and gather the analog lines and results of which ones have fax/modems attached.  

b. Compare this with the inventory list IT maintains.

2. Uniform resource locator (URL) filtering

a. If a URL filtering server is used, ensure that it is appropriately defined in the firewall software. If the filtering server is external to the organization, ensure that it is a trusted source.

b. If the URL is from a file, ensure that there is adequate protection for this file to ensure no unauthorized modifications.

3. Ensure that logging is enabled, the logs are saved preventing any gaps, and the logs are regularly reviewed to identify any potential patterns that could indicate an attack.

4. Ensure that the latest patches and updates relating to your firewall are tested and installed.  If patches and updates are automatically downloaded from the vendors’ websites, ensure that the update is received from a trusted site. In the event that patches and updates are e-mailed to the systems administrator, ensure that digital signatures are used to verify the vendor and ensure that the information has not been modified en-route.

5. Review the configuration of the demilitarized zone (DMZ).  Examine configuration of the external and internal firewalls, and determine if proper inbound and outbound traffic to the DMZ is properly filtered.

6. Review the servers placed in the DMZ.  Are any web or file transfer protocol (FTP) servers inside the trusted portion of the network?  Determine the need for this.

7. Review firewall hardware/software/configuration change control procedures.  Ensure testing is thorough enough to prevent failure of the firewall.

8. Ensure that the following spoofed, private (request for comments [RFC] 1918) and illegal addresses are blocked:

a. Standard unroutables

i. 255.255.255.255

ii. 127.0.0.0

b. Private (RFC 1918) addresses

i. 10.0.0.0 – 10.255.255.255

ii. 172.16.0.0 – 172.31.255.255

c. - 192.168.255.255

d. Reserved addresses

i. 240.0.0.0

e. Illegal addresses

i. 0.0.0.0
ii. User datagram protocol (UDP) echo

iii. Internet control message protocol (ICMP) broadcast (RFC 2644)
f. Ensure that traffic from the above addresses is not transmitted by the interface.

9. Review open ports. Ports should be blocked unless there is a documented exception (policy, approved exception document).  Determine if open ports are reasonable based on policy and common vulnerabilities.  Determine if port blocking differs from inbound to outbound traffic.  Review exceptions.  Ensure traffic to/from blocked ports is logged and passed to the intrusion detection system (IDS) if appropriate.

10. Review firewall redundancy, and controls for ensuring uptime.


Intrusion Detection and Response

1. Review the Intrusion Detection & Response (IDR) process documentation.

2. Evaluate the triggers and their thresholds for appropriateness.

3. Are triggers on critical network segments more sensitive?

4. Evaluate the process for updating and changing the IDR system and settings.

5. Is the IDR process directly connected to the Incident Response process? Evaluate.

6. Evaluate the scope of intrusion reporting.


Work Order (Problem Management) Systems

1. Are network problems, work orders, service requests tracked and managed similarly to other IT works?  

2. Is the process for managing work and problems, documented and consistent? 

3. If an application is used to manage work, evaluate controls over it.

4. Review escalation procedures to determine if they are followed?  
5. How are ticket and performance statistics reported and to whom?

Performance Monitoring

1. Evaluate the criteria used for monitoring network performance.

2. Are all core network segments covered?

3. Review the alert thresholds for appropriateness

4. Are segments containing mission critical or critical systems using lower thresholds?

5. Are performance statistics published for general viewing?

6. Review the escalation procedure for critical performance events.

7. Evaluate the procedure used during a network device or segment overload  

8. Is load shed or redirected?

9. Are devices or segments shut down?

10. Are appropriate management and users notified?

11. Are critical segments protected?

12. How are performance statistics used for capacity planning?

13. Are key users/departments involved in the capacity planning?

14. Is an external company used for network monitoring? If so, 

a. Evaluate the contract’s confidentiality and non-disclosure clauses

b. Evaluate the service level agreement, and the level of information contractually provided

c. Does the situation present any delays for critical information?

d. Has the company been authorized to take any action on information they receive?  Evaluate.


Network Management Applications (Open View, Net View)

1. What tools are used to monitor network performance?

2. What is the scope of their coverage?

3. Are they operating 24/7?

4. How are their alerts monitored?

5. Evaluate configuration options to determine if appropriate events are scanned for and escalated properly.

6. Review configuration of the application.

7. Review SLAs to determine if measured criteria are automatically monitored, logged and escalated.

8. Are SLA measurements logged and stored in a read-only format?

9. Does the application interface directly with the intrusion detection system/process?  

10. Is the application configured to automatically respond to any network events?  Evaluate.

11. Evaluate the network monitoring application change control procedures.
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