UC Audit Program 
Information Technology (IT) Project Management


I.	Audit Approach

This audit of IT Project Management will be approached from the perspective of the COSO (Committee Of Sponsoring Organizations of the Treadway Commission) integrated internal control framework that has been adopted by the Regents. Information for the audit program was also obtained as necessary from the Institute of Internal Auditor’s GTAG (Global Technology Audit Guide) #12 (Auditing IT Projects), the IT Governance Institute’s COBIT (Control OBjectives for Information and related Technology) framework—Process PO10 (Manage Projects), and the fourth edition of the Project Management Institute’s Project Management Body of Knowledge (Fourth Edition).

The COSO framework models internal control as a process, effected by an entity’s board of directors, management and other personnel, designed to provide reasonable assurance regarding the achievement of objectives in the following categories:

● Effectiveness and efficiency of operations.
● Reliability of financial reporting.
● Compliance with applicable laws and regulations.

The above objectives are one of three dimensions of internal control in the COSO framework. The other two dimensions are internal control elements (control environment, risk assessment, control activities, monitoring, and information and communication); and an entity’s units or activities. Within the framework, internal auditors are envisioned as having the role of evaluating the effectiveness of control systems and playing a monitoring role.

Based on COSO, for purposes of this audit IT Project Management is viewed as an organizational activity, the objectives of which are that (1) IT projects are operationally effective and use organizational resources efficiently; (2) IT project financial information is collected and processed in such a way that the reliability of overall financial reporting at the campus-, medical center-, or laboratory level is not adversely affected; and (3) IT projects adequately address compliance with laws and regulations as applicable.

Collectively, the sources referred to above identify risks associated with the three objectives just listed, as well as risk-mitigating best practices. Accordingly, this audit consists of two parts. The first is an overview and risk assessment. The overview’s purpose is to identify the existing audit population of IT projects, and, with respect to that population, to determine the extent to which risk-mitigating best practices are established. Based on this information, a judgment is then to be made as to the level of residual risk of project failure.

The outcome of the overview and risk assessment will determine the nature and extent of work in the second part, which is an optional (subject to auditor judgment) detailed evaluation. 

II. 	General Overview and Risk Assessment (required)

A. Identify the population to be audited. Suggested criteria: those projects completed within the most recent two-year period that primarily involve acquisition, development, maintenance of, or change to, an electronic information system, and whose impact extends to an entire campus, medical center, or laboratory.

B. Use the template embedded below to help identify existing control practices with respect to the audit population as a whole, in comparison with best practice, and, based on this information, to record a judgment as to the level of residual risk of project failure generally. It is suggested that the template’s control content be shared with cognizant management as a basis for inquiry, in lieu of a traditional internal control questionnaire.




Subject to auditor judgment, if the results of the overview and risk assessment are enough to enable a dialog about recommendations and corrective action in agreement with management, or enable a conclusion that residual risk is low, further audit work need not be performed. On the other hand, if the results of the overview and risk assessment do not have this outcome, detailed evaluation should be performed.

III.	Detailed Evaluation (if deemed necessary)

A. Option 1: Further Control Verification
If the overview and risk assessment indicated the presence of risk-mitigating best practices, but there remains some uncertainty as to the degree to which the asserted practices are actually operational, consider conducting further inquiry as necessary to conclusively determine their status. To conduct this inquiry, pick a sample of the control conditions in the overview and risk assessment template on which to focus this additional effort, and  seek additional evidence of their operational status as circumstances warrant.

B. Option 2: Testing of Individual IT Projects
If the overview and risk assessment indicated control insufficiency, but there was not agreement with cognizant management about this insufficiency or about possible corrective action, consider detailed testing of individual IT projects. To conduct this testing, apply criteria from the GTAG matrix embedded below, as necessary, to a sample of the audit population of IT projects, to help determine the extent to which they:

1) achieved their objectives;
2) were concluded timely; 
3) were concluded within their established budget; and
4) were concluded without adverse organizational or operational side-effects.
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GTAG

		Category				Area				Sub- area				Criteria

		A		Business Case and Alignment		1		Business Case- Investment / Benefit Realization		1.1		Business case management		There is an agreed-upon business case for the project.

														It is updated, and includes lower levels of details as information becomes available.

														Realistic assumptions are being made about costs and benefits.

														Assumptions are documented and agreed-upon.

														Assumptions are actively proven or disproved as the project progresses, and appropriate action is taken as a result.

										1.2		Project costs		The project management team is confident in the estimates.

														A standard estimating model is used for all common pieces of work. [For example, Chapter 7 of the 4th edition of the Project Management Body of Knowledge describes a model with six Inputs (Scope baseline, Project schedule, Human resource plan, Risk register, Enterprise environmental factors, and Organizational process assets), nine possible Tools and Techniques (Expert judgment, Analogous estimating, Parametric estimating, Three-point estimates, Reserve analysis, Cost of quality, Project management estimating software, and Vendor bid analysis), and three Outputs (Activity cost estimates, Basis of estimates, and Project document updates).]

														It is clear who needs to agree with and understand the model.

														Extra budget has been allocated to speed up or fast-track development projects to allow for testing out the approach, environment, etc.

														Estimates are included in the budget for both staff and nonstaff costs (hardware / software external/internal resources, developments, end-to-end testing, quality assurance, benefits realization follow-up, vendor costs, operational costs, etc.).

														There is a definition of what contingency is to be used. If an issue arises, there is a plan for how it will be addressed.

														The estimates have been reviewed by a qualified third party.

										1.3		History		Changes in project costs have been made since the original business case.

														Changes have been made, if so, understand why.

										1.4		Timing of costs		The estimated timing of costs is appropriate. Understand if it is possible to postpone some costs.

														Timing of costs has been changed, if so, understand why.

										1.5		Type of benefits		Types of benefits (e.g., cost reduction, increased revenue, qualitative) are clearly articulated.

														The realization of benefits is dependant on external factors.

														How dependencies should be approached is defined.

														The benefits are aligned with the current scope of the project.

										1.6		Realization of benefits		It is clear how benefits will be measured (e.g., direct bottom line cost reduction, staff reduction or cost reallocation).

														The responsibility for achievement of benefits is clearly defined in terms of who will do what.

														The owners have approved the benefits as reasonable and achievable.

										1.7		Time plan		A timeline for benefit realization is stated.

														The timing seems appropriate.

														Understand if there are any possibilities of accelerating the benefits realization.

						2		Project Plan and Approach		2.1		Objective and scope		The scope of the project is clearly defined, and it includes sufficient level of detail.

														There is an up-to-date and communicated project charter.

														There is a common understanding of scope by both the business and the project.

														There is an agreed-upon procedure for changing the scope, which was designed at the outset of the project.

										2.2		Estimates, timeline, and scope		The current estimates are clearly communicated to the project group, sponsor, steering group, and project office.

														Understand if estimates have changed over time, and why.

														The project has been reevaluated based on business case updates.

										2.3		Organization		Each role in the project is defined.

														The project organization is defined.

														Everyone on the project knows and understands his or her role.

														Understand if there are any incentives attached to project success and the impact.

										2.4		Deliverables		The content and structure of each deliverable of the phases are documented.

														The purpose of the deliverables are clearly understood and documented.

														All project signatories are aware of the required deliverables sign-off.

														The format of the deliverables been discussed and agreed-upon with the signatories.

														Appropriate experts have reviewed key deliverables.

										2.5		Dependencies		Tasks outside the project are clearly documented and understood. The plans for these tasks have been developed and agreed-upon.

														Checkpoints are defined in advance, along with what will be produced.

														The planning assumptions are understood, documented, and agreed-upon.

										2.6		Time plan and activities		There is an overall project plan that links together all the sub-project plans.

														Every stream within the project has a detailed plan with visible milestones. Check if this only applies to critical areas.

														Each area has a clear view of the end result and what is required to get there.

														The main pieces of work have been identified and the relationship between them is documented.

														Each piece of work has a clear focus and owner.

														All inter-project and external dependencies have been identified and due dates and owners are defined.

														There is a fast track or pilot project to prove the methodology, deliverables, environment, etc.

														The pilot project run is small, discrete, and representative.

														The owners of the pieces of work have agreed to the plans.

														The planned days/weeks allow for holidays/training.

														The plan reflects learning curves/knowledge transfer.

														The plan allows for schedule contingency between each main piece of work as well as at the end of each phase.

														The plan includes sufficient lead-time for phase set-up tasks (e.g., environment, standards, and procedures).

														Appropriate reviews and sign-off time is incorporated into the plan.

						3		Project Communication and Coordination		3.1		Communication and change management		Everyone knows why we are doing this and the timeline of events.

														Everyone knows how it will affect him or her.

										3.2		Organization		Each role in the organization is defined.

														Everyone knows how his or her role relates to the process on the whole.

										3.3		Dependencies		All inter-department and external dependencies have been identified.

														Management has approved the project and is releasing the necessary resources to work on it.

														Management is willing to prioritize this project in relation to others, and, if necessary, to halt work on lower priority projects or areas of work so that higher priority work can proceed.

										3.4		Shared Programs		The project has sponsors or representatives from each affected area.

										3.5		Current status		Understand the current status of the project with regard to time, cost, and scope, and whether there are any deviations from the project definition.

														Understand the key concerns with respect to status.

														Understand why any deviations have occurred.

														Reasons behind deviations were identified as risks before they occurred.

														Corrective actions have been taken to address deviations, risks, and issues.

										3.6		Work plan		The work plan has been updated regularly.

														The project estimates are accurate and key milestones have been met on time.

														Key tasks to be completed are identified, and the critical path or must-have list for go-live has been identified.

														A plan to handle overruns if expected has been developed.

										3.7		Risk handling		A risk assessment has been performed, documented, and communicated.

														It includes mitigation actions / contingency plans and those accountable.

														The risks are understood by the business.

														The risks and actions to mitigate them are proactively managed.

														Risks are reviewed regularly with the business.

														Issues have a clear owner for resolution.

										3.8		Dependencies on other project/areas		The plan incorporates a mechanism for the coordination of changes resulting from other business/systems projects.

														Service level agreements have been specified for support areas.

		B		IT Solution and Change Management		4		Process Design		4.1		Business scope		Scope — in terms of business units, locations, and business rules — is defined and validated.

										4.2		Process and supporting design		The process design is documented through business scenarios and business process design documents.

														Business scenarios are documented, tested successfully, and signed off by business representatives.

						5		Configuration and Developments		5.1		Translation		All screens and customizing is documented.

										5.2		Configuration		Configuration of critical tables are reviewed for completeness, and fully documented.

										5.3		Programs		Functional design is complete, up to date, and agreed-upon with business representatives.

														Technical design is complete, according to specifications, and successfully unit-tested, and acceptance is tested by the project team.

														Specific programs are developed according to standards.

														Specific programs are unit tested.

														Programs are migrated to production platform or environment.

										5.4		Interfaces		Functional designs for interfaces are complete, up-to-date, and agreed to.

														Technical designs for interfaces are complete and up-to-date.

														Reports are developed according to design, successfully unit-tested, and accepted by the project team.

														Interfaces are tested “end-to-end” with the production platform.

														The functional error-handling process is defined, developed, and tested.

														There are no outstanding “urgent” or “high” issues with interfaces.

						6		User Acceptance Tests		6.1		User Acceptance Tests		All business scenarios are successfully executed and signed-off. All user acceptance tests are complete and scripts signed-off.

														There is adequate business involvement to ensure realistic testing.

										6.2		Issues List		All functional gaps noted in the issues list are closed and resolutions are agreed.

										6.3		Batch schedule		Daily, weekly, monthly, quarterly, and annual batch schedules are designed and validated with project and technical teams.

														Job failure instructions, from a functional perspective, are defined (e.g., skip job, rerun next day or hold schedule).

										6.4		Issues remaining at go-live		Functional team leads have agreed with key business representatives which issues will not be fixed until after go-live, and work-arounds if necessary are defined.

														Where required, workarounds have been defined and communicated to the training and help desk/support groups.

						7		Data Conversion and Cut-over		7.1		Data conversion plan		The data conversion plan and quality of converted data is proven through trial conversions and dry runs. Data owners for all data conversions are established.

														The data converted reconciles with data in the legacy systems.

														The quality of dry run-converted data is verified by data owners.

														The conversion plan dependencies and critical path are tested.

														Profiles required for manual data loads/checking are available and give required access.

														There are no outstanding “urgent” or “high” issues with the dry run.

										7.2		Parallel data maintenance		Procedures for all data where parallel maintenance is required are written.

														Checks are in place to make sure parallel maintenance is carried out correctly.

										7.3		Data loading		All pre go-live data loads are executed.

														Data converted reconciles with data in legacy systems.

														The quality of converted data is verified by data owners.

														There are no outstanding “urgent” or “high” issues with the data load.

										7.4		Go-live plan		The go-live plan is developed and communicated to all impacted project and business personnel.

														The legacy batch schedule is ready.

														Legacy access profiles are amended to ensure users do not continue to use legacy systems by mistake.

														Timing and participants of go/no-go meetings are agreed-upon.

														Fallback plans are developed and agreed-upon.

										7.5		Reconciliation		Financial balances reconcile to legacy systems. Balances are loaded and can be reconciled to legacy systems.

														Procedures are in place to explain or fix discrepancies.

						8		Technical Infrastructure		8.1		User Interface		All user locations are identified.

														The user interface is installed and has been checked on each PC.

														Logon procedures are checked.

														All update procedures are documented and communicated.

										8.2		Printers		All printer locations are identified, and printers are set up and tested.

														All printers are established in the different systems.

														All printers can print from the different systems.

										8.3		Electronic output		All fax and other electronic output formats are agreed-upon and tested.

														A production test is completed to outside fax line and electronic data interchange (EDI) recipients.

										8.4		Batch schedule		Nightly and monthly batch schedules are checked.

														All server/directory destinations for interfaces are set up to point to production systems.

														There are no outstanding “urgent” or “high” issues.

										8.5		Error handling procedures		Procedures for checking that errors are logged (batch interface) are in place.

														Batch interruption re-start procedures are agreed-upon and tested.

														Procedures for communicating errors to the business are agreed-upon.

										8.6		Communication Links		All communication links (e.g., LAN, WAN) are tested.

														Bandwidth supports peak data volumes.

														Fallback procedures are in place and tested.

										8.7		System sizing		All infrastructure components that form part of the overall technical architecture is sized and tuned to accommodate peak activity and predicted growth rate.

														Hardware, software, and applications are tuned for go-live.

										8.8		Performance tests		Performance tests have been conducted, and performance is acceptable for key business processes.

										8.9		System performance		Post go-live, online, and batch system performance monitoring and tuning procedures are in place.

										8.10		Disaster recovery		Procedures are in place for downtime, and a disaster recovery plan is in place.

														Procedures successfully tested.

										8.11		Online system availability and maintenance slots		Online system availability and maintenance slots are agreed-upon with the business.

										8.12		Security profiles		Security profiles are defined and implemented for IT support staff.

														The production environment is secured.

										8.13		Interfaces		The interface technical set up is complete and tested.

		C		Business and User Readiness		9		Business Simulation		9.1		Preparation		All business scenarios are written (capitalize on user acceptance testing).

														The technical environment is ready.

														All necessary data are converted in the simulation environment.

														Users and profiles are ready.

										9.2		Completion		All business scenarios with “urgent” or “high” issues are successfully executed.

														There is adequate business involvement to ensure realistic testing.

						10		Data Maintenance Post Go-live		10.1		User ownership		Data types are inventoried and owners agreed-upon.

														The actual persons who will perform maintenance are appointed and trained.

										10.2		Data maintenance		Procedures exist for each type of add/update.

														Procedures cover updating of any related trans-codification tables.

														Procedures have been communicated to all impacted users.

						11		Roles and profiles		11.1		User profiles		Profile design is agreed-upon by the project team and business representatives.

														Profiles are developed and tested successfully.

														There are no outstanding “urgent” or “high” issues with profiles.

										11.2		Business risks		Key business risks are identified and covered through systems features or procedures.

														There are no outstanding “high” issues.

										11.3		System user access		All profiles are developed and tested for production and non-production environments.

														The business signs off on who receives what access.

														The business controls approval on segregation of duties.

														All user profiles are set up, including conversion and support roles.

										11.4		Profile maintenance		Procedures for maintaining profiles after go-live are developed, approved, and distributed to impacted personnel.

						12		User Readiness and Training		12.1		User Impact		All users understand how their job will be impacted by the solution.

														All affected users have received job change information.

										12.2		User training and competence		All affected users have attended training.

														Trainees have demonstrated competence in using the solution through the completion of training exercises.

														Extra coaching and support is scheduled for those users post go-live.

										12.3		Interface errors		Users responsible for correcting interface errors have been identified and have been trained on the procedures.

										12.4		Support tools		Users have access to support tools

										12.5		New codes and form layouts		Customers/suppliers are informed of all new codes, form layouts, etc.

		D		Implement - Transition - Post Implementation		13		Resource Staffing and Key Roles		13.1		Competence requirements and fulfillment		The required skills are understood, documented, and updated.

														The required skills are covered by people assigned to the project.

														The project is competing with other projects/initiatives for key competencies/resources. If so, understand the impact.

														There is a training program to build skills that are missing.

										13.2		Competence localization		Key resources have been localized in the project premises, and/or the project team members are all located together.

										13.3		Resource mix		The project has sufficient full-time resources.

														The internal vs. external resource mix is clear. There is a clear process for knowledge transfer if the external support is high.

														Agreements have been put in place for external resources (e.g., time and materials, or pay for realized benefits).

										13.4		Staffing of key roles		The staffing of all areas receives sufficient priority — or is the skilled staff located in one key area?

														Knowledgeable resources are best placed to maximize their contribution to the project.

														The following roles are filled with staff with the right skills: technical architect, data architect, business architect, functional architect, and conversion/migration architect.

						14		Implementation Into Business Areas		14.1		Roles projects/ business areas		The business area understands their role in each phase of the project, and is prepared for the implementation.

														Each business area has a dedicated resource to work with the project.

														The decision-making process is clearly defined.

														The business area understands their role in the decision-making process.

										14.2		Plans and resources		There are plans and resources for training, roll-out, follow-up, and sign-off.

						15		Implementation into IT Production and Maintenance		15.1		IT production		There is a plan for transferring knowledge, as necessary, from project team members to those responsible for ongoing maintenance.

														As applicable, it is confirmed that the version that is to be moved into production has not changed since it tested acceptably (item 8.8 above).

														The production team has agreed to a deployment plan.

														There are plans to ensure capacity.

										15.2		IT maintenance		There is a plan for transferring knowledge to ensure operational continuity as changes occur in the population of individuals responsible for ongoing maintenance.

														Maintenance has agreed to a deployment plan.

														There are plans to ensure capacity.

										15.3		Implementation		The conversion dates have been changed. If so, why?

						16		Transition to Support		16.1		Support strategy		The overall support strategy is agreed-upon.

														The first-level support members are identified and trained on the required tools.

														The second-level support members are identified and trained on the required tools.

										16.2		Change requests and fix procedures		The process for assessing and implementing change requests is agreed-upon and communicated (e.g., impact analysis, funding).

														The process for applying fixes and change requests is agreed-upon and communicated.

										16.3		Support processes and contacts		Support numbers and guidelines for what information needs to be recorded if a problem is found have been communicated to users.

														The business is aware of on-site support contacts.

										16.4		System usage, control measures, and review meetings		System usage measures (i.e., the system is being used, and it’s working) are defined and agreed. Procedures are in place for capturing and reporting information.

														Daily post go-live review meetings are arranged.

						17		Business Continuation Plans		17.1		Business continuation plans		Business continuation plans, in the event of loss of system, are developed and agreed-upon with project and business groups.

														Fallback plans are established to address procedures to take when the system becomes available again, to ensure items are not processed twice and financials are updated.

														Any required manual forms/other systems are in place to support fallbacks.

														The process for triggering fallback plans (i.e., who decides and who communicates) is defined and agreed-upon.
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Overview and Risk Assessment Template.xls
Overview and Risk Assessment

								Expected Mitigating Control Elements										Are the Mitigating Control Elements, or Equivalent Practices, Present (check Yes or No)?						Judgment as to Residual Risk of Project Failure (Check High, Medium, Low)

		Item#		Topic		Risk		Control Environment		Risk Assessment		Control Activities		Monitoring		Information and Communication		Yes		No		Comment and/or ARC Reference		High		Medium		Low		Comment and/or ARC Reference

		1		Business-IT Alignment		The objectives of the IT project are not aligned with the overall mission-oriented strategy of the campus, medical center, or laboratory, and therefore entity resources are being mis-allocated by allowing them to flow to the project.		1. Management expects that IT projects will serve, or will be essential components of programs that serve, the campus, medical center, or laboratory's mission. 
2. Responsibility for IT projects includes a role assigned at an organizational level that is able to view proposed IT projects in the context of campus-, medical center-, or laboratory-level mission-oriented strategy.				There is a campus, medical center, or laboratory-level process within which IT projects are  identified, defined, evaluated, prioritized, and selected so as to ensure strategic alignment with the entity's mission.				The expectation that IT projects will serve, or will be essential components of programs that serve, the campus, medical center, or laboratory's mission, is communicated to the appropriate recipients.

		2		Application Acquisition, Development, or Maintenance		Within IT projects, IT solutions that involve application acquisition, development, or maintenance, emerge in an uncontrolled way, and thus do not end up meeting the originating needs.		Management expects that in the case of application acquisition, development, or maintenance, all necessary natural sub-steps will be followed.				A consistent approach, compliant with IS-10, to IT solutions that involve application acquisition, development, or maintenance, is followed.				The expectation that application acquisition, development, or maintenance solutions will follow a naturally phased process, is communicated to the appropriate recipients.

		3		Project Execution--Defined, Consistent Approach		Extra time, and/or failure to achieve deliverables consistently, because the execution process is re-invented with each project.		1. Management expects that IT projects will be managed in accordance with an explicitly defined approach that addresses project initiation, planning, executing, controlling, and closing. 2. IT project management is assigned at an organizational level that ensures a consistent approach for all projects.				An explicit project management approach that addresses project initiation, planning, executing, controlling, and closing is used campus-, medical center-, or laboratory-wide.				The expectation that IT projects will be managed in accordance with an explicitly defined approach, is communicated to the appropriate recipients.

		4		Project Execution--Stakeholder Commitment		Unclear responsibilities and accountabilities for ensuring cost control and project success; insufficient stakeholder participation in defining requirements and reviewing deliverables; reduced understanding and delivery of business benefits		The commitment and participation of key stakeholders, including management of the affected user department and key end users in the initiation, definition and authorization of a project, is obtained.				Ongoing involvement includes, but is not limited to, project approval, project phase approval, project checkpoint reporting, project representation at the campus-, medical center-, or laboratory-level of governance, project planning, product testing, user training, user procedures documentation and project communication material development.				During project initiation, ongoing key stakeholder commitment and roles and responsibilities for the duration of the project life cycle are outlined.

		5		Project Execution--Scope Statement		Misunderstanding of project objectives and requirements; failure of projects to meet business and user requirements; misunderstanding of the impact of this project with other related projects						It is ensured that key stakeholders and program and project sponsors within the organization and IT agree upon and accept the requirements for the project, including definition of project success (acceptance) criteria and key performance indicators.				1.Stakeholders are provided with a clear, written statement defining the nature, scope and business benefit of every project to create a common understanding of project scope. 2. The project definition describes the requirements for a project communication plan that identifies internal and external project communications. 3. With the approval of stakeholders, the project definition is maintained throughout the project, reflecting changing requirements.

		6		Project Execution--Phase Initiation		Lack of alignment of projects to the organization’s vision; wrong prioritization of projects; undetected deviations from the overall project plan; poor utilization of resources		Criteria for acceptance of project phase deliverables are agreed to by key stakeholders prior to the phase work, and there is an acceptance process based on these criteria.				Approval and sign-off on the deliverables produced in each project phase is obtained from designated managers and customers of the affected business and IT functions.		It is assessed whether the project is on schedule, within budget and aligned with the agreed-upon scope. Identified variances are assessed and the impact on the project plan and realization of expected benefits is identified.

		7		Project Execution--Integrated Plan		Undetected errors in project planning and budgeting; lack of alignment of projects to the organization’s objectives and to other interdependent projects; undetected deviations from the project plan; project not completed on time and on budget.										1. A project plan is developed that provides information to enable management to control project progress. The plan should include details of project deliverables, required resources and responsibilities, clear work breakdown structures and work packages, estimates of resources required, milestones, key dependencies, and identification of a critical path. Interdependencies of resources (e.g., key personnel) and deliverables with other projects are also identified. 2. The project plan and any dependent plans are maintained to ensure that they are up to date and reflect actual progress and material changes.
3. There is effective communication of project plans and progress reports amongst all projects and with campus-, medical center-, or laboratory-level objectives. Any changes made to individual plans are reflected in the other plans.

		8		Project Execution--Resources		Gaps in skills and resources jeopardizing critical project tasks; inefficient use of resources; contract disputes with outsourced resources		1. Resource needs for the project are identified and roles and responsibilities are clearly mapped out, with escalation and decision-making authorities agreed upon and understood.
2. The roles and the responsibilities of other involved parties, including finance, legal, procurement, human resources, internal audit and compliance, are considered and clearly defined.
3. The responsibility for procurement and management of third-party products and services is clearly defined and agreed upon.				1. Experienced project management and team leader resources with skills appropriate to the size, complexity and risk of the project, are utilized. 2. Third-party relationships are managed.				Required skills and time requirements for all individuals involved in the project phases are identified in relation to defined roles. Roles are staffed based on available skills information (e.g., IT skills matrix).

		9		Project Execution--Risk Management		Undetected project risks; lack of mitigating actions for identified risks; Undetected project showstoppers		1. A formal project risk management framework that includes identifying, analyzing, responding to, mitigating, monitoring and controlling risks, is established.
2. Appropriately skilled personnel are assigned the responsibility for executing the organization’s project risk management framework within a project.		1. Identifying and quantifying risks is performed continuously throughout the project. 
2. Project risks are reassessed periodically, including at entry into each major project phase and as part of major change request assessments.		Risk owners oversee or themselves perform in accordance with their responses to risk communications.		The project issues log is analyzed periodically for trends and recurring problems, to ensure that root causes are corrected.		1. Appropriate (i.e., consistent with the project governance structure) risk and issue owners are identified, for responses to avoid, accept or mitigate risks, and risks are communicated to them.
2. A project risk register of all potential project risks, and a log of all project issues and their resolution, are maintained and reviewed.

		10		Project Execution--Quality Plan		Project deliverables failing to meet business and user requirements; gaps in expected and delivered quality within the projects; inefficient and fragmented approach to quality assurance; implemented system or changes adversely impact existing systems and infrastructure		1. To provide quality assurance for the project deliverables, ownership and responsibilities, quality review processes, success criteria and performance metrics are identified.
2. Any requirements for independent validation and verification of the quality of deliverables in the plan are defined.

		11		Project Execution--Change Control		Lack of control over project scope, cost and schedule; lost business focus; inability to manage resources		The individuals (business stakeholders, IT personnel) authorized to make project change requests have been designated by authority at the campus-, medical center-, or laboratory level.				1. A standard change request form is established, as well as a request process requiring documentation of the requested change and the expected benefits of the change. 2. Change requests are reviewed and the potential effects on the project, including resource requirements and impact on schedule, are estimated. The estimated project impact is documented in the change request. 3. The completed change request is reviewed and the approval or denial of the request by key stakeholders, including business project sponsor and IT project manager, is documented. 4. All approved project change requests are considered and approved at the campus-, medical center-, or laboratory level based on an assessment of the effect the change will have on the other projects. If the requested change should not be implemented, the reasons are shared with the requesting project management team so they can evaluate alternative approaches. 5. For projects involving in-house software development, change control extends to that area, for example in the form of source code control, separation of test-QA-production environments, separation of duties and/or programmatic source code control systems.				The project and, as necessary, entity-level plans are updated for all approved changes, and approved changes are communicated to all business and IT stakeholders in a timely manner.

		12		Project Execution--Assurance Methods		Untrustworthy assurance activities; ineffective and/or inefficient assurance activities; accreditation and implementation delays		The assurance tasks required to ensure compliance with internal controls and security requirements that impact the systems or processes in the scope of the project are defined. Key compliance stakeholders are included in the definition and approval of assurance tasks.				Appropriate subject matter specialists (e.g., audit, security or compliance) are included in the process.				How the assurance tasks will be performed is detemined and documented.

		13		Project Execution--Performance Measurement, Reporting, and Monitoring		Ineffective reporting on project progress and unidentified issues; lack of control over project progress; loss of focus on customer expectations and business needs. Project financial information is not reflected in the campus, medical center, or laboratory financial reports.		Campus-, medical center-, or laboratory-level criteria exist for project scope, schedule, quality, cost, and level of risk.				1. Remedial action is implemented as necessary to maintain project performance. 2. Project-related financial transactions are recorded in a way that fully integrates with the campus, medical center, or laboratory's official financial reporting system. Financial transactions are coded in a manner that allows all project related costs to be tracked and reports produced, for example, by establishing activity codes, unique fund or org code number, etc. (terminology may vary by location). If "shadow" systems are used for tracking project-related costs, processes occur that reconcile shadow system information to that in the campus, medical center, or laboratory's official financial reporting system.		1. Project performance is measured against key project performance criteria. 2. Deviations from established key project performance criteria are analyzed for cause, and entity-level positive and negative effects are assessed.
3. Entity-level changes are monitored, and existing key project performance criteria are reviewed to determine if they still represent valid measures of progress.		1. Project progress is reported to stakeholders, along with deviations from established key project performance criteria, and positive and negative entity-level effects. 2. Any necessary changes in project performance criteria are documented and submitted for stakeholders' approval before adoption. Revised criteria are communicated to project managers for use in future performance reports.  3. Remedial action is recommended where necessary.

		14		Project Execution--Closure		Undetected project management weaknesses; missed opportunities from lessons learned		Key steps for project closure, including post-implementation reviews that assess whether a project attained desired results and benefits, are defined.				1. Key steps for project closure are applied. 2. Post-implementation reviews are planned and executed to determine if projects delivered expected benefits and to improve the project management and system development process methodology. 3. Any uncompleted activities required to achieve planned project results and benefits are identified, assigned, communicated, and tracked.				The lessons learned and key activities that led to delivered benefits are collected from the project participants and reviewers. The data is analyzed, and recommendations are made for improving the project management method for future projects.
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