Audit Procedures and Internal Control Questionnaires

Contracts & Grants – Post-Award

Core Audit Program


I.
Audit Approach

As an element of the University’s core business functions, Contracts and Grants – Post-Award will be audited approximately once every three to five years using a risk-based approach. The minimum requirements set forth in the “general overview and risk assessment” section below must be completed for the audit to qualify for core audit coverage.  Following completion of the general overview and risk assessment, the auditor will use professional judgment to select specific areas for additional focus and audit testing. 

II. 
General Overview and Risk Assessment  
At a minimum, general overview procedures will include interviews of department management and key personnel; a review of available financial reports; evaluation of policies and procedures associated with business processes; inventory of compliance requirements; consideration of key operational aspects; and an assessment of the information and communication systems environment.  During the general overview, a detailed understanding of the management structure, significant financial and operational processes, compliance requirements, and information and communications systems will be obtained (or updated).  

As needed, the general overview will incorporate the use of internal control questionnaires (an example is provided as Attachment A), process flowcharts, walk-throughs, and the examination of how documents are handled for key processes. 

A.
The following table summarizes audit objectives and corresponding high-level risks to be considered during the general overview.

	Audit Objective
	Areas of Risk

	Obtain a detailed understanding of significant processes and practices employed in the management of Contracts and Grants – Post-Award, specifically addressing the following components:

· Management philosophy, operating style, and risk assessment practices;

· Organizational structure, and delegations of authority and responsibility; 

· Positions of accountability for financial and programmatic results;

· Process strengths (best practices), weaknesses, and mitigating or compensating controls;

· Information and communications systems, applications, databases, and electronic interfaces.
	· Poor management communication regarding expectations may result in inappropriate behavior.

· The program's risk assessment processes may not adequately identify and control key areas of risk. 

· Inadequate separation of responsibilities for activities may create opportunities for fraud.

· Failure to assign responsibility and accountability for achieving financial or programmatic results may decrease the likelihood of achieving those results. 

· Processes and/or information and communications systems may not be well designed or implemented, and may not yield desired results, i.e., accurate financial information, operational efficiency and effectiveness, and compliance with relevant regulations, policies, and procedures.   


B. The following procedures will be completed as part of the general overview whenever the core audit is conducted.

General Control Environment

1. Interview management of the Campus or Laboratory Contract and Grant Office to identify and assess their philosophy and operating style, regular channels of communication, and all internal risk assessment processes. 

2. Obtain department’s organizational chart, delegations of authority, and management reports. 

3. Interview select staff members to obtain the staff perspective.  During all interviews, solicit input on concerns or areas of perceived risk. 

4. Evaluate the adequacy of the organizational structure and reporting processes to provide reasonable assurance that accountability for programmatic and financial results is clearly demonstrated. 

5. If the organizational structure and reporting processes do not appear adequate, consider alternative structures or reporting processes to enhance assurance.  Comparison to corresponding departments on other campuses may identify opportunities for demonstrating better accountability.

Business Processes

6. Identify key department activities and gain an understanding of the corresponding business processes and positions with process responsibilities.
7. Identify positions with responsibility for key activities, including initiating, reviewing, approving, and reconciling activities and transactions.  Document processes via flowcharts or narratives to identify process strengths, weaknesses, and mitigating or compensating controls.  

8. Conduct walk-throughs of the key processes using a small sample of transactions.  Review documents, correspondence, reports, and statements, as appropriate, to corroborate process activities described by department. 

9. Evaluate processes for adequate separation of responsibilities.  Evaluate the adequacy of the processes to provide reasonable assurance that University resources are properly safeguarded.

10. If processes do not appear adequate, develop detailed test objectives and procedures, and conduct detailed transaction testing with specific test criteria.  Consider whether statistical (versus judgmental) sampling would be appropriate for purposes of projecting on the population as a whole or for providing a confidence interval. 

Information and Communications Systems

12.
Interview the Campus or Laboratory Contract and Grant Office information systems personnel to identify all information systems, applications, databases, and interfaces (manual or electronic) with other systems associated with the processes and to get responses to the following questions:
a. Is this an electronic or manual information system?

b. Does the system interface with core administrative information systems? If yes, is that interface manual or electronic?

c. Does the system interface with outside vendor information systems?  If yes, is that interface manual or electronic?

d. What type(s) of source documents are used to input the data?

e. What types of access controls and edit controls are in place within the automated system?

f. How are transactions reviewed and approved within the system?

g. Who reconciles the system's output to ensure correct and accurate information?

h. Is a disaster/back-up recovery system in place for this system?

i. What is the retention period for source documents and system data?

11. Obtain and review systems documentation, if available.

12. Document information flow and interfaces with other systems, using flowcharts or narratives.  Consider two-way test of data through systems from source documents to final reports, and from reports to original source documents.   

14.
Evaluate the adequacy of the information systems to provide for availability, integrity, and confidentiality of University information resources. 

15.
If system controls do not appear adequate, develop detailed test objectives and procedures, and conduct detailed testing with specific test criteria.

C.        Following completion of the general overview steps outlined above, a high-level risk assessment should be prepared and documented in a standardized working paper (e.g., a risk and controls matrix).  To the extent necessary, as determined by the auditor, this risk assessment may address aspects of other areas outlined below (financial reporting, compliance, operational efficiency and effectiveness, and information and communications systems).  In addition to the evaluations conducted in the general objectives section, the risk assessment should consider the following: total award amount of active contracts and grants; annual contract and grant expenditures; time since last review; recent audit findings; organizational change; regulatory requirements, etc. 

III.
Financial Reporting
A.
The following table summarizes audit objectives and corresponding high-level risks regarding financial reporting processes.

	Audit Objective
	Areas of Risk

	Evaluate the accuracy and integrity of financial reporting, specifically addressing the following components:

· Monitoring of contract and grant expenditures versus approved budget; and
· Financial reporting requirements of sponsoring agencies.

	· Budget variances not adequately monitored and evaluated may result in cost overruns or deficits to which the University is not reimbursed by sponsoring agencies.  
· Financial reports not regularly provided to principal investigators.

· Financial reports due to sponsoring agencies may not be submitted timely.




B.
The following procedures should be considered whenever the core audit is conducted.

1.
Inquire about financial reporting practices used for reporting contract and grant activities to principal investigators and sponsoring agencies.  Obtain and review copies of recent financial reports.   

2. Identify sources of information that support information included in the financial reports.  

3. Gain an understanding of the methods implemented to monitor contract and grant expenditures and comparison with award budget amounts.  Determine if financial reports contain budgeted and actual expenditures, available balances, and projected year-end (or expiry date) expenditures.  Determine how expenditures are projected.  Validate on a test basis.
4. On a test basis as considered necessary, trace supporting detail from source reports through to information in the financial reports.  
5. Interview selected principal investigators to determine if they are regularly provided with financial status reports.
6. Evaluate the accuracy and reliability of financial reporting.  If reporting does not appear accurate and reliable, develop additional detailed test objectives, procedures, and criteria and conduct detailed testing to determine the impact of financial reporting issues.  

IV.  Compliance 
A.
The following table summarizes audit objectives and corresponding high-level risks regarding compliance with policies and procedures, and regulatory requirements. 

	Audit Objective
	Areas of Risk

	Evaluate compliance with the following requirements: 
· UC Contract and Grant Manual;

· Award or contract requirements;

· Patent and copyright policy;

· Conflict of interest;

· Other University policies and procedures;

· Regulatory (FDP or sponsoring agency) requirements;

	· Delegations of authority may be improperly exceeded.

· Expenditures charged to the contract or grant may not be allowable, allocable, or reasonable.

· Non-compliance with regulatory or sponsoring agencies’ reporting requirements may put the University at risk with law enforcement or regulatory agencies, or may jeopardize the University’s ability to obtain future research funding.  
· Non-compliance of local processes with University requirements may negatively impact research cost and schedule.


B.
The following procedures should be considered whenever the audit is conducted. 

1.
Interview management of Campus or Laboratory Contract and Grant Office and Accounting – Extramural Funds regarding their procedures to ensure compliance with contract and regulatory requirements.  Determine if there had been any instances of disallowances from sponsoring agencies.
2. Interview selected departmental staff regarding their procedures to ensure compliance with contract and regulatory requirements.  

3. Interview Campus or Laboratory Contract and Grant Office management to determine how conflict of interest concerns are addressed.  Determine whether appropriate persons have been identified as designated filers.  Discuss what actions have been taken to ensure that conflicts of interest are avoided or, if they do arise, how they are handled.
4. Interview Campus or Laboratory Contract and Grant Office management to determine how patent and copyright policies and procedures are disseminated to principal investigators.
5. Based on the limited review, evaluate whether processes provide reasonable assurance that processes are in compliance with policies and procedures, and regulatory and reporting requirements. 
6. If it does not appear that processes provide reasonable assurance of compliance, develop detailed test procedures and criteria to evaluate extent of non-compliance and impact.  

V.        Operational Effectiveness and Efficiency

A.
The following table summarizes audit objectives and corresponding high-level risks regarding operational effectiveness and efficiency.

	Audit Objective
	Areas of Risk

	Evaluate contract and grant management control processes, specifically addressing the following areas:

· Communication of contract and grant awards to principal investigators;

· Post-Award expenditures capturing and reporting;

· Monitoring of contract and grant expenditures versus approved budget;

· Source, accuracy, and integrity of supporting detail;

· Financial status reports regularly provided to principal investigators;
· Financial reporting requirements of sponsoring agencies; and
· Closeout processes.

	· Budget variances not adequately monitored and evaluated may result in cost overruns or deficits to which the University is not reimbursed by sponsoring agencies.  

· Improper classification of costs may cause regulatory compliance concerns.  

· Inaccurate source data could be received and summarized into various reports submitted to principal investigators and sponsoring agencies.




B.
The following procedures should be considered whenever it is determined that audit work related to operational effectiveness and efficiency should be conducted: 

1.
Obtain from the Campus or Laboratory Contract and Grant Office a schedule of active contracts and grants during the period under review.  From the schedule, select x number of contracts and grants for review.  Document selection method and justification for selection.  Review selected contracts and grants in the following areas:

a. Amounts awarded by the sponsoring agency by reviewing award notices.

b. The budget for the award by reviewing award notices and all budget revision forms.

c. If notification letter(s) have been sent to the grant administrator.

d. Reporting requirements of the sponsoring agency.

e. Any cost-sharing requirements.

f. Any patents or copyrights involved. 

2.
On a test basis as considered necessary, select expenditure transactions from each selected contract or grant and review for the following:

a. Allowability under Federal guidelines (for Federal contracts and grants).

b. Expenditure pertains to the contract and grant and services were delivered during the grant period (allocability and validity).

c. Amounts are reasonable.

d. Type of expenditures are covered by the award budget (e.g., equipment purchases, travel costs, contractual services, etc.)

e. Appropriate approvals. 
f. Note any deviations from the budget including questionable expenditures.

For cost transfers in sample selection, review for the following:

a. Transferred costs are properly allocable to the contract or grant and supported by adequate records;

b. Expenses are not shifted merely to cover overdrafts, use available funds, avoid restrictions, or for reasons of convenience;

c. The transfer is processed for the following reasons:

· To correct an erroneous recording to the account/fund from an original transaction, 
· To record a change in the decision made originally as to the use of the goods or services (e.g., a case of beakers is originally ordered for and charged to a teaching program, but later is actually used in a separate research project); or
· To distribute high-volume low-cost expenditures such as telephone tolls, FX charges, and photocopying charges from the departmental accounts to individual Federal contracts and grants.

d. Federal cost transfers are processed within 120 days of the original charge;
e. Cost transfers are supported by documentation of the original error and the subsequent correction.
f. Cost transfers are properly approved.

3. Determine that no expenditures were incurred after the ending date unless specifically allowable after that date (e.g., report processing costs, travel to discuss project results or other costs specifically allowed in the approved grant award or costs which were approved in advance by an authorized representative of the grantor).
4. Determine any cost sharing requirements.  If there are any, review for the following:

a. The source of the University’s non-Federal share of costs, and that other Federal grant funds were not used for the non-Federal contribution unless specifically permitted under statute;

b. That there is documentation for the amount of the non-Federal contribution reported on the final Financial Status Report;

c. That project costs claimed are not being claimed for cost participation purposes under other Federal grants;

d. Whether the University’s share of project costs include in-kind contributions and if so, review the method management used in determining the value of its in-kind contribution; and

e. That the net amount of participation after any adjustments (cash contributed by the University plus any value of in-kind contributions appropriately documented) represents the University’s share as established by the terms and conditions of the grant award.

5. Describe procedures for charging indirect costs to contracts and grants.    Review for the following:

a. The allowable indirect costs or percentage that can be charged.
b. The accuracy of indirect costs charged to the selected contracts and grants.  

6. Describe procedures for handling any program income generated by any contracts or grants.  Determine if program income was earned including the following:

a. General program income (e.g., fees for services)

b. Sales of tangible property (e.q., equipment) 

c. Royalties or other income earned from copyrights or copyrighted materials

d. Interest or investment income. 

7. Describe procedures for effort reporting using Personnel Activity Reports (PAR).  Determine that PARs are completed and submitted timely to the Accounting Office - Extramural Fund.

8. Based on knowledge of processes gained through work performed as part of the general overview and other sections, consider whether there are operational improvements that can be made to the process to make it more efficient.
9. If it does not appear that processes provide reasonable assurance of operational effectiveness and efficiency, develop detailed test procedures and criteria to evaluate the extent of operational inefficiency and the impact.  Conduct additional detailed testing as needed to assess the overall impact of operational efficiency concerns. 

VI.
Information and Communications Systems 

A.
The following table summarizes audit objectives and corresponding high-level risks regarding information and communications systems.

	Audit Objective
	Areas of Risk

	Evaluate information and communications systems, applications, databases, system interfaces, and records practices, specifically addressing the following:

· Electronic or manual interfaces with intra-University systems, applications, and/or databases;

· Electronic or manual interfaces with between University and third party systems, applications, and/or databases;

· Records management policies and practices for both hardcopy and electronic records.

· Sponsoring agencies’ requirements on records retention.
	· Security management practices may not adequately address information assets, data security, or risk assessment.

· Application and systems development processes may result in poor design or implementation.

· The confidentiality, integrity, and availability of data may be compromised by ineffective physical, logical, or operational controls. 

· Business continuity planning may be inadequate to ensure prompt and appropriate crisis response.

· Records management practices may not adequately ensure the availability of necessary information.


B.
The following will be completed each time the Contracts and Grants core audit is conducted.

1.
Identify any significant changes to information and communications systems and corresponding business processes. 

2.
Evaluate the impact of any significant changes to the overall system of internal controls. 

C.
Consider two-way tests of data through systems from source documents to final reports and from reports to original source documents.  Evaluate the adequacy of the information and communications systems to provide for availability, integrity, and confidentiality of University information and communications resources.  

D.
Based on the information obtained during the information and communications systems overview, evaluate whether any information and communications resources should be evaluated further via detailed testing using specific test criteria and procedures. 

GENERAL OBJECTIVES:

1. Are those responsible for day-to-day spending decisions on research grants and contracts given the guidelines and information to permit them to avoid mistakes?  This includes copies of Federal guidelines, program announcements, grant awards, and internal policies and procedures designed to provide for accountability of expenditures.

2. Is the above data explained in terms which faculty and department staff can understand?

3. Are conflict of interest policies adequately disseminated to principal investigators?

4. Have department staff attended contract and grant training provided by the campus?

5. Do you have any concerns with regard to the current state of your contracts and grants?  If so, what are they?   If not, what departmental operations should be considered for selection as the focus or scope of the current review in your opinion?

6. Have any of your contracts and grants been the subject of review by any outside party (e.g., Office of the President, peer review, independent consultants, regulatory agencies, etc.)?  If so, please provide the results of the review(s). 

FINANCIAL
1. Please describe the contract and grant budget process.   Please also describe departmental processes and responsibilities for monitoring budget variances (actual financial results versus financial budgets). 

2. How are principal investigators informed of the financial condition of their active projects?  

3. What financial reports are prepared and with what frequency?   What financial information is included in the reports?  Who prepares the financial reports, and to whom are they distributed?  Are principal investigators provided copies of the financial reports?

4. Is a departmental staff member assigned the responsibility for ensuring that required financial and technical reports are prepared and/or submitted in a timely manner?

5. How are budget overdrafts handled?  Are principal investigators informed in advance when spending patterns indicate a possible fund overrun?  Do the regular financial reports include expenditure projections?

COMPLIANCE
1. Are expenditures reviewed for allowability, allocability, and reasonableness?  Please explain your process for promoting and ensuring compliance with this requirement.

2. Are expenditures for capital items reviewed for grantor approval before funds are committed?

3. Is grantor approval obtained when there is a change in the scope or objectives of the project, and/or when funds are used for any purpose previously disapproved or restricted as a condition of the award?  

4. Who approves expenditure payments?

5. Are Federal cost transfers processed within 120 days of the original charge?  Are cost transfers approved by the principal investigators?

6. Are principal investigators allowed to make directed (sole source) procurements?  In what instances?

7. In your opinion, are there any specific policies, procedures, rules, or regulations that are not consistently observed.  If so, please explain the requirement, and estimate the level of compliance (or non-compliance) and its impact. 

Draft Dated: July 29, 2003  Beth Clarke UCR
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