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I.
Audit Approach

As an element of the University’s core business functions, Cashiering will be audited approximately every three years using a risk-based approach. The minimum requirements set forth in the “general overview and risk assessment” section below must be completed for the audit to qualify for core audit coverage.  Following completion of the general overview and risk assessment, the auditor will use professional judgment to select specific areas for additional focus and audit testing.

II. 
General Overview and Risk Assessment (Estimated time to complete – tbd hours) 
At a minimum, general overview procedures will include interviews of key cashiering and accounting personnel; reviews of compliance requirements, examinations of applicable management reports; evaluation of policies and procedures associated with cashiering and selected accounting processes; consideration of key operational aspects, and assessment of the information and communication systems environment.  During the general overview, a detailed understanding of the management structure, compliance requirements, significant financial and operational processes, and information and communication systems will be obtained (or updated).

As needed, the general overview will incorporate the use of internal control questionnaires (an example is provided as Attachment A), process flowcharts, walk-throughs, and the examination of a sample of documents supporting key processes. 

A.
The following table summarizes audit objectives and corresponding high-level risks to be considered during the general overview.

	Audit Objective
	Areas of Risk

	Obtain a detailed understanding of significant processes and practices related to the handling of cash and cash equivalents, specifically addressing the following components:

· Management philosophy, overall operating style, and risk assessment practices;

· Organizational structure, and delegations of authority and responsibility;

· Process strengths (best practices), weaknesses, and mitigating or compensating controls;

· Positions of accountability for financial and program results;

· Information and communications systems, applications, databases, and electronic interfaces.
	Risk is the probability that an event or action will adversely affect the organization.  To achieve its goals, management needs to effectively balance risk and controls.  Examples of high-level cashiering risks are:

· Inappropriate employee behavior from management not communicating performance expectations to employees;

· Risk assessment processes may not identify and address significant risk areas;

· Inadequate separation of responsibilities for key activities creating possible opportunities for fraud;

· Failure to assign responsibility and accountability for achieving financial and program objectives may decrease likelihood of achieving those results;

· Processes and/or information and communications systems may not be well designed or implemented, and may not yield desired results, such as accurate information, policy compliance, and operational efficiency.


B. The following procedures will be completed as part of the general overview whenever the core audit is conducted.

General Control Environment

1. Obtain the system-wide and any local policies and procedures governing the handling of cash and cash equivalents.  Evaluate whether the local guidance is consistent with system-wide policies.

2. Review any recent audit reports issued by Audit and Advisory Services, external agencies, or other agencies involving cashiering and ascertain whether the audit concerns contained in those reports warrant current review.

3. For both the cashiers office and accounting unit, obtain and review current organizational charts, mission statements, goals and objectives, descriptions of staff duties and responsibilities, delegations of responsibility and any relevant management reports.

4. Interview management personnel from the cashiers office and accounting unit to identify and assess their philosophy and operating style, channels of communication, and risk assessment processes.  Assess whether the management environment provides a supportive framework for achieving goals and objectives.

5. Interview select staff members from the cashiers office and accounting unit to obtain the staff perspective.  During all interviews, solicit input on concerns or areas of perceived risk.

6. Evaluate the adequacy of the organizational structure and reporting processes to provide reasonable assurance that that cash and cash equivalents are protected, accurately processed, and properly reported.

7. If the organizational structure and reporting processes do not appear adequate, consider alternative structures or reporting processes to enhance assurance.  Comparison to corresponding departments at other campuses may identify opportunities for demonstrating better accountability.

Business Processes

8. Identify all key cashiering and accounting activities relating to processing, protecting, and reporting cash and cash equivalents and gain an understanding of the corresponding business processes.

9.
Identify positions with responsibility for key activities, including receiving cash and cash equivalents, storing collections, preparing bank deposits, recording to the general ledger, and reconciling the bank statements.  Use flowcharts or narratives to identify process strengths, weaknesses, and mitigating or compensating controls.

10.
Conduct walk-throughs of the key processes, using a small sample of transactions.  Review documents, correspondence, reports, and statements, as appropriate, to corroborate process activities described by cashiering and accounting personnel.

11.
Evaluate the processes for adequate separation of responsibilities and whether they ensure that more than one qualified person is involved in the key activities related to the collection, handling, depositing and accounting of cash and cash equivalents.

12.
Assess the adequacy of the review and monitoring processes within cashiering and accounting and whether the review and monitoring processes provide reasonable assurance that University resources are protected, accurately processed and properly reported.

13.
Analyze collection and deposit data using data mining techniques, including sorting by deposit amount, by date, by processor and comparing collection date and deposit date, and review for reasonableness and compliance with policies.

14.
If processes do not appear adequate, develop detailed test objectives and procedures, and conduct detailed transaction testing with specific test criteria.  Perform further analysis of data (redefining and/or drilling down from initial analyses) and conduct testing of samples as considered necessary.

Information and Communications Systems

15.
Through interviews with cashiering and accounting personnel and reviews of systems documentation, identify and obtain an understanding of all information systems, applications, databases, and interfaces (manual or electronic) with other systems associated with the cash handling processes.  Document information flow and interfaces with other systems using flowcharts and narratives.

a. What types of access controls are in place within the automated system?

b. What types of source documents are in place to input the data?

c. What types of edit controls are in place within the automated system?

d. Does the system have a review and approval function?  If so, who are transactions reviewed and approved within the system?

e. Who reconciles the system's data to ensure accuracy and completeness?

f. What is the retention period for source documents and system data?

g. Is a disaster/back-up recovery system in place for this system?

16.
Evaluate the adequacy of the information systems to provide for availability, integrity, and confidentiality of University information resources.  If system controls do not appear adequate, develop detailed test objectives and procedures, and conduct detailed testing with specific test criteria.

C.
Following completion of the general overview steps outlined above, a high-level risk assessment should be prepared and documented in a standardized working paper (e.g., a risk and controls matrix).  To the extent necessary, as determined by the auditor, this risk assessment may address aspects of other areas outlined below (compliance, operational efficiency and effectiveness, financial reporting and information and communications systems).  In addition to the evaluations conducted in the general objectives section, the risk assessment should consider the following:  time since last review; recent audit findings; organizational change; etc.

III.
Policy Compliance (Estimated time to complete – tbd hours)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding compliance with policies and procedures, and regulatory requirements. 

	Audit Objective
	Areas of Risk

	Evaluate compliance with the following requirements: 
· UC Accounting Manual

· Business and Finance Bulletins

· Other policies and procedures as determined appropriate


	Examples of compliance related cashiering risks are:

· Unrecorded collections understating University revenues.

· Increased possibility of lost or stolen collections resulting from key duties being concentrated with one individual or from collections not being properly safeguarded.

· Misstated financial information resulting from inaccurate recordings of collections.


B.
The following procedures should be considered whenever the audit is conducted. 

1.
Additional analyses of collection and deposit data, considering such things as normal relationships (e.g., deposits being made on a daily basis) and trends over time.  Inquire as necessary regarding any unusual relationships, trends, etc.

Interview management personnel and review any relevant documentation to accomplish the following procedures.

2.
Determine if all open University bank accounts have been authorized by the Treasurer.  Also, determine if all requests for new bank accounts or for changes to existing bank accounts are submitted to the Treasurer for approval.  (Managing University Bank Accounts)

3. Determine if the appropriate verifications (background, employment, etc.) were performed for individuals that are hired into critical position, such as the handling of cash and cash equivalents.  Determine if records for the above are maintained.  (Conditions for Employment in a Cash Handling Environment)

4.
Determine if all documents requesting payments to the University inform the payers that the payments must be payable to The Regents of the University of California, or to U.C. Regents.  Also, determine if checks are restrictively endorsed upon receipt.  (Receiving Cash)

5.
Ascertain if mail remittances are opened, processed, and verified by separate individuals, only authorized individuals are allowed in the cashier's work area, and the cashiering station is opened for business and closed at the end of working hours only in the presence of a second person.  (Receiving Cash)

6.
Evaluate whether individual accountability is maintained and documented for all cash transactions.  Documentation of accountability must be maintained by type of cash (i.e. currency, checks, and other forms of payments).  (Receiving Cash)

7.
Determine if all remittances are recorded upon receipt and whether reductions of recorded cash, e.g., voids and refunds, are supported by documentation and approved in writing by the supervisor.  (Receiving Cash)

8.
Ascertain whether cash receipts are produced by the cashiering terminals for each customer.  If so, determine if the customer receipts are controlled by unique consecutive numbers generated automatically and recorded with each transaction, as well as imprinted on the receipts.  (Receiving Cash)

9.
Evaluate whether a unique identifier that is not accessible to other people shall be assigned to each cashier.  Also, determine if each cashier is assigned a unique cash drawer.  If so, determine if cashiers lock all cash in their cash drawer whenever they leave the immediate area.  (Receiving Cash)

10.
Determine if excess cash is removed from cash registers during the business day and transferred to a secure cash handling area/vault and whether the transfer is documented.  (Physical Security)

11.
Ascertain whether cash and cash equivalents are locked in a secure receptacles or safe at all times except when signed out by a cashier for working cash.  Determine if the receptacle or safe is consistent with University policy given the amount of cash that is stored.  (Physical Security)

12.
Evaluate whether a manual robbery alarm system has been installed if more than $2,500 in cash and securities is regularly on hand.  If more than $25,000 in cash and securities is stored, determine if an alarm system has been installed. (Physical Security)

13.
Determine if the safe combination is only given to supervisory and authorized personnel who commit the combination to memory.  Also, determine if a record of the combination, sealed to prevent undetected access, is maintained away from the safe area.  (Physical Security)

14.
Ascertain whether the safe is located in such a way that other persons do not see the combination.  Also, ascertain whether the safe is locked to the maximum extent possible between deposits during business hours.  (Physical Security)

15.
Evaluate if the safe's combination was changed the last time that a person who knew the combination left the employ of a cash handling unit.  Also, evaluate if the safe combination is changed at least once a year.  In addition, evaluate if the date and reason for the combination changes is documented.  (Physical Security)

16.
Determine if each cashier has a separate lockable compartment in the safe that only the cashier has access.  Also, determine if funds or property not related to the operations of the University are not stored in the safe/vault.  (Physical Security)

17.
Ascertain if the Campus Cash Handling Coordinator, together with Campus Rick Management and Police departments, have review the physical setup of all cashiering stations.  As a general guideline, if a station collects more than $7,500 on a daily basis, the work should be protected by doors and windows that meet the standards of the Campus Security Committee.  (Physical Security)

18.
Evaluate whether the cash handling staff have received training on what to do in the event of a campus emergency.  Also, evaluate whether cashier operations have been included in campus disaster recovery planning.  (Physical Security)

19.
Determine if a cash count of the change funds for which cashiers and cash handling employees are accountable is performed at least quarterly by someone other than the fund custodian and documented.  If cash counts have not been performed periodically, perform a cash count of the change funds.

20.
Based on the limited review, evaluate whether processes provide reasonable assurance that investment activities and practices are in compliance with University policies and procedures.  If it does not appear that processes provide reasonable assurance of compliance, develop detailed test procedures and criteria to evaluate extent of non-compliance and impact.

IV.
Operational Effectiveness and Efficiency (Estimated time to complete – tbd hours)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding operational effectiveness and efficiency.

	Audit Objective
	Areas of Risk

	Evaluate cashiering processes, specifically addressing the following areas:

· Personnel management;

· Training and support

· Separation of duties;

· Performance benchmarks;

· Information and communication flows and interfaces;

· Other processes, as needed.
	Examples of operational effectiveness and efficiency risks are:

· Inappropriate matching of staff skills and abilities to positions may result in inefficiencies and increased errors, which could result in financial losses to the University.

· Inadequate separation of duties could result in a person being able to commit and hide fraudulent or otherwise inappropriate activities or transactions.

· Lack of clear communication of performance expectation and ineffective monitoring of benchmarks may result in desired outcomes not being achieved.

· Inefficient processes for information exchange and communication wastes resources and can lead to errors, inaccuracies, and misunderstandings. 


B.
The following procedures should be considered whenever it is determined that audit work related to operational effectiveness and efficiency should be conducted:

1. Interview cashiering and accounting management and others, as necessary, to understand and document the process used to ensure that staff are qualified to perform assigned duties.  This may include activities related to the development of job responsibilities, advertising and recruitment efforts, and background and/or qualifications checking.  Evaluate whether the process is consistent with Human Resource policy and expectations and with equal opportunity employment practices.

2.
Evaluate whether training and reference materials (hard copy and on-line) provide clear, understandable guidance that is readily accessible, current, and consistent with policy.

3.
For a sample of employees, review resumes or qualifications relative to job responsibilities and evaluate appropriateness of placement.

4.
Review organizational structure and job descriptions to determine if there is adequate separation of duties within the various cashiering and accounting activities.  Ensure that there are adequate checks and balances so that one person does not have sole responsibility for all aspects of a transaction.

5.
Determine if internal benchmarks have been established for performing key cashiering and accounting tasks.  If so, determine if these benchmarks have been achieved and whether the benchmarks are monitored by management.

6.
Review evidence that management is effectively using financial reports to monitor cashiering operations and compliance with cashiering policies.

7.
Interview cashiering and accounting management and staff to understand the flow of information within the various processes and how information flows and is communicated to all others who depend on it.  Evaluate the efficiency of the information flows and the communication processes.

8.
Based on knowledge of processes gained through work performed as part of the general overview and other sections, consider whether there are operational improvements that can be made to the processes to make it more efficient, such as automating an existing manual process or eliminating duplicative tasks.

V.
Financial Reconciliations and Reporting (Estimated time to complete – tbd hours)

A.
The following table summarizes audit objectives and corresponding high-level risks regarding financial reconciliations and reporting.

	Audit Objective
	Areas of Risk

	Evaluate the accuracy and integrity of financial reporting processes including:

· General ledger recording;

· Returned check handling;

· Bank statement reconciliations;

· Monitoring of reporting activities

· Separation of duties;

· Information and communication flows and interfaces;

· Other processes, as needed.
	Examples of financial reporting related risks include the following:

· Misstated financial statements deposits not being accurately recorded and timely reported

· Loss of University income from returned checks not being properly handled.

· Possible loss, theft, or inaccurate information from reconciliations not being performed timely.

· Inadequate separation of duties could result in a person being able to commit and hide fraudulent or otherwise inappropriate activities or transactions.

· Inefficient processes for information exchange and communication wastes resources and can lead to errors, inaccuracies, and misunderstandings. 


B.
The following procedures should be considered whenever it is determined that audit work related to financial reconciliations and reporting:

1.
Examine the collection date and deposit date for selected bank deposits and determine if the deposits were recorded to the general ledger during the appropriate month.

2.
Review the journal entries for the previously selected bank deposits and ascertain whether all journal entries are reviewed and approved by designated employees in the accounting unit.  The preparer and review/approver must be two separate individuals.  Also, the individuals with cash handling responsibilities may not prepare journal entries.

3.
Determine if checks deemed uncollectible are returned by the bank to the accounting unit and that the cashiers office is not involved in the returned check process.

4.
Determine if the person who approves the requests for write-off of uncollectible returned checks is also responsible for maintaining the inventory of returned checks.  Also, determine if the person maintaining the inventory is also responsible handling the cash received from redeemed returned checks.  In addition, evaluate whether physical security and accountability for returned checks is maintained from the time of receipt until final disposition.

5.
Review the numerical sequence of the bank deposit slips and determine if there are any breaks in the sequence.  If so, determine if there was an investigation into the missing slips.

6.
Determine if collections are verified to bank deposit slips and cash register tapes (or other numerically controlled receipts).

7.
Ascertain whether void and refund transactions have been reviewed for acceptability, completeness of supporting documentation, and proper approval by the supervisor.

8.
Determine if significant or recurring cash overages and shortages are verified promptly.  If misuse was suspected, determine whether the procedures in Business and Finance Bulletin G-29 were followed.  Also, determine if the Cash Handling Coordinator was notified.

9.
Examine the monthly bank statements for a selected period of time and determine if the statements have been reconciled to the general ledger.  If so, determine if the reconciler's responsibilities include authorizing or accounting for cash transactions or in the handling of cash.

10.
Review the reconciling items identified during the reconciliation process and ascertain whether the reconciling items within 30 days.

11.
Ascertain whether documentation of the reconciliation is maintained and includes evidence of appropriate review and approval by a supervisor.

12.
Evaluate the accuracy and timeliness of the financial reconciliations and reporting.  If reconciliations and reporting do not appear accurate and timely, develop additional detailed test procedures and conduct detailed testing to determine the impact of the reconciliation and reporting issues.

VI.
Information and Communications Systems (Estimated time to complete – tbd hours) 

A.
The following table summarizes audit objectives and corresponding high-level risks regarding information and communications systems.

	Audit Objective
	Areas of Risk

	Evaluate information and communications systems, specifically covering:

· Embedded system controls and system change ability and access;

· Electronic or manual interface with intra-University systems, applications, and/or databases;

· Electronic or manual interfaces with between University and third party systems, applications, and/or databases;

· Records management policies and practices for both hardcopy and electronic records.
	Examples of information and communications systems risks include:

· Security management practices may not adequately address information assets, data security, or risk assessment.

· Application and systems development processes may result in poor design or implementation.

· Data confidentiality and integrity may be compromised by ineffective physical, logical, or operational controls.

· Business continuity planning may be inadequate to ensure prompt and appropriate crisis response.

· Records management practices may not adequately ensure the availability of necessary information.


B.
The following will be completed whenever a core audit is conducted.

1.
Identify any significant changes to information and communications systems and corresponding business processes. 

2.
Evaluate the impact of any significant changes to the overall system of internal controls.

C.
Consider two-way tests of data through systems from source documents to final reports and from reports to original source documents.  Evaluate the adequacy of the information and communications systems to provide for availability, integrity, and confidentiality of University information and communications resources.

D.
Based on the information obtained during the information and communications systems overview, evaluate whether any information and communications resources should be evaluated further via detailed testing using specific test criteria and procedures.
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