University of California
BUSINESS RESOURCE CENTER
SAS 112 Key Controls Documentation

Key Control Area:   _Procurement (#1)
	Reference to Master List
	PwC items, IV.5 – IV.7

	Key Control
	Approval of purchase of goods or services by person with written authorization to commit departmental funds 

	Risk
	Unauthorized or fraudulent purchases could be made.

	Control Objective
	Ensure that only properly authorized transactions are processed by BRC.

	Department or group with primary responsibility
	 BRC

	BRC Roles, Responsibilities and Accountability

	BRC Preparer
BRC Reviewer
Team Lead, Supervisor,  or designated Analyst

Accountability Manager

	Reviews purchase request or other initiating document for appropriate departmental authorization to expend funds, checking against signature authority records or database.  On paper requests, authorization is the signature of the Department Head or other person to whom authority has been redelegated in writing.  Initiating documentation may also be received by email from a person with appropriate authority.  
Reads PAN (Post-Audit Notification) notice within 2-day standard, ensuring that supporting documentation includes evidence of appropriate approval.
Periodically reviews a sample of transactions for documentation of appropriate approval and notification.

Provides a reference source for BRC personnel with authorized signers, sample signatures, and scope of authorizations.  
Monitors that departments receive a system-generated notice (PAN) of transactions processed (through Non-Mandatory Reviewer). 



	Other Department

Customer department’s designee
	Reviews PAN notices for consistency with departmental requests.


	Automated or Manual

	Automated (PAN system) and manual (review and sampling)

	Documentation of Control
	PAN, along with retained documentation of appropriately approved purchase request.  

	Frequency

	On-going


	Special Year-end Activity


	None


University of California
BUSINESS RESOURCE CENTER
SAS 112 Key Controls Documentation

Key Control Area:  Procurement (#2a)
	Reference to Master List
	PwC items, IV.5 – IV.7 

	Key Control
	Review for compliance with applicable laws and UC and UCOP policies, including adequate description of an appropriate business purpose. 

	Risk
	Purchases are not for a valid University purpose or are otherwise not compliant with laws or UC or UCOP policies.  

	Control Objective
	Ensure that transactions processed by BRC comply with applicable laws, UC and UCOP policies.

	Department or group with primary responsibility
	 Initiating department

	BRC Roles, Responsibilities and Accountability

	BRC Preparer

BRC Reviewer

Team Lead 

Accountability Manager


	Understand transaction before entry into the UCLA system and ensure that the University purpose is adequately described.

Consider applicable laws and policies and consult BRC resources as necessary to ensure that the transaction is compliant.

Review PAN notice within 2-day standard, ensuring that the transaction description is sufficient to an understanding of the University purpose, considering the laws and policies that apply, and reviewing for adequate documentation of compliance.  

Maintain a qualified Team through:

· Certification on UCLA systems, 

· Assignment of authority levels within UCLA systems appropriate to Preparer/Reviewer experience, and

· On-going or periodic training and updates.

Periodically review selected Team-processed transactions for potentially problematic ones and review supporting documentation for evidence of compliance with laws and UC/UCOP policies.

Maintain resource materials for BRC staff to assist in the identification of applicable laws and UC/UCOP policies and to provide support for compliance efforts.  



	Other Department

Departmental approver
UCLA Procurement
	Understand the transaction before approving it and transmit an initiating request only if it is compliant with the law, UC/UCOP policies, and funding source requirements. 

Review non-low-value transactions for compliance with laws and UC/UCLA policies before allowing transaction to proceed, except where the President or others with delegated purchasing authority have acted on their authorities.  

	Automated or Manual


	Automated and manual.



	Documentation of Control
	Signature of authorized departmental approver on initiating document, or transmission from the official UCOP email account of such an approver.  
“READ” status per Post Authorization Notification Detail (PAN) in PAN system.


	Frequency


	On-going and periodic.  

	Special Year-end Activity


	None
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Key Control Area:   Procurement (#2b)
	Reference to Master List
	PwC items, IV.5 – IV.7

	Key Control
	Review for proper financial recording. 

	Risk
	Transactions may not be accurately and consistently classified and recorded in the University’s financial records.    

	Control Objective
	Ensure that financial transactions are properly classified and recorded.  

	Department or group with primary responsibility
	Initiating department (FAU only)

	BRC Roles, Responsibilities and Accountability

	BRC Preparer

BRC Reviewer

Team Lead 

Accountability Manager


	Obtain account/fund coding from the customer department, determine and enter appropriate Object Code, and accurately enter FAU (Full Accounting Unit) into the system.  
Review accuracy of FAU per the PAN notice within 2-day standard.  Consider the reasonableness of the FAU (e.g. expenditure vs. revenue or asset account).  
Provide Team members with sufficient tools (e.g. “Cheat Sheets”) and training to provide for accurate and consistent financial recording of processed transactions.  
Periodically review Team-Processed transactions for mis- or inconsistent coding to identify needs for additional training and/or tools. 

Maintain resource materials for BRC staff to assist in the accurate and consistent recording of transactions.  

	Other Department

Departmental Approver
	Review account-fund coding prior to signing transaction request. 

	Automated or Manual


	Automated and manual.  

	Documentation of Control
	Evidence of account-fund information provided by the customer department.  

“READ” status per Post Authorization Notification Detail (PAN) in PAN system.



	Frequency


	On-going and periodic.  

	Special Year-end Activity


	See Procurement Key Control #4
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Key Control Area:   Procurement (#3a)
	Reference to Master List
	PwC items, IV.5 – IV.7

	Key Control
	Departmental ledgers are reviewed on a monthly basis.

	Risk
	Unauthorized, inaccurate, or improperly classified transactions will be charged against departmental funds.  

	Control Objective
	Ensure that financial transactions are authorized, accurate, complete, and properly classified.  

	Department or group with primary responsibility
	BRC

	BRC Roles, Responsibilities and Accountability

	Staff reconciler
Staff reviewer
Team Leads

Accountability Assistant
	Reconcile departmental ledgers against approved procurement transactions, identifying and resolving significant differences.  Sign and date reconciled ledger and record completion in log. 

Review reconciliation, sign as Reviewer and date.   Enter completion of review into log.  
Sample reconciliations to ensure Team transaction processing and ledger reconciliations are complete, documented, and transactions are compliant with policy.

Monitor reconciliation log to ensure reconciliation of all accounts and submit completed departmental reconciliation sets to the Accountability Team.

Maintain a log to ensure all departmental reconciliation sets  have been completed timely, following through with Team Leads on missing reconciliations and elevating problem situations to the Accountability Manager.



	Other Department

Customer Department

	Provide accurate account-fund information with transaction request.  
Provide BRC with documentation for non-BRC-processed transactions (e.g. acquisition of campus services resulting in recharge)

	Automated or Manual


	Manual

	Documentation of Control
	Logs of completed reconciliations supported by reconciled ledgers signed and dated by BRC reconciler and reviewer.  

	Frequency


	Monthly

	Special Year-end Activity


	None
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Key Control Area:   Procurement (#3b)
	Reference to Master List
	PwC items, IV.5 – IV.7

	Key Control
	BRC obtains sign-off by customer Department Head on monthly expenditures report (reconciled to G/L).

	Risk
	Activity in customer departmental accounts does not reflect appropriate, approved departmental activity.  

	Control Objective
	Ensure that recorded financial activity accurately reflects approved departmental activity.    

	Department or group with primary responsibility
	Department Head

	BRC Roles, Responsibilities and Accountability

	BRC staff

Accountability Assistant


	Obtain or prepare monthly reports providing Department Heads clear information, reconciled to the G/L.

Provide reconciliations with reconciler and reviewer initials to the Accountability Team timely. 

Collate non-payroll reconciliations with payroll ones and send a reconciliation packet to the Department Head with a subdivision-level summary (“green sheet”) for signature and return.  

Maintain log of departmental sign-offs (returned “green sheets”) elevating non-complying departments to the Accountability Manager.


	Other Department
Customer Department Head

UCOP Budget Office
	Review subdivision-level summary, sign and return “green sheet” to the BRC.

Prepares or makes available Budget to Actual reporting that ties into the general ledger reconciliation.  

	Automated or Manual


	Manual

	Documentation of Control
	Monthly summary (“green sheet”) signed and returned by Department Head

	Frequency


	Monthly

	Special Year-end Activity


	None
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Key Control Area:   Procurement (#4)

	Reference to Master List
	PwC items, IV.5 – IV.7

	Key Control
	Procurement activities around fiscal year-end are reviewed to identify any transactions over the designated threshold requiring accrual or deferral of the expense.  

	Risk
	Expenditures may not be recorded in the appropriate fiscal year.  

	Control Objective
	Accurate financial reporting.  

	Department or group with primary responsibility
	Customer Departments

	BRC Roles, Responsibilities and Accountability

	BRC Analysts/Supervisors

BRC Team Leads

Accountability Manager
	Review reports (e.g. Open Commitment Subsidiary Ledgers) for encumbrances requiring accrual or closure.

Ensure that staff has appropriately identified accruals/deferrals and performed necessary encumbrance maintenance.
Review with customer departments significant procurement activities around year-end to identify any requiring accrual or deferral.

Provide training, resources, and/or tools to support BRC efforts in applying this key control.

Provide support to BRC staff and customer departments in identifying year-end cutoff issues.  



	Other Department

Customer Departments

UCOP Budget Office and Financial Management
	Notify BRC of procurement activities when initiated.  

Provide overall leadership and guidance in year-end closing procedures.



	Automated or Manual


	Manual

	Documentation of Control
	Training materials.

Accruals/deferrals submitted for recording.  



	Frequency


	Annually 

	Special Year-end Activity


	Yes
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Key Control Area:   Procurement #5
	Reference to Master List
	PwC items, IV.5 – IV.7

	Key Control
	Monitoring is done to ensure:

1. Access rights to the UCLA systems for BRC staff are appropriate, and 
2. BRC key controls are operating.

	Risk
	Inappropriate transactions could be processed by BRC and not identified as requiring correction.

	Control Objective
	Ensure that only properly authorized transactions that are compliant with laws and UC/UCOP policies and properly classified as to account/fund and fiscal year are processed through BRC.  

	Department or group with primary responsibility
	BRC

	BRC Roles, Responsibilities and Accountability

	Accountability Analyst

Accountability Manager
	Produce annual report of system access rights for BRC staff and review to ensure employees are active and rights are appropriate to current job requirements.

Sample G/L reconciliations to ensure appropriate approval of transactions. 

Perform monitoring activities as directed by the Accountability Manager. 
Review annual system access rights report.  

Supervise and direct Accountability Analyst in monitoring activities.   Establish a schedule of monitoring activities. 


	Other Department 
UCOP  Budget Office

UCLA AIS
	Oversight of Oasis/Express DACSS rights for UCOP.

Generates notices to Departmental Security Administrators (DSAs) in the UCOP Budget Office when separated or inactive employees access Oasis.  



	Automated or Manual


	Automated (DACSS notices) and manual.

	Documentation of Control
	Preparer and reviewer sign-off on annual system access report.

Schedule of monitoring activities and supporting reports.  



	Frequency


	Per the monitoring schedule.  

	Special Year-end Activity


	Monitor year-end cutoff activities.
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